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1. Spoofer client sends packets 
with spoofed external source IP 
addresses outbound to 
CAIDA-controlled nodes.

Ark
Nodes

Host

Testing outbound SAV

Testing inbound  SAV

2. SAV-compliant routers drop 
outbound packets with source IP 
addresses external to client’s network.3. Ark nodes detect 

unblocked spoofed packets.

1. CAIDA host attempts to 
send packets with spoofed 
client’s network source IP 
addresses to client

2. SAV-compliant routers drop 
inbound packets with source IP 
addresses internal to client’s network.

3. Spoofer client detects 
unblocked spoofed packets.

prefix: 5.1.2.0/24

src: 5.1.2.1

src: 8.3.5.19

client’s network
Internet

������������

An independent source of data on IP source address validation 
https://spoofer.caida.org

SPOOFER Protect your network and the global Internet 



Altruism

Regulation

“Naming and
Shaming”

Liability
Insurance

Vendor Default

Grassroots

Incentives
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*http://www.caida.org/publications/papers/2019/network_hygiene_incentives_regulation

Internalizing the Negative 
Externality of Spoofing
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What we have inferred from our measurements
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Market forces alone will not remedy the harm that networks without SAV pose to the Internet, and 
to commerce that relies on it.

 • quantifying current attack surface
 • enabling third-party verification of deployment of SAV best practices,
 • supporting assessment of the effectiveness of interventions (e.g., regulatory, 

See ACM CCS 2019 paper for detailed policy analysis.*

Spoofer measurement platform plays critical role 


