


Roll Call
• Nate T

• Researcher

• nate@greynoise.io

• Daniel G

• Data Scientist

• daniel@greynoise.io

• Matt L

• Engineer/Researcher

• matt@greynoise.io

• General

• hello@greynoise.io
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Agenda 

• GreyNoise Overview

• Infrastructure
• Current and future

• What we see



Pitch Perfect

Analyst Efficiency

• Ignore noise
• Add context for IPs

Compromised Devices

• Monitor your assets
• Find your devices 

that are scanning
• Usually Bot related

Emerging Threats

• New exploits
• Who is scanning



Internet of 
Listening 

Things

• 13 providers
• AWS, GCP, Azure, Alicloud, Linode, 

Digital Ocean, etc…

• ~700 unique sensors
• Don’t get to choose IPs
• Cycled

• 3 types of sensors
• Rorschach

• Hoping to open source soon®
• HTTP (deprecated)
• Windows

• Proprietary protocols…



Little Phish, 
Big Data Lake
• ~2000 hits per sensor

• Varies highly based on sensor, provider, region, etc…

• 150-200k Unique IPs per day

• Varies by provider quite a bit

• Larger providers see more

• Working to better characterize volume 

• Nothing close to what CAIDA is seeing in terms of volume

• Collect traffic content and do manual analysis

• Looking to for ways to automate this



Terraforming Clouds

• Infrastructure-as-Code (IaC)
• Terraform, Go,  GitHub CI
• Amazon Data Lake

• Each cloud provider has 
different rules
• This makes sensor deployments 

tricky

• “Random” IP Assignment
• Sets of three





A Tale of Two DBs

• PostgreSQL
• \x03\000\000/*\340\000\000\000\000\000Cookie: 

mstshash=Administr\r\x01\000\x08\000\x03\000\000\000

• Athena
• /*�Cookie: mstshash=Administr%�d�p��$� � "



select * from rorschach limit 11;



Perfect Practice Makes Perfect

• The Good
• SQL Search
• Fingerprinting/Tagging 
• Anecdotally successful J

• The Bad
• Reinventing the wheel

• Suricata
• Wireshark

• Temporal analysis
• UDP
• Lack of scientific rigour

• The Ugly
• Scaling
• Batch jobs
• Cost
• Spoofing



API Data

Community

• https://developer.greynoise.io
/reference/community-api

IP Lookup

• https://developer.greynoise.io
/reference/ip-lookup-
1#noisecontextip-1

https://developer.greynoise.io/reference/ip-lookup-1
https://developer.greynoise.io/reference/ip-lookup-1


CAIDA

• Need to grok the scale
• Costly
• Massive

• Need to check the overlap
• Blocklisted ranges in code?

• What is truly opportunistic?



NOISEGATE



NOISEGATE

SPO
OFE

D



NIMABIJIAN

\x01\x00\x00\x00 
\xbf\x02\x00\x88\x13\x00\x00\x87\x00\x00\x00NIMABIJI
AN\x04\x03\x00\x00{\x99Caig\x9c\x03\xc7eB\xc5\t\xc1\
x18a\x11\x1a\x91\x1f\x02\tcof\x91\xc0\x80sJ5\xd2\x80
\xe6\x9a~\xb9\xc7\x83^\x96\xeeN\x16\x96\x96&\xe6\x03
\xea\xb

Transmitted as ASCII as seen here, including `\x` prefixes for hex 
characters…

Regional exploits appear to exist. 



Contact or Access

• Free access to our Enterprise API for research purposes
• vip@greynoise.io

• GreyNoise Public Slack
• https://join.slack.com/t/greynoiseintel/shared_invite/zt-o66ozahe-

9gbu_5yv5tQO80~8CL8lBQ

• Twitter
• https://twitter.com/GreyNoiseIO

• Feel free to email us at hello@greynoise.io or any of the emais
listed on earlier slides
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