
Alberto Dainotti, Alistair King,  
Chiara Orsini,  Mingwei Zhang 

alberto@caida.org
Center for Applied Internet Data Analysis

University of California, San Diego

CAIDA's BGP Observatory

w w w .caida.org

mailto:alberto@unina.it


FUNDING SUPPORT
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NSF CNS-1423659. Aug 2014 - Jan 2019 
HIJACKS - Detecting and Characterizing Internet  
Traffic Interception based on BGP Hijacking

DHS S&T HHSP233201600012C. May 2016 - Nov 2018 
SISTER - Science of Internet Security:  
Technology and Experimental Research

DHS S&T FA8750-18-2-0049. Dec 2017 - Sep 2019 
ASSISTS/HI-CUBE - Hub for Internet Incidents Investigation
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Polluted AS

oAS
BAD_AS

simple hijack

(your network)

(remote users)

ARTEMIS APPROACH
self-managed detection & mitigation

ARTEMIS
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Polluted AS

oAS
BAD_AS

simple hijack

(your network)

(remote users)

DETECTION BY 3RD PARTIES
service targeting defense

3rd Party  
Detection
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Polluted AS

oAS
BAD_AS

simple hijack

(your network)

(remote users)

A BGP OBSERVATORY
driven by scientific curiosity and 

experimentation

Observatory
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Polluted AS

oAS
BAD_AS

simple hijack

(your network)

(remote users)

A BGP OBSERVATORY
“I’m a scientist, not a philosopher!”

Observatory
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BGP OBSERVATORY
why?

•Operators’ debug tool
•Situational Awareness / Intelligence
•Research on Hijacks and BGP anomalies
•Testbed for developing new techniques
•Techniques useful when defending also from 
hijacks of prefixes not owned by user…



OBSERVATORY

 8

Center for Applied Internet Data Analysis 
University of California San Diego

w w w .caida.org

overview

A few papers in preparation / under submission — 
TMA, IMC, Usenix Security, …

Architecture Methods

Papers



OBSERVATORY
demo
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WANTED / FUTURE WORK
…
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•GT / Human in the Loop
•also leveraging ARTEMIS

•Better data: AS Relationships, AS2Org, AStraceroute, …
•Faster data: RouteViews, …
•More data: more BGP monitors
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