
Project Summary
A growing consensusamongexpertsis that theroutingsystemis approachinga critical archi-

tecturalbreakingpoint [1] which any signi�cant deploymentof IPv6 will only exacerbate.The
issuehasrecentlydrawn somuchconcernfrom engineering,operational,andpolicy communities
that theInternetArchitectureBoard[2] helda workshopin November2006trying to identify the
factorsthat limit routingscalability, andformulatea coherentstatementof theproblem[1]. Their
conclusionwasexpected:themostacutelyscale-limitingparameterof thecurrentroutingsystem
is routing tablesize,not so muchfor its memoryrequirementsasfor its reactionto network dy-
namics. Speci�cally, topologychangesrequirerecalculationof routing tables,a computational
burdenaswell asa performancehit sincetraf�c is oftendelayedor evenlost asnodesconverge to
theupdatedroutingstate.

Alreadyhaving articulatedtheneedfor a fundamentalreexaminationof the routingandcon-
comitantaddressingarchitecture,our previous NeTSproposalallowed us to rigorouslyexamine
andevaluateknown routingschemesin pursuitof onethatwould work on Internet-like scale-free
topologieswithout a radical architecturalshift. We learnedthat thereare no existing dynamic
routingschemeswith reasonablescalabilityboundson Internet-like graphs.Our currentwork [3],
augmentedwith a theoreticalproof in [4], offers the ominousbut de�niti ve lesson:to scaleef�-
cientlyandinde�nitely, wemustlearnhow to routewithout topologyupdates.

Updatelessrouting seemsimpossibleat �rst glance,but neighboringdisciplinesoffer inspi-
ration. Milgram's 1967experiment[5], a socialnetwork exercisein letter delivery re�ected in
the 1990popularplay ”Six Degreesof Separation”[6], demonstratedthat routing in a dynamic
evolving network is possiblewithout updates.Kleinberg [7, 8] providedthe�rst formal modelof
suchgreedyrouting, demonstratingits successwith neitherupdatesnor a full view of topology.
But his graphconstructionmethodyieldedtopologiesvastly differentfrom scale-freetopologies
of observedcomplex networks,leaving openthequestionof whethergreedyroutingis thepanacea
it portends.

We proposea new modelof GreedyRoutingon HiddenMetrics, the GROHModel, that gen-
eralizesthe Kleinberg modelandnaturallyyields scale-freetopologies.Our modelemploys the
conceptof a hiddenmetricspaces(HMSs)existing behindevery complex network, includingthe
Internet.We will thoroughlyinvestigatethehypothesisthat theobservablescale-freestructureof
complex networksis aconsequenceof naturalevolution thatmaximizesef�ciency of greedyrout-
ing on theseHMSs. By ef�ciency we primarily meanthedelivery successratio andits resilience
to link/nodefailures. Then,assoonaswe �nd the Internet's HMS, we canuseit in addressing
architecturesrenderinggreedyroutingstrategiesef�cient.

Our researchagendaincludesthreeclearly de�ned tasks: (1) demonstratethe existenceof
HMSs; (2) build methodologiesto explicitly re-constructthe HMS for the observable Internet
topology, andmoregenerallyfor any givencomplex network; and(3) addresschallengesassoci-
atedwith usingGROHModel-basedrouting in practice. We offer not only a strategic high-level
programwhosegoalspreciselymatchthoseof the NeTS-FINDsolicitation,but alsoa detailed
outlineof speci�c researchstepsthatwewill undertake.

Intellectual Merit. Theproposedresearchinvolvesconcertedcross-fertilizationacross�elds
of networking, theoreticalcomputerscience,physics,andmathematics.We proposeto developa
novel network modelingmethodologythat is elegantly genericin nature,mathematicallysound,
andpromisesasolutionto oneof themostchallengingproblemsof futurelarge-scalenetworking.

Broader Impact. Provedfaithful to reality, theGROHModelwill representa rigorousmathe-
maticalfoundationfor truly scalableroutingarchitecturesin dynamicnetworks. Themodelsand
resultsof thisprojectwill dramaticallyincreasefundamentalunderstandingof theglobalstructure
andfunctionof not only traditionaldatanetworks,but alsoof many othertypesof self-evolving
large-scalecomplex systems,suchasbiological,social,andlanguagenetworks[9].



1 Intr oduction

Althoughthereis no formal analysisof scalabilitylimits for thecurrentInternetroutingsystem—
itself a problemfor researchers,engineers,policymakersandinvestors—thereis growing consen-
susamongexpertsthattheroutingsystemis approachinganarchitecturalbreakingpoint [1] which
any signi�cant deploymentof IPv6will onlyaccelerate.Theissuehasrecentlydrawn somuchcon-
cernfrom engineering,operational,andpolicy communitiesthat theInternetArchitectureBoard,
chargedwith oversightof the technicalandengineeringdevelopmentof the Internet[2], held a
workshopin November2006to try to identify the factorsthat limit routingscalability, andartic-
ulatea coherentstatementof the problem[1]. Their conclusionwasexpected:the mostacutely
scale-limitingparameterof the currentrouting systemis routing tablesize,not so much for its
memoryrequirementsas for its role in dealingwith network dynamics. Speci�cally, topology
changesrequirerecalculationof routing tables,a computationalburdenaswell asa performance
hit sincetraf�c is oftendelayedor evenlostasnodesconverge to theupdatedroutingstate.

Alreadyhaving acceptedtheneedfor afundamentalreexaminationof theroutingandconcomi-
tantaddressingarchitecture,in ourpreviousNeTSproposalwerigorouslyexaminedandevaluated
known routingschemesin pursuitof onethatwouldwork onInternet-liketopologieswithoutarad-
ical architecturalshift. Ourconclusionwasclearerthanit wasauspicious:welearnedthatthereare
no existing dynamicroutingschemeswith reasonablescalabilityboundson Internet-like graphs.
Theproblemis routingupdatemessagespercolatingthroughthenetwork to announcea topology
change.Our currentwork [3] discussedin Section2, augmentedwith a theoreticalproof in [4],
offerstheominousbut de�niti ve lesson:if wewantroutingto scaleef�ciently andinde�nitely, we
mustlearnhow to routewithoutupdates.

Updatelessroutingseemsimpossibleat �rst glance,but neighboringdisciplinesoffer inspira-
tion. Milgram's 1967experiment[5], a socialnetwork exercisein letterdelivery re�ected in the
1990play ”Six Degreesof Separation”[6], demonstratedthat routing on a dynamicnetwork is
possiblewithoutupdates.Kleinberg [7, 8] providedthe�rst formalmodelof suchgreedyrouting,
rigorouslydemonstratingits successwith neitherupdatesnorafull view of topology. But hisgraph
constructionmethodyieldedtopologiesvastlydifferentfrom observedcomplex networks,leaving
openthequestionof whethergreedyroutingis thepanaceait portends.

Armedagain with brilliant insightsfrom neighboringdisciplinesaswell asour own research
results,we proposeto rigorously investigate the following proposition: Behind every complex
network, including the Inter net, there existsa hidden metric space. The observable scale-
fr eestructur e of the network is a consequenceof natural network evolution that maximizes
ef�ciency of greedyrouting on this metric space.By ef�ciency we meandelivery successratio
andits resilienceto link/nodefailures. Our proposedGROHModel(GreedyRoutingon Hidden
Metrics) is a generalizationof Kleinberg's modelto Internetgraphs,andintegratesthenotionof
a hiddenmetricspace.If theGROHModel faithfully re�ects reality, thenwe canusethehidden
metricspace,oncewe �nd it, to build ef�cient updatelessroutingstrategiesfor theInternet.

Our agendahasthreeclearly de�ned tasks,illustratedin Figure2: (1) Demonstratethe ex-
istenceof hiddenmetric spaces(HMS); (2) deliver methodologiesto explicitly re-constructan
HMS basedon anobservablegraphof the Internettopologyin particular, andin generalfor any
givencomplex network; (3) addressimmediatepracticalproblemsassociatedwith greedyrouting
via HMSs that mustbe solved beforeseriousdiscussionof deployment. This researchagenda,
groundedin a mathematicallyrigorousframework, follows up on thediscoveriesfrom our previ-
ousproject.Weoffer notonly astrategic high-level program,but alsoadetailedoutlineof speci�c
researchstepsneededto pursuethisagenda.
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2 In pursuit of scalablerouting

The areaof computersciencethat explicitly aims at developing scalablerouting algorithmsis
compactrouting. In this sectionwe provide necessarybackgroundon compactrouting,describe
our recentandcurrentpreliminaryresultsrelatedto compactrouting,andidentify a fundamental
obstacleonourpathto truly scalableroutingarchitectures.

2.1 Scalablerouting on static topologies

Compactrouting dealswith constructionof routing algorithms(a.k.a.schemes) suchthat node
addresses(a.k.a.labels), routing tablesizes(a.k.a.memoryspaceor space), andstretch areall
assmall aspossible.Stretchis the relative increaseof lengthsof pathsproducedby the routing
algorithm,comparedto theshortestpathlengths.More formally, a routingalgorithmis compact
if addresssizesgrow no fasterthanpolylogarithmicallywith network size,routingtablesizesare
sublinear, andstretchis constant.Notethatthereis aninherenttrade-off betweenspaceandstretch:
spacecompressionis achievedby abstractionor aggregation,which costsdetailsof thetopology.
Losingsuchdetailscanonly increasepathlengths.

Compactrouting schemesareuniversal if they work correctlyon all graphsor specializedif
they guaranteeboundsonly on graphsfrom speci�c graphfamilies. The �rst universaloptimal
compactroutingschemewasdueto ThorupandZwick [10]. Weanalyzedtheperformanceof this
schemeonscale-freegraphsin [11] andfoundthatthesegraphsyieldedessentiallythebestpossible
performanceof the schemecomparedto all other graphs. Inspiredby this �rst indication that
scale-freegraphsareoptimally structuredfor high-performancerouting, several researchgroups
have independentlyconstructedspecializedroutingschemes[12, 13] designedto utilize structural
peculiaritiesof scale-freegraphsin orderto improveperformanceguarantees.Theschemesin [12,
13] achievepolylogarithmicspaceandin�nitesimally smallstretchonscale-freegraphs.

Compactrouting schemesarealsoclassi�ed asname-dependentor name-independent. The
formerlabelthenodeswith addressesembeddingtopologicalinformationin them,i.e.,“addressing
follows topology” [1]. The latterwork on graphswith arbitrarynodelabels,i.e., nodeaddresses
canbetakenfrom any �at addressspace,with noassociationbetweenaddressingandtopology.

In our work [3], which is a part of our previous NeTS-NRproject [14], we investigate the
performance(space,stretch,andcommunicationcomplexity) of bothname-dependentandname-
independentschemes.Speci�cally, we focuson two name-dependentschemes,by Cowen [15]
andBrady andCowen (BC) [12]. The former is universal,while the latter is specialized:it is
designedspeci�cally for Internet-liketopologies.Thetwo name-independentschemesweconsider
areby Arias et al. [16] anda more recentoptimal improvementby Abrahamet al. [17]. Both
schemesareuniversal;we arenot awareof any name-independentschemespecializedfor scale-
freegraphs.We studytheperformanceof theseschemesbothon syntheticpower-law graphs[18,
19] andon the bestavailableInternettopologydatameasuredby skitter [20], DIMES [21], and
Routeviews[22]. Table1 reportsthetwo mostimportantcharacteristics,averagespaceandstretch,
of thebestperformingschemesfromourlist. We�nd thattheBC schemeappearto workextremely
well on measuredInternettopologies,yielding remarkablylow valuesof spaceandstretch.This
algorithmguaranteesa maximumroutingtablesizeof O(log2 n) on scale-freenetworks,wheren
is thetotalnumberof nodesin thenetwork. TheO(log2 n) scalingmeansthatevenif all 2128 IPv6
addressesaretotally de-aggregatedandusedas�at identi�ers, themaximumroutingtablesizein
suchanInternetwouldstill containnotmorethan1282 � 16; 000entries.Thecorrespondinglimit
for IPv4 is � 1; 000, two ordersof magnitudesmallerthantoday.

The exceptionalperformanceof compactrouting schemeson static topologiesmotivatesthe
question:will they work ondynamicnetworks?
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Table1: Stretchandrouting tablesize(in entriesandbits) produced,on the skitter [20] andDIMES [21] topologies,by the
best-performingname-dependent,BC [12], andname-independent,Abraham[17], schemes.

Scheme skitter(9204nodes) DIMES (13931nodes)
BC 22entries(1025bits), 1.06stretch 22entries(1103bits), 1.03stretch
Abraham 6307entries(279218bits), 1.35stretch 8103entries(380475bits), 1.45stretch

2.2 Scalablerouting on dynamic topologies

Amongotherlessfundamentalconcerns,the limiting assumptionof all compactroutingschemes
to dateis thatthenetwork is static.Moreprecisely, it is not thatthenetwork is staticperse,but that
thealgorithmrequiresthe full view of thegraphrepresentingthenetwork topologyat any given
time. Any topologychangeyields a new graph,on which the algorithmmight have to calculate
pathsfrom scratch.

Beingstatic,theschemesweanalyzein [3] donotprovideany non-trivial guaranteesconcern-
ing convergencecharacteristics,e.g.,numberof controlmessagesper topologychange,etc. The
only way to estimatetheseparametersis via simulationsof truly distributedimplementations,e.g.,
in ns2 , of theseschemesonrealistictopologies.Thesesimulationscomprisethelastportionof our
currentwork [3]. Giventhestaticnatureof theconsideredschemes,wedonotexpectperformance
ondynamicgraphsto beencouraging.

We recognizethat the convergenceproblemis a crucial breakingpoint not only for all theo-
retical routingalgorithms,but for practicalroutingmethodsemployedin today's Internetaswell.
Link-statealgorithms,typically usedfor intra-domainrouting, requireeachnodeto have a con-
sistentcompleteview of the network, while distance-or path-vectoralgorithmsneedeachnode
to know only distancesor pathsto all other nodes.1 Since in the worst caseany nodemight
be asked to forward a packet to any destination,all nodesmusthave a coherentcompleteview
of the network topology, or at leastsomeof its partitions. In order to achieve sucha coherent
full view, timely topologyupdatemessages,a.k.a.routing updates,seemunavoidable. Updates
requirerecalculationof routing tablesandleadto delay, instabilities,churn,andothercomplica-
tions[24, 25, 26, 27, 28, 29]. Longconvergencetimesarebothacritical problemandanabsolutely
inevitableimplicationof scalingthecurrentroutingarchitecture[1].

Oneof thepopularproposedsolutionsto theconvergenceproblemis the ideaof splitting two
functionscurrentlyserved simultaneouslyby the IP address:locatorand identi�er. The idea is
thatin anarchitecturewhereonelabelidenti�es a nodeanda differentlabelindicatesits location,
topologychangeswill only changethelocators,but routingcanusetheidenti�ers. Unfortunately,
a locator-identi�er split meansthat in addition to updatinglocatorsas before,nodesmust also
maintainandupdateaproperlocator-to-identifermappingsomehow, aburdenunlikely to improve
scalingcharacteristics.Indeed,Table1 shows thatname-independentschemes,which all provide
a form of locator-identifer splitting, scalemorepoorly thanname-dependentonesin both rout-
ing tablesizeandstretch. The observablereality is that locator-identi�er split comesat quite a
scalabilityprice.

Yet morepessimisticresultscomefrom thethetheoreticalcomputersciencecommunity. Us-
ing fairly generalarguments,Afek et al. [30] showed that the worst-casenumberof updatesper
topologychangecannotbe lower than
( n) wheren is thenumberof nodesin thenetwork. Af-
ter seventeenyearsof virtually no progress,KormanandPeleg [4] have recentlytried to improve

1In reality all routing protocolsusedin practicesupportmore complexity, e.g., splitting a network into areasand tracking
dynamicchangesintra-areawhile maintaininga coarserview for inter-areacommunication.Indeed,suchhierarchicalnetwork
partitioning[23] haslongbeenconsideredthebestapproachto improving scalability.
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this pessimisticlower bound.Unfortunately, their resultis evenmorepessimisticthanAfek's. In-
deed,they show theworst-casenumberof updatespertopologychangecannotbelowerthan
( D)
whereD is so-calledlocal density, a characteristicrelatedto thedistancedistribution of a graph,
but one can checkthat D is of the order of n for small-world topologies,suchas the Internet
(cf. Section3). In other words, recentwork [4] de�niti vely implies that in terms of routing
churn, Inter net-likegraphsareasbad asthe absolutelyworst-casegraphsacrossall possible
network topologies.

We areat anapparentimpasse.Updatesandassociatedconvergenceappearto beanunavoid-
ableelementof the routingprocess,but theoreticalanalysisshows that they arethe fundamental
obstacleto acceptableroutingscalability. While routingtablesizesandstretchproducedby com-
pactroutingschemesareoverwhelminglysmallonstatictopologies,theseschemescannotguaran-
teescalableconvergencebehavior. Thatis, we getblockedon thenetwork dynamicsproblemand
mustfacethe reality that scalablerouting which usestopologyupdatemessagesto dynamically
reactto topologychangesis notpossiblein principle. In orderto resolvethedynamicsproblemwe
needsomeradicallynew ideas.

3 Routing without topologyupdates

As hereticalasit sounds,thebestavailabledataonInternettopologyandourbestunderstandingof
routingimpliesthattheonly possiblepathto trueroutingscalabilityis to havenoupdatesatall. At
�rst glance,removing updatessuggeststhatnodeswill notknow wheredestinationsmove,forcing
a retreatto either �ooding or randomwalks, both completelyunscalable.However, Milgram's
experimentsprove suchdesperationprematureby giving usa cueto wherea solutionto scalable
routingmightbehiding.

In 1967,Stanley Milgram [5] askeda few randomlyselectedindividualsin Nebraskato send
lettersto a randomlyselectedperson,a stockbroker in a suburb of Boston. The lettershadthe
destinationaddressvisible consistingonly of the nameof the stockbroker, his occupation,and
thecity helivedin. Milgram speci�edoneroutingrestriction:eachsourceandintermediatenode
hadto forwarda packet only to his/herfriend that, in thecurrentnode's opinion,maximizedthe
probabilityof moving thepacketcloserto thedestination.Approximately30%2 of packetsreached
thedestinationusinganunexpectedlylow numberof hops.Theaveragehoplengthof letterpaths
wasaboutsix [6].

Milgram'sexperimentsillustratethathumanscanroutemessagesef�ciently amongeachother
without topologyupdates,andconsequentlywithout the full view of the topology. Eachnode's
view is ultra-local;it seesonly its neighbors,i.e.,his/herfriends,andmaybea few neighborsof its
neighbors.However, addressingin this topologyis remarkablyclever, asnodesareinformatively
andsuccinctlylabeled,i.e., nodeaddressesarecombinationsof placeof living, occupation,etc.
Giventhis localview of theglobaltopologyandtheinformative labelingscheme,anodecanroute
greedilyby ef�ciently estimatingwhoamongits neighborsis closestto thedestination.

Insightsfrom Milgram's experimentshave recentlyreceivedrenewedattentionfrom computer
scienceandphysicsresearchersanalyzingtheir implications. The �rst popularmodelaiming to
formalizeandexplain thesuccessof Milgram's experimentswasby Kleinberg [7, 8], inspiredby
the �rst small-world modelby WattsandStrogatz [32]. Nodesresidein a metricspace,which is
a two-dimensionalgrid in theoriginal Kleinberg model. Thedistancebetweentwo nodesin this
spacerepresents“intrinsic similarity” betweenthem, e.g., “social similarity” betweenhumans.
The network topology graphconsistsof edges,i.e., connectionsbetweenpairs of nodes. The

2Thedeliverysuccessratiowaslaterimprovedup to 90%[31].
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closertwo nodesareto eachotherin thegrid, thehighertheprobability that they areconnected.
The connectednodesarecalledneighbors.No nodehasthe full view of the network topology.
Eachnodeknows only its coordinatesin thegrid andthecoordinatesof its neighbors.Equipped
only with this information,nodescanrouteef�ciently in agreedymanner—by forwardingpackets
to their neighborsclosestto thedestination,where“closest”refersto thegrid distances,not to the
distancesin thenetwork topologygraph.

TheKleinberg modelis a fantasticcontribution to our theoreticalunderstandingof routing,but
theloomingproblemis thathisgraphconstructionmethodyieldedtopologiesvastlydifferentfrom
observedcomplex networks,leaving openthequestionof whethergreedyroutingis applicableto
Internet-like, i.e.,scale-freetopologies—thequestionweseekto answer.

Topologymattersto routing [11, 33]. Onecannothopeto �nd optimally scalableroutingso-
lutionswithout understandingof theunderlyingtopology. In particular, therearegraphssuchthat
no addressingwould simultaneousallow for successfulgreedyroutingandbesuccinct[34], i.e.,
it would alwaysrequirekeepingsigni�cant partsof the full view at eachnode,preventingsmall
routing tablesizes. Topologyis thuscrucial, andan explanationof greedyrouting ef�ciency in
Milgram's experimentsshoulddirectlyexploit peculiaritiesof thestructureof networksinvolved.

Interestingly, not just the Internettopology, but topologiesof many social, communication,
andbiologicalnetworksarescale-free[9], which mostresearchersagreeinvolvestwo properties:
heavy-tailednodedegreedistributionsthatoftenfollow powerlaws,andstrongclustering,i.e.,high
probabilitythatapairof neighborsof thesamenodeisconnected.An importantconsequenceof the
power-law propertyof scale-freenetworksis thatthey aresmall-world: theiraverageshortestpath
lengths,andin factlengthsof mostpaths,areextremelysmall.Theaveragedistanceof theAS-level
Internetis 3:5 [35], andrigorousresultsshow thataveragedistancesin power-law graphscannot
grow fasterthanlogarithmicallywith thenumberof nodes[36, 37]. In previouswork [11, 33] we
showedthatsmall-world graphsrenderinapplicableall attemptsto �x routingscalingproblemsby
meansof “aggressiveaggregation” [1] or othersynonymsof hierarchicalrouting[23].

Our albeit intellectually rich foray into compactrouting effectively tackledthe problemof
routing on scale-freegraphs,but only staticones. Our awarenessthat we needto copewith dy-
namic scale-freegraphs,Kormanand Peleg's recentresult [4] on the scalability limitations of
update-basedrouting,and�nally Milgram'spositiveresultsfor greedyroutingonsocialtopologies
thatsharefundamentalcharacteristicswith theInternet,stronglymotivateusto vigorouslypursue
Kleinberg's ideasin thecontext of futureInternetroutingarchitectures.Thework weproposenext
seeksto answerthe loomingquestion:canwe constructa scalableroutingandaddressingarchi-
tecturefor theInternetthatdoesnot requirea completeview of thetopology?We now introduce
themodelthatcomprisesourapproach.

4 GROHModel: GreedyRouting on Hidden Metrics

Armedwith resultsfrom Milgram,Kleinberg,andalonglegacy of strugglesto improverouting
ef�ciency, we proposeto rigorouslyinvestigatethefollowing hypothesis:Behind every complex
network, including the Inter net, there existsa hidden metric space. The observable scale-
fr eestructur e of the network is a consequenceof natural network evolution that maximizes
ef�ciency of greedyrouting on this metric space.Wecall ourmodeltheGROHModelfor Greedy
RoutingonHiddenMetrics.

The logic andintuition leadingus to this hypothesisarerootedin the following observations.
The main functionof complex networks is to serve asef�cient substratesfor dynamicprocesses
runningon them. Therefore,topologicalstructureof complex networks andtheir scale-freeor-
ganizationare plausibleconsequencesof self-evolving optimizationtoward suchef�ciency. In
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particular, processesrunningoncomplex networksareofteninformationpropagationanddissem-
ination. That is the casefor communicationnetworks, e.g., the Internet,and social networks,
andalsoappliesto biological networks, suchasneuralnetworks, signalingpathways,andeven
metabolicnetworks.3 In mostcasesthis informationpropagationis “blind,” akin to diffusion,and
not designedby humansbut doneby nature. Yet the disseminationprocessis still ef�cient and
properly targeted,i.e., thereis an implicit conceptof destinationthat purediffusion lacks. The
mostnaturalformalizationof this typeof targeteddiffusion is greedyroutingover metricspaces
wheredistancesrepresentrelative functionalor structuralsimilarity amongindividualobjects,i.e.,
nodes.Wecall thesemetricspaceshiddenasthey arenot immediatelyobservable,but rathermani-
festthemselvesindirectlyvia observablepropertiesandstructuresof network graphsbuilt “on top”
of thesespacesaccordingto certaingenerationalgorithms.

To formalizetheproposedGROHModelwein-

Figure1: The GROHModel illustration. Solid lines are
edgesof theobservablenetwork topologygraphG. Dashed
lines representdistancesin the hiddenmetric spaceH and
its normedspaceembedding.Distancesin thelatterare¯at-
tenedandconsequentlydistortedcomparedto thosein H .
Thecloserapairof nodesis in H , thehighertheprobability
thatthereis anedgebetweenthemin G.

troducethefollowing de�nitions:
Hidden metric spaces(HMSs). All nodesx 2 V,
jV j = n residein a hiddenmetricspaceH , mean-
ing that in this spaceevery two nodesx; y 2 V
are locatedat a distance� (x; y) from eachother.
The distancepossessesthe following threeprop-
erties: 1) � (x; y) � 0; 2) � (x; y) = 0 , x =
y; 3) � (x; y) = � (y; x); 4) � (x; z) � � (x; y) + � (y; z).
Takentogether, all pair-wisedistancesform a dis-
tancematrix � , which fully speci�esH .
Connectionprobability. ObservablegraphG(V; E)
is formedby creatinglinks betweenevery pair of
nodesx; y 2 V with probabilityp(� (x; y)), wherep
is a decreasingfunction.Sincethis functionis de-
creasing,strongclusteringin scale-freenetworks
�nds animmediateexplanationin theGROHModel.
Indeed,accordingto the triangleinequalityprop-
ertyof H , any two nodesthatarecloseto thesamenodearealsocloseto eachother, andthuslinks
betweenall threeof themexist with highprobability.
Greedy routing. Let � i , i = 1: : : k be all neighborsof nodex of degreek, i.e., (� i ; x) 2 E.
Given a destinationz, greedyrouting strategy at x forwardsa packet to neighbor� s suchthat
� (� s; z) = mini =1 :::k(� (� i ; z)) .

Wewill estimatetheef�ciency of greedyroutingin termsof space, stretch, andresilience.
Space.Greedyroutingrequireseachnodeto know its hiddendistance,alongwith thedistances

from all of its neighborsto every destination.The trivial spacerequirementat k-degreenodex
is thereforeO(kn) andits upperboundover all nodesis O(kmaxn), wherekmax is themaximum
degreein thegraph. If we canembedH into a normedspaceof a constantlow-dimensiond, cf.
Section5.2.1,thenthecorrespondingboundsdropto O(kd) andO(kmaxd), i.e., theroutingtable
sizeof thenodebecomessimplyproportionalto its degree.

Stretch.Wede�ne thefollowing stretch-basedmetrics:
Successratio. In a generalsetting,greedyrouting doesnot guaranteedelivery for every source-
destinationpair. We de�ne thesuccessratio s(x) of a sourcenodex asthefractionof nodesthat
greedyroutingcanreachfrom x. Its averageover all sourcenodesis theoverall successratio s.
Wecall source-destinationpair (x; y) succeedingif greedyrouting�nds apathfrom x to y.
Visiblestretch. Let d(x; y) be the shortestpathdistance,measuredin graphG, betweennodesx
andy, andlet � (x; y) beadistance,alsomeasuredin G, of thesucceedingroutingpathfrom x to y.
Thevisible stretchof this pathis sv(x; y) = � (x; y)=d(x; y), andtheaverageobservablestretchis

3Althoughwe cannotthink of any explicit formsof informationpropagation in languagenetworks [38], hiddendistancesstill
exist thereandrepresentsemanticor syntacticsimilarity betweenwords[39, 40].
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its averageoverall succeedingpaths.
Hiddenstretch. Let the succeedingpath from x to y in spaceH be (v0; v1; : : : ; v� (x;y )), v0 = x
andv� (x;y ) = y. The hiddenstretchof this pathis sh(x; y) =

P � (x;y )
i =1 � (vi � 1; vi )=� (x; y), andthe

averagehiddenstretchis its averageoverall succeedingpaths.
Resilience.In caseof link ornodefailures,thenumberof nodepairsthatcannotreacheachother

canonly increase.To measurethedegradationof stretch-basedcharacteristicsuponvarioussce-
nariosof link or noderemoval we will employ a seriesof resiliencecharacteristics,e.g.,average
or maximum(relative)decreaseof successratioperrandomlink or nodefailure,etc.

We can now expressthe GROHModel hypothesismore formally: combinations (H; p) of
HMSs H and connectionprobabilities p, which lead to scale-free topologiesof observable
graphs G, maximize ef�ciency of greedyrouting, measuredprimarily by the delivery success
ratioandits degradationuponlink or nodefailures.
5 Proposedwork

Figure2 illustratesourwork plan.Theproposedwork consistsof threetasks:

1. Demonstratethe existenceof hidden metric spaces.
We will validate that the GROHModel re�ects reality. We will reveal genericstructural
propertiesof hiddenmetric spacesthat would simultaneously:i) maximizegreedyrouting
ef�ciency accordingto themetricsfrom Section4; andii) producescale-freegraphs.

2. Find thesespaces.
We will deliver methodologiesto explicitly re-constructan HMS basedon an observable
Internetgraphin particular, andin generalfor any givencomplex network.

3. Addr esschallengesassociatedwith usingGROHModel-basedrouting in practice.
Wewill identifyandevaluateimmediatechallengesassociatedwith implementingGROHModel-
basedroutingarchitecturesin practice,anddevelopsimpleandef�cient techniquesdealing
with suchchallenges.

We furthersplit thesetasksinto subtasksandshow themasnumberedboxesin Figure2. We refer
to theseboxnumbersas“box #a:b:c,” to simplify navigationthroughourproposedwork plan.

5.1 Task1: The GROHModel validation

Our validationstrategy is two-part.First,we will conductsimulationsto testseveralmetricspace
modelsascandidatesfor GROHModelHMSs,i.e.,we �ll �nd suchcombinationsof metricspaces
andconnectionprobabilitiesthat simultaneouslymaximizegreedyroutingef�ciency andleadto
scale-freetopologyformations.We will thentry to prove these�ndings analyticallyandprovide
analyticestimatesof greedyroutingperformancemetrics.

5.1.1 Simulations

We will experimentwith differentmetricspacemodelsusingthe following three-stepmethodol-
ogy: (i) constructmetric spacesH accordingto a given modelandcalculatetheir distancedis-
tributions; (ii) constructobservablegraphsG, calculatetheir properties,andcomparethemwith
observedtopologies;and(iii) evaluateresultinggreedyroutingperformance.

Toanalyzethetopologyof themodeledgraphG andtocompareit with observedtopologies,we
will usethedK -seriesapproach[41] developedin thecourseof ourpreviousproject[14]. Sinceour
modelgraphsG arebuilt on top of HMSs,we will measurecorrelationsbetweenhiddendistance
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distribution-basedand dK -series-basedmetrics,suchas correlationsbetweenaveragedistance
from a nodein H to all othernodesandtheaveragedegreeof thesamenodein G. We will also
measurethedensityof links in G asa functionof distancein H betweennodesthey connect.This
link densityis particularly importantbecauseall Kleinberg modelshave approximatelyuniform
densityof edgesconnectingnodeslocatedatdifferentdistancescales[42].

In caseour analysisbecomescomputationallyintensive,we will usecomputeresourcesof the
SanDiegoSupercomputerCenterwhereweareconvenientlylocated.

Threeinitial plausibleclassesof HMS candidatesfor the GROHModel are: normedspaces,
randommetricspaces, andexpandingmetrics.

Normed spaces,box #1.1.1.Normedspacesl d
p arethesimplestcandidates[43, 44]. They are

spacesof d-dimensionalrealvectorsx 2 Rd with thelp normjxjp =
� P d

i=1 xp
i

� 1=p
, wherep � 1

is an integer. The l1 norm is jxj1 = maxi jx i j. Normedspacesaremetric spaceswith metric
function� (x; y) = jx � y jp.

Motivatedby a continuumversionof the Kleinberg model in [45], we have alreadystarted
initial experimentswith theGROHModelon theEuclideanplane,thesimplestnormedspace,and
foundthattheresultinggraphsarescale-freeandmaximizegreedyroutingef�ciency only if node
concentrationin theplaneis scale-free,i.e., if nodedensityperunit squareis a power-law func-
tion of the distancefrom the origin. This preliminaryresult is encouraging,but we suspectthat
Euclideanspacesarenotgoodcandidatesfor InternetHMSssincethey cannotproducedisassorta-
tive4 graphs[47], suchastheInternet[35].

Anotherconcernwith Euclideanspacesis thatthey arerather“restrictive” [43, 44]. They form
only a tiny portion of all metric spaces.In particular, randommetric spacesdo not embedinto
themwith highprobability[48].

Random metric spaces,box #1.1.2. Vershik [48] introducesan explicit model of random
metric spaces[49] andspeci�es an algorithmto iteratively grow randomdistancematrices. At
eachstep,i.e., whenthe n' th nodeis addedto the space,the distancebetweenthe n' th and�rst
nodesis independentlyselectedaccordingto someprobabilitydistribution � on R+ , e.g.,normal,
exponential,power-law, etc.Thedistancesbetweenn' th andall othernodesareselecteduniformly
at randomfrom the set admissibleby the triangle inequality. This processyields an ensemble
of growing distancematricesparameterizedby � . Vershikthenshows that regardlessof � , such
an ensembleultimately de�nes an in�nite metric spacethat is everywheredensein the Urysohn
space[50], which is the uniqueuniversalrandommetricsspace,meaningthat all “suf�ciently
random”metricspacesembedin thisspaceisometrically.

We have performedinitial experimentswith Vershikspacesandobtainedencouragingresults
thatamongall possibledistributions,only power-law distributionswith exponentscloseto those
observedin power laws of realscale-freenetworksproducedistancedistributionsthatareapprox-
imatelyuniform for shortdistances.This resultis encouragingbecauseit is exactly this distance
propertythatmaximizesthesuccessof greedyroutingatsmalldistances[51], which is thehardest
scalefor greedyroutingto handlewell.

Expanding metrics, box #1.1.3.Themetricspacesdiscussedabove arestatic,which doesre-
�ect thereality of growing networks. We will experimentwith dynamicmodi�cationsof existing
metric spacemodels. In particular, we will investigatethe Aldous model[52, 53], in which the
hiddendistancesbetweenanew nodeandexistingnodesareindependentexponentiallydistributed
randomvariables.Observablelinks to othernodesarecreatedwith probabilitywhich is anexpo-
nentiallydecreasingfunctionof thedistancein thecurrent-stateHMS, andwith hiddendistances
that grow exponentiallyasthe network evolves. The Aldous model is analyticallytractableand

4having anexcessof links connectingnodeswith dissimilardegrees[46]
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producesscale-freegraphs,but doesnot considerrouting,soour �rst stepwith expandingspaces
is to testgreedyroutingon theunalteredAldousmodel.

We recognizethatthethreeclassesof metricspaceslistedin this subsectiondo not exhaustall
possibilities.Spacesthatsimultaneouslymaximizegreedyroutingef�ciency andform scale-free
observablegraphs,i.e.,GROHModelHMSs,mayevencontainelementsof all threeandpossibly
someotheringredients,box #1.2.2.

5.1.2 Analysis,box #1.2.1.

Rigorousanalysisof scale-freegraphshasprovednotoriouslydif�cult [36]. While severaldiffer-
entapproachesareavailablefor analyticGROHModelvalidation,wecurrentlyfavor theapproach
basedonhiddenvariables[54] by BoguñáandPastor-Satorras.Theirhiddenvariablemethodology
provedsurprisinglyef�cient in simplifying complicatedcalculations,includingcalculationsof dis-
tancedistributionsin power-law graphs[55] andof variouspropertiesof preferential-attachment
networks[54]. Besidesbeinga powerful tool for complex network analysis,hiddenvariablesnat-
urally �t theGROHModelformalism.Wehaveestablishedcollaborationwith Boguñáandalready
obtainedpreliminaryencouragingresultsindicatingthatgreedyroutingresilienceto randomlink
failuresis maximizedfor exactly the same(H; p)-combinationsasthosegiving rise to observed
scale-freetopologies.

5.2 Task2: Finding hidden metric spaces

Theoutputof Task1 is ensemblesof hiddenmetricspaces(HMSs)andconnectionprobabilities
suchthattheircombinationsgiveriseto scale-freegraphsmaximizinggreedyroutingperformance.
Task2 is to �nd a speci�c HMS for a concretenetwork, in our casetheInternet.Completingthis
taskwill prepareusto constructef�cient addressingschemesbasedon thisHMS.

We seetwo independentsolutionpathsfor this challengingtask(Figure2): the conceptually
simplerbut practicallymoredif�cult genericpath,andthe morecomplex but easierto actually
follow explanatorypath. Resultsfrom thegenericpathwill beelegantly applicableto any scale-
freenetwork. Resultson theexplanatorypatharespeci�c to a givennetwork but alsooffer useful
andpotentiallyfundamentalinsightsaboutthatnetwork andits evolution.

5.2.1 Genericpath

Given a concretemeasuredtopologyG of a given network, e.g.,the Internet,andits underlying
candidateH , we will �nd anexplicit �t of G into H , box #2.1.1, usingthecorrelationsbetween
thedK -series[41] for G anddistancedistributioncharacteristicsof H thatwewill havecalculated
aspartof Task1. As soonaswe �nd suchanH -G match,we have only two problemsleft in in
Task2: label sizesandlabelassignmentfor new nodes.

Label sizes,box #2.1.2. Supposethat we �nd a matchingbetweenG andH . We now need
to assignlabelsto all nodessuchthatgiven the labelsof two nodeswe canquickly computethe
distancebetweenthemin H . If H is a low-dimensionalnormedspace,thenlabel sizeswill be
small. However, if H is morecomplicated,e.g.,a randommetricspacefrom theVershikmodel,
thenweneedasolution.

Thetrivial approachis thateachnodekeepsthedistancesto all othernodes.Thespacerequire-
mentat k-degreenodex is thenO(kn) andits upperboundover all nodesis O(kmaxn), where
kmax is themaximumdegreein thegraph.This suboptimalupperboundis not betterthantheup-
perboundsof all routingalgorithmsusedin practicetoday[33]. Of course,westill aremuchbetter
off sincewithoutupdatesweno longerhavechurn,but thisupperboundis notevensublinear.
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Solutionpath.We usemetric embeddings[43, 44]. Speci�cally we will seeklow-distortion
embeddingsof identi�ed HMSsH into normedspacesof low dimensionsd. Bourgain[56] showed
thatany n-pointmetricspaceembedsintonormedspacesl d

p with distortionO(log n) for any p. This
distortionis theworst-casemultiplicative factormismatchbetweendistancesin theoriginalmetric
spaceand its embedding. Abrahamet al. [57] have recentlydecreasedthe minimum required
dimensiond for suchembeddingto its optimumO(log n). Wewill useexistingtechniques[43, 44]
to checkif ourHMSsallow for low-distortionembeddingsinto low-dimensionaltargetspaces.We
needthe dimensiond to be low sinceafter the embeddingthe upperboundof the routing table
size dropsto O(kd)—nodedegreetimes the numberof coordinatesin a d-dimensionalspace.
Distortionmustalsobelow becauseit canonly increasethestretch-basedcharacteristicsof greedy
routing. In particular, the higherthe distortion,the lower the successratio, sincethe numberof
localminimagrowswith distortion.Wediscusstheproblemof localminimain Section5.3.1.

Dependingon thestructureof HMSsfrom Section5.1,we will investigatedifferentclassesof
targetspaces.Besidestraditionallp spaces,otherlikely candidatesareprobabilistictreemetrics,
which �rst appearedin [58, 59] andhave seenrapid developmentsince,andnegative curvature
metrics[60]. If we �nd thesespeci�c classesinadequate,wewill have to retreatto genericembed-
dingsinto lp. We will usethemostappropriateapproach(es)from thosethatguaranteeworst-case
distortion[61, 62], average-casedistortion[57] or distortionwith slack (a smallconstantportion
of nodepairsis allowedto havearbitrarily largedistortion)[63, 64].

Label assignmentfor new nodes,box #2.1.3. Supposewe have all nodesappropriatelyla-
beled.Theproblemis how new nodesjoining thenetwork canassumeproperlabelswithoutglobal
coordinationor relabelingof othernodes. This problemhighlights the key disadvantageof the
genericpath. Indeed,we believe that theGROHModelef�ciency mustbea naturalconsequence
of network evolution laws,yet thegenericapproachtotally ignoresthem.

Solutionpath.A promisingsolutionuseslocalnetwork exploration.Uponjoining, anew node
checksthelabelsof its neighbors,labelsof their neighbors,andpossiblyotherinformationabout
thosenodes,e.g.,degree.TheGROHModelpredictsthatnodesarelikely closein theHMS H to
its neighborsin graphG. Therefore,inspectionof labelsin a local neighborhoodin G provides
informationabouta node's locationin H . As soonaswe know the key propertiesof H andits
mostef�cient embeddings,we will develop techniquesto infer a new node's positionin H from
its local connectivity in G. Relevant recenttools [65, 66, 67] dealwith inferenceof globalgraph
propertiesbasedon local inspection.

5.2.2 Explanatory path

The explanatorypath is conceptuallymorecomplex, but doesnot have the problemsassociated
with thegenericpath.This pathhasthreestages:1) network evolution modeling,2) transforming
a resultingmodel into its equilibrium counterpart,and3) �nding a hiddendistancefunction.We
emphasizethat our methodology for pursuingthe explanatorypathis generic.Althoughwe will
testit usingtheAS-level Internettopologysinceit is theonewherea scalableroutingsolutionis
mosturgentlyneededtoday, ourmethodologyis not Internet-speci�c.

Network evolution modeling and validation, box #2.2.1.Therearemany AS-level topology
growth models[68, 69, 70, 71, 72, 73], but we arenot awareof any modelthat simultaneously:
1) is realistic,2) hasall its parametersmeasurable,3) is analyticallytractable,and4) “closesthe
loop.” Thelastrequirementmeansthatif wesubstitutethemeasuredvaluesof theparametersinto
analyticexpressionsof themodel,thentheseexpressionswould yield resultsmatchingempirical
observationsof the real Internet. The secondrequirementis critical [74]: with unmeasurable
parameters,onecanfreely tunethemto matchtheobservations,thuscreatingan illusion that the
model“closestheloop.”
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Duringourcurrentproject[14] weconstructedamodelthatsatis�esall four requirements[75].
To validatethis model,we will useour recentaward-winningresultson AS classi�cation [76]
and AS relationshipinference[77], as well as our on-goingwork on extendingthe dK -series
terminology[41] to supportsemanticannotationson nodesandlinks, suchasAS type(for nodes)
or AS relationshiptype(for links).

Finding a correspondencebetweena network growth modeland its equilibrium counter-
part, box #2.2.2.In thepreviousstep,weidenti�ed analgorithmto grow agraphby incrementally
addingnodes[75]. New nodesselecttargetnodesto attachto, basedon their attributes. For ex-
ample,in theoriginal preferentialattachmentgrowth model[78] theseattributesaresimply node
degrees.In our evolution model[75] theseattributes,in additionto nodedegrees,includeparam-
etersrelatedto geographicregionsandeconomicrealities,e.g.,AS type, numberof customers,
provider, peers,etc. The outputof our growth modelis a graphof n nodes,eachwith attributes
or “pre-labels”usedto build this graphonenodeat a time. Now we mustassignnew attributes
(actual“labels”) to thenodessuchthatthesamegraphcanbereproducedvia anequilibriumgraph
generationprocessthatcreatesthewholegraphof sizen atonce,astheGROHModeldoes.In this
staticgraphgeneration,theprobabilityof a link betweentwo nodesis afunctionof theirattributes.

Wewill usethehiddenvariableformalism[54] (cf. Section5.1.2)for thistaskbecauseit allows
us to naturally transforma growth model into equilibrium ensembleof graphswith properties
equivalentto theoriginal. In particular, theauthorsof [54] show how hiddenvariablestransform
preferentialattachmentgrowth [78] into a staticequilibriumsetting. Oneof thekey elementsof
this transformationis thatthetime a nodejoins a network becomesoneof thehiddenvariablesof
thenode.We will extendthis hiddenvariabletransformationto work with ourmodel,andalsotry
to extendit to apply to any genericnetwork growth modelin orderto extendtheapplicabilityof
theexplanatorypathto differentnetwork architectures.

Finding a hidden distancefunction, box #2.2.3.Theoutputof thepreviousstepis anetwork
topologywith labelednodes.Thelabelswill bea combinationof tagsrelatedto AS's geographic
positionandcoverage,its economicrole,e.g.,its AS typesuchISPor customer, thetimeof its �rst
appearancein theInternet,itsannotateddegree,etc.An AScanthuslabelitself locally, withoutany
full view or topologyinspection.Notethat,in contrastto thegenericpath,labelsexplicitly contain
routingpolicy information. Therefore,greedyroutingon suchlabeledgraphswill automatically
satisfypolicy routingconstraints.

Let vector hv denotenodev's label comprisedof theseinformative tags. We now needto
�nd a function � that,given the labelsof two nodes,yields thehiddendistance� betweenthem:
� (hv; hu) � � (v; u). We cando this usingstandardcombinatorialoptimizationtechniques.The
laststepwill be to show that the � -functionremainsstableasthenetwork grows. Equippedwith
hv-labelingandthis � -function,nodescanroutegreedily!

5.3 Practical challengesof the GROHModel

After �nding anoptimalhiddenmetricsspaceor, alternatively, anequivalenthiddendistancelabel-
ing scheme,wewill addressthefollowing threemainclassesof challengesbeforewecanconsider
usingGROHModel-basedarchitecturesin practice.

5.3.1 Local minima escapeand avoidance

Even if we �nd anoptimalHMS, i.e., onemaximizinggreedyroutingperformanceaccordingto
themetricsin Section4, it maystill not guaranteea 100%delivery successratio. Theproblemis
local minima: setsof nodesx t , de�ned for everydestinationt, suchthatnoneof x t 'sneighbors� x t

is closer, in theHMS, to t thanx t themselves,i.e.,they arethelocalminimaamongtheirneighbors
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in the observablegraph,of the hiddendistanceto the destination.Trivial greedyrouting cannot
�nd a pathto thedestinationfrom suchnodes.Furthermore,if a greedyroutingpathfrom another
sourcehitsa localminimum,it gets“stuck” there,andpacketsfollowing thatpathgetlost.

Many strategiesareknown todealwith localminimaescapeandavoidance.Wewill experiment
with someof themand�nd whichstrategy worksbestin whichcases.Two promisingstrategiesare
lookaheadsandsimulatedannealing; we anticipatethat techniquesinvolving mostly lookahead-
basedstrategiesandsomesimulatedannealingcomponentswill besthandlelocalminima.

Lookaheads,box #3.1.1,amountto checkingthepathonehopfurther, comparedwith unmod-
i�ed greedyrouting.For example,to avoid a localminimumx t thatappears,to someintermediate
node� x t , asthe next hop on the greedypathto t, we have � x t checkif x t hasa neighborcloser
to t thanx t itself. If x t doesnot have sucha neighbor, � x t doesnot usex t asthe next hop to t.
We caneasilyimplementtherequiredcheckingby having x t reportto all its neighborsthesetof
destinationst for whichx t is a localminimum.Sothe1-hop5 lookaheadgreedyroutingalgorithm
is: forward a packet to your neighborclosestto destinationt andwhich is not a local minimum
for t. If a local minimum x t is a sourceof traf�c to t, it suf�ces for x t to forward packetsto its
neighborwhichis closestto t. Lookaheadstrategieshaveprovedeffectivein many contextssimilar
to ours[80, 79,81, 82,83, 84,66,31].

Simulated-annealing,box #3.1.2,perturbsgreedyroutingat nodex to useits neighbor� x as
thenext hoptodestinationt with probabilityp� x = cexp(� � � � x =T), where� � � x = � (� x ; t) � � (x; t)
is thedifferencein distanceto t, c is anormalizationconstantsuchthat

P
� x

p� x = 1, andT is tem-
perature.If T ! 0, we have unperturbedgreedyrouting. WhenT ! 1 , it is a randomwalk.
Simulatedannealingwith any non-zerotemperatureguarantees�ndng a destination,but it might
takeanexponentiallylong time [85].

5.3.2 Network design,box #3.2.1

In certaincases,e.g.,theAS-level Internet,a globalnetwork topologyredesignis not anoption.
Thetopologyis given—wemustrouteon it by �rst �nding theHMS thatshapedit. In othercases,
we might have the full controlover theglobalstructureof the topology. Suchcasesincludeper-
ISP router-level topologiesof todayandvisionsof future Internetinfrastructureasa collection
of sharedandprogrammablenetwork hardwareresources,e.g.,GENI [86, 87]. For thesecases,
we will usethe GROHModel insightsfrom Section5.2, with improvementsfrom Section5.3.1,
to devise algorithmsfor constructingboth network topologiesandtheir addressingschemesthat
maximizeupdatelessgreedyroutingperformance.

5.3.3 Lossand delay

Onecandesigna network topologyandre�ne it with local minimumescapeandavoidancetech-
niques,but greedyrouting stretch-basedmetricsmay still not alwaysbe optimal. Somepackets
canbelost or incur non-trivial delay. More beguiling, thesemetricsmight beoptimal for a given
topology, but suboptimalwhentopologychanges.Lossanddelaydo occurin theexisting Inter-
net,partly dueto routing issues.However, it is an implicit andtypically valid assumptionof the
existing Internetarchitecturethatroutingeventually�nds all paths.

This assumptionmight not be safeto make in GROHModel-basedroutingarchitectures.We
will �nd andreport the limits of lossanddelay, i.e., successratio andstretch,that we mustbe
preparedto copewith if we deploy the GROHModel with all known improvements. We will

5In adifferentsettingMankuetal. [79] showedthatk-hoplookaheads(k > 1) areasymptoticallyasgood1-hoplookaheads.

12



considerboth the casewhenthe topologyis given,e.g.,the AS topology, andthe casewhenwe
can(re)designit subjectto somerealisticconstraints,e.g.,theroutertopology.

If lossordelaynumbersareunacceptablyhigh,wewill considerthreeextensionsto theGROHModel
thatuserudimentaryelementsof traditionalroutingwith updates:box #3.3.1: useupdatesto glob-
ally distributeinformationaboutlocationof high-degreelandmarksthatlow-degreenodescanuse
as routing proxiesin casethey cannot�nd a direct path to a destination;box #3.3.2: a hybrid
modelusinggreedyrouting at large hiddendistancesbut conventionalrouting protocolslocally;
andbox #3.3.2: integrationof techniquesfrom disruption-anddelay-tolerantnetworking (DTN)
project[88] launchedby SPDr. Fall.
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Figure2: Theproposedwork ¯ow.

6 Relatedwork

We have discussedmuchrelatedwork in the courseof describingour proposal,but otherwork
informedour thinkingwithoutdirectly feedinginto ourproposal.

The“Pocketswitching”[89, 90]networkingprojectis likely theclosestin spirit to theGROHModel.
It aimsto build anarchitecturefor datanetworking over human-heldwirelessdevices.If success-
ful, it will literally reproduceMilgram's experimentsin the networking context. The project is
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currentlyblockedonacquiringmorerepresentativedatasetsof humanmobility.
At the formal level, the closestareasof researchareon geographicrouting [91, 92, 93, 94],

P2Poverlaynetworks[95, 96,97, 98, 99, 100,101], Internetdelaydistanceestimation[102, 103,
104, 105, 106, 107], androutingusingpotentials[108]. In the �rst threecaseswe have underly-
ing metric spaces:physical space,syntheticvirtual overlay spaces,e.g.,torusesin CAN [95] or
rings in Chord[99], andInternetdelayspace,respectively. Furthermore,routing is greedyin the
�rst two cases,while in the third casethe taskis to �nd low-distortionmetric embeddingsasin
Section5.2.1. However, in all threecasesthe correspondingspaceshave little in commonwith
abstractHMSsinvokedin Kleinberg modelsandespeciallyin theGROHModel.As such,thefor-
merspaces,takenasis, canhardlyleadto ef�cient greedyrouting. In addition,many of themare
Euclidean,whichasexplainedin Section5.1.1rendersthemunlikely candidatesfor GROHModel
HMSs[51, 47].

Anothercloselyrelatedareaof researchis ondistancelabeling[109, 61,34,110, 111]. Thetask
is to �nd nodelabelssuchthatgivenlabelsof two nodes,onecanquickly computetheshortest-path
distancebetweenthemin thegraph.Thefull view of thegraphis assumed.Thedifferencewith the
Kleinberg andGROHModelis thatthereis nometricspaceotherthantheoneinducedby shortest
pathlengthsin thegraphitself. Distancelabelingon graphsis closelyrelatedto bothmetricem-
beddingandcompactroutingresearch.In fact,BradyandCowen[111] haverecentlydemonstrated
thatany exactdistancelabelingschemeautomaticallyyieldsacompactroutingscheme.

7 Conclusion

Routing is a core elementof any network architecture,but also the function with the greatest
scalingproblems. Ominously, and in fact a motivation for the FIND program,there is broad
consensusthattheexistingInternetroutingarchitecturehasreachedits scalabilitylimits andneeds
to be replaced[1]. Inspiredby recentdevelopmentsin the theory of dynamicrouting [4] and
the bestavailable dataon Internettopology, we identi�ed the most formidableobstacleon the
path to scalablerouting: churn. To routeef�ciently , nodesmust know wheredestinationsare.
On dynamicnetworks,any distributedroutingalgorithmmustdisseminateupdatesupontopology
changes,andrecentwork con�rms that thereis no routingalgorithmthatrequiresonly a scalable
amountof updatesonrealistictopologies.Theimplicationis badnewsfor theInternet:onecannot
designa truly scalableroutingalgorithmwithin theexisting routingarchitecture.Thegoodnews
is thatcircumstancesin networking, theoreticalcomputerscience,physics,andmathematicshave
createda rareopportunityto pursuea fundamentalbreakthroughin scalableroutingon realworld
networks.

Armedwith resultsandcollaboratorsfrom neighboring�elds, wethusproposearadicalshift in
philosophy: updatelessrouting. Insteadof routingto adestination,wegreedily�nd it basedonan
entirelydifferentaddressingarchitecture.Ourapproachis basedonhiddenmetricspaces(HMSs),
whichweclaimunderlierealnetworks,andweproposemethodologiesto �nd them.Oncewe�nd
them,routingcanusethemetricsin thesespacesto routeef�ciently without topologyupdates.

Finding and validating the power of HMSs on Internet-like topologiesis an ambitiousun-
dertaking,but our researchagendais cohesive, well-considered,andmathematicallyaswell as
empirically grounded. Our new routing philosophy is also beautifully genericand appliesnot
only to packet-or circuit-switchednetworksbut alsoto any large-scalecomplex network architec-
turewherenodesparticipatein targetedinformationpropagation. We believe thatgreedyrouting
on HMSs is directly relatedto fundamentalnetwork evolution principlesthat leadto observable
structuralsimilaritiesamongInternetandmany otherself-organizingcomplex networks. In other
words,in oursearchfor truly scalableroutingfor futureglobalnetworking,wewill alsoshedlight
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on universallaws of evolution of complex networks—achallengeidenti�ed by theNAS asoneof
thehighestprioritiesof Network Science[9].

8 Broader Impact: Outr eachto the Community

The proposedwork will cross-fertilizenetworking, theoreticalcomputerscience,physics, and
mathematics,asthetheproposedmodelingmethodologyusestoolsandtechniquesfrom all these
disciplines.If successfulit will dramaticallyincreaseour fundamentalunderstandingof not only
traditionalandfuturedatanetworks,but alsoof many othertypesof self-evolving large-scalesys-
tems,suchasbiological,social,andlanguagenetworks.Ouragendais directlyresponsiveto needs
articulatedby NSFin thissolicitation,theNSF-sponsoredworkshopsontheoryof networkedcom-
putation[112], andIAB-sponsoredworkshopon thefutureof theInternetroutingsystem[1].

In additionto publishingour resultsvia conferences,journals,andon thewebwe will present
our resultsto network engineeringandoperationalcommunitiesat theIETF [113] andIRTF [114]
meetings,aswell asin academicresearchvenues.We will alsohosta routingworkshopin 2007
or 2008,hopingfor thesamesuccesswehadwith our2006Workshopon InternetTopology[74]

PI Dr. Krioukov is the chair of the IRTF [114] RoutingResearchFutureRoutingScalability
WorkingGroup[115] charteredwith anagendaacutelyrelatedto work proposedhere.His respon-
sibilities aschair includeannualreportson the statusof researchcoveredby the working group
charter[115]. Heis amemberof theeditorialboardof theACM SIGCOMMComputerCommuni-
cationReview, anda PCmemberof thelastCoNext andnext SIGCOMM.PI Dr. Claffy, is on the
editorialboardof IEEE InternetComputing,which hasrecentlytakenan interestin highlighting
limiting architecturalissuesof theInternet.SPDr. Fall is afounderandchairof theDTN Research
Group[116] andamemberof theIAB [2].

9 Resultsfr om Prior NSFSupport

NeTS-NR Toward Mathematical Rigorous Next-Generation Routing Protocolsfor Realistic Network Topolo-
gies. CNS-0434996,$900,000Oct 04 - Sep07 (Claffy & Krioukov) This project openeda new areaof research
focusedon applyingkey theoreticalroutingresultsin distributedcomputationto extremelypracticalpurposes:®xing
Internetrouting. Our agendahadthreetasks,all of which areor will becompletethis year: 1) executethenext step
toward constructionof practicalbut mathematicallyrigorousnext-generationrouting algorithms;2) validatethe ap-
plicability of thesealgorithmsagainstrealInternettopologydata;3) build andevaluatea modelfor Internettopology
evolution thatre¯ectsfundamentallaws of evolution of large-scalenetworks. In thecurrentproposal,we extensively
useor build upontheworks [33, 35, 41, 76, 77, 74, 75, 3] (cf. Sections2,5) resultedfrom executionof all the three
tasksabove.

“Corr elatingHeterogeneousMeasurementData to AchieveSystem-LevelAnalysisof Inter netTraf®c Trends,”
ANI-0137121,$1,000,794Sep2002- Aug 2006(Claffy) InternetMeasurementDataCatalog,to copewith themost
dauntingchallengeresearchersfacein studyingtheInternet:accessto relevantandrepresentative dataon operational
Internetinfrastructure.

“Routing and PeeringAnalysis for EnhancingInter net Performanceand Security,” ANI-0221172,$870,999
Oct 2002 - Sep2005 (Claffy) Topology and root causeanalysisof growth and instability of the routing system,
applyinggraphtheoryandcombinatorialapproachesto identifyingstrategic/vulnerablepartsof theinfrastructure.
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