Project Summary

A growing consensuamongexpertsis thattherouting systemis approaching critical archi-
tecturalbreakingpoint [1] which ary signi cant deploymentof IPv6 will only exacerbate.The
issuehasrecentlydravn somuchconcernfrom engineeringpperationalandpolicy communities
thatthe InternetArchitectureBoard[2] heldaworkshopin November2006trying to identify the
factorsthatlimit routing scalability andformulatea coherenstatemenof the problem[1]. Their
conclusionwasexpected:the mostacutelyscale-limitingparametepof the currentrouting system
is routing table size,not so muchfor its memoryrequirementssfor its reactionto network dy-
namics. Speci cally, topology changesequirerecalculationof routing tables,a computational
burdenaswell asa performancehit sincetraf ¢ is oftendelayedor evenlostasnodescorverge to
theupdatedouting state.

Already having articulatedthe needfor a fundamentareexaminationof the routing andcon-
comitantaddressingrchitecture pur previous NeTS proposalallowed us to rigorously examine
andevaluateknown routing schemesn pursuitof onethatwould work on Internet-like scale-free
topologieswithout a radical architecturalshift. We learnedthat thereare no existing dynamic
routingschemesvith reasonablscalabilityboundson Internet-like graphs.Our currentwork [3],
augmentedvith a theoreticalproofin [4], offersthe ominousbut de niti ve lesson:to scaleef -
ciently andinde nitely, we mustlearnhow to routewithouttopologyupdates.

Updatelessouting seemsmpossibleat rst glance,but neighboringdisciplinesoffer inspi-
ration. Milgram's 1967 experiment[5], a social network exercisein letter delivery re ected in
the 1990 popularplay "Six Degreesof Separation’]6], demonstratedhat routing in a dynamic
evolving network is possiblewithout updatesKleinbeg [7, 8] providedthe rst formal modelof
suchgreedyrouting demonstratingts successvith neitherupdatesnhor a full view of topology
But his graphconstructiormethodyieldedtopologiesvastly differentfrom scale-fregopologies
of obseredcomple« networks,leaving openthe questiornof whethergreedyroutingis the panacea
it portends.

We proposea nev modelof GreedyRoutingon HiddenMetrics, the GROHMode| thatgen-
eralizesthe Kleinbelg modeland naturallyyields scale-freetcopologies. Our modelemploys the
concepiof a hiddenmetric space{HMSSs) existing behindevery comple network, includingthe
Internet. We will thoroughlyinvesticatethe hypothesighatthe obsenablescale-freestructureof
comple networksis a consequencef naturalevolution thatmaximizesef ciency of greedyrout-
ing on theseHMSs. By ef ciency we primarily meanthe delivery successatio andits resilience
to link/nodefailures. Then,assoonaswe nd the Internets HMS, we canuseit in addressing
architecturesenderinggreedyrouting stratgiesef cient.

Our researchagendaincludesthree clearly de ned tasks: (1) demonstrate¢he existenceof
HMSs; (2) build methodologiego explicitly re-constructhe HMS for the obsenable Internet
topology andmoregenerallyfor arny given complex network; and(3) addresshallengesassoci-
atedwith using GROHModel-basedoutingin practice. We offer not only a strateyic high-level
programwhosegoalspreciselymatchthoseof the NeTS-FIND solicitation, but also a detailed
outline of speci c researclstepsthatwe will undertale.

Intellectual Merit. The proposedesearchnvolvesconcerteccross-fertilizationacrosselds
of networking, theoreticalcomputerscience physics,andmathematicsWe proposeo developa
novel network modelingmethodologythatis elegantly genericin nature,mathematicallysound,
andpromisesa solutionto oneof the mostchallengingproblemsof future large-scalenetworking.

Broader Impact. Provedfaithful to reality, the GROHModelwill represenarigorousmathe-
maticalfoundationfor truly scalableroutingarchitecturesn dynamicnetworks. The modelsand
resultsof this projectwill dramaticallyincreasédundamentatinderstandingf theglobalstructure
andfunction of not only traditionaldatanetworks, but alsoof mary othertypesof self-e/olving
large-scalecomplex systemssuchasbiological,social,andlanguagenetworks|[9].



1 Intr oduction

Althoughthereis no formal analysisof scalabilitylimits for the currentinternetrouting system—
itself a problemfor researchergngineerspolicymakersandinvestors—therés growing consen-
susamongexpertsthattheroutingsystems approachingnarchitecturabreakingpoint[1] which
ary signi cantdeploymentof IPv6will only accelerateTheissuehasrecentlydravn somuchcon-
cernfrom engineeringpperationalandpolicy communitieghatthe InternetArchitectureBoard,
chagedwith oversightof the technicaland engineeringdevelopmentof the Internet[2], held a
workshopin November2006to try to identify the factorsthatlimit routing scalability andartic-
ulatea coherentstatemenbf the problem[1]. Their conclusionwasexpected:the mostacutely
scale-limitingparameteiof the currentrouting systemis routing table size, not so muchfor its
memoryrequirementsas for its role in dealingwith network dynamics. Speci cally, topology
changesequirerecalculationof routing tables,a computationaburdenaswell asa performance
hit sincetraf ¢ is oftendelayedor evenlostasnodescorverge to theupdatedoutingstate.

Alreadyhaving acceptedheneedfor afundamentateexaminationof theroutingandconcomi-
tantaddressin@rchitecturein our previousNeTSproposakwe rigorouslyexaminedandevaluated
known routingschemesn pursuitof onethatwould work on Internet-like topologieswithoutarad-
ical architecturakhift. Ourconclusiorwasclearerthanit wasauspiciouswe learnedhatthereare
no existing dynamicrouting schemesvith reasonablecalabilityboundson Internet-like graphs.
The problemis routingupdatemessagepercolatingthroughthe network to announcea topology
change.Our currentwork [3] discussedn Section2, augmentedvith a theoreticalproofin [4],
offerstheominousbut de niti ve lesson:if we wantroutingto scaleef ciently andinde nitely, we
mustlearnhow to routewithout updates.

Updatelessouting seemampossibleat rst glance,but neighboringdisciplinesoffer inspira-
tion. Milgram's 1967 experiment[5], a socialnetwork exercisein letter delivery re ected in the
1990play "Six Degreesof Separation’]6], demonstratedhat routing on a dynamicnetwork is
possiblewithout updatesKleinberg [7, 8] providedthe rst formal modelof suchgreedyrouting,
rigorouslydemonstratingfs successvith neitherupdatesorafull view of topology But hisgraph
constructiormethodyieldedtopologiesvastly differentfrom obsened complex networks, leaving
openthe questionof whethergreedyroutingis the panacedt portends.

Armed again with brilliant insightsfrom neighboringdisciplinesaswell asour own research
results,we proposeto rigorously investigate the following proposition: Behind every complex
network, including the Inter net, there existsa hidden metric space. The obsewable scale-
freestructur e of the network is a consequencef natural network evolution that maximizes
ef ciency of greedyrouting on this metric space.By ef ciency we meandelivery successatio
andits resilienceto link/node failures. Our proposedGROHModel (GreedyRoutingon Hidden
Metrics)is a generalizatiorof Kleinberg's modelto Internetgraphs,andintegratesthe notion of
a hiddenmetric space.If the GROHModelfaithfully re ects reality, thenwe canusethe hidden
metricspacepncewe nd it, to build ef cient updatelessoutingstratgiesfor theInternet.

Our agendahasthreeclearly de ned tasks,illustratedin Figure2: (1) Demonstratehe ex-
istenceof hiddenmetric spaceqHMS); (2) deliver methodologiego explicitly re-construcian
HMS basedon an obsenablegraphof the Internettopologyin particular andin generalfor ary
givencomplex network; (3) addressmmediatepracticalproblemsassociateavith greedyrouting
via HMSs that mustbe solved beforeseriousdiscussionof deployment. This researchagenda,
groundedn a mathematicallyrigorousframework, follows up on the discoveriesfrom our previ-
ousproject.We offer notonly a strateyic high-level program put alsoa detailedoutline of speci c
researclstepsneededo pursuethis agenda.



2 In pursuit of scalablerouting

The areaof computersciencethat explicitly aims at developing scalablerouting algorithmsis
compactrouting. In this sectionwe provide necessarpackgroundn compactrouting, describe
our recentandcurrentpreliminaryresultsrelatedto compactrouting, andidentify a fundamental
obstacleon our pathto truly scalableroutingarchitectures.

2.1 Scalablerouting on static topologies

Compactrouting dealswith constructionof routing algorithms(a.k.a.scheme} suchthat node
addressega.k.a.labelg, routing table sizes(a.k.a.memoryspaceor spacg, and stretch are all
assmall aspossible. Stretchis the relative increaseof lengthsof pathsproducedby the routing
algorithm,comparedo the shortespathlengths. More formally, a routing algorithmis compact
if addressizesgrow no fasterthanpolylogarithmically with network size,routingtablesizesare
sublinearandstretchis constantNotethatthereis aninherentrade-of betweerspaceandstretch:
spacecompressiorns achieved by abstractioror aggreation, which costsdetailsof the topology
Losingsuchdetailscanonly increasgathlengths.

Compactrouting schemesre universal if they work correctlyon all graphsor specializedf
they guarantedoundsonly on graphsfrom speci ¢ graphfamilies. The rst universaloptimal
compactoutingschemavasdueto ThorupandZwick [10]. We analyzedhe performancef this
schemenscale-fregraphdn [11] andfoundthatthesegraphsyieldedessentiallthebestpossible
performanceof the schemecomparedo all othergraphs. Inspiredby this rst indication that
scale-freggraphsare optimally structuredfor high-performanceouting, several researctgroups
have independentlgonstructedpecializedoutingscheme$12, 13] designedo utilize structural
peculiaritieof scale-freeggraphan orderto improve performanceuaranteesTheschemesn [12,
13] achieve polylogarithmicspaceandin nitesimally smallstretchon scale-fregyraphs.

Compactrouting schemesre also classi ed as name-dependerdr name-independentThe
formerlabelthenodeswith addressesmbeddindopologicalinformationin them.,i.e.,“addressing
follows topology” [1]. The latterwork on graphswith arbitrarynodelabels,i.e., nodeaddresses
canbetakenfrom ary at addresspacewith no associatiobetweeraddressingndtopology

In our work [3], which is a part of our previous NeTS-NR project[14], we investicate the
performancdspace stretch,andcommunicatiorcompleity) of both name-dependemindname-
independenschemes.Speci cally, we focuson two name-dependersichemesby Cowven [15]
and Brady and Cowen (BC) [12]. The formeris universal,while the latter is specialized:it is
designedpeci cally for Internet-like topologies.Thetwo name-independesthemesve consider
are by Arias et al. [16] anda more recentoptimal improvementby Abrahamet al. [17]. Both
schemesare universal;we arenot aware of ary hame-independeichemespecializedor scale-
free graphs.We studythe performancef theseschemeothon syntheticpower-law graphg18,
19] andon the bestavailable Internettopology datameasuredy skitter [20], DIMES [21], and
Routeviews[22]. Tablel reportsthetwo mostimportantcharacteristicsgveragespaceandstretch,
of thebestperformingscheme&rom ourlist. We nd thattheBC schemeppeato work extremely
well on measurednternettopologies,yielding remarkablylow valuesof spaceandstretch. This
algorithmguaranteea maximumroutingtablesizeof O(log® n) on scale-freenetworks, wheren
is thetotal numberof nodesin thenetwork. The O(log? n) scalingmeanghatevenif all 2128 IPv6
addressearetotally de-aggrgatedandusedas at identi ers, the maximumroutingtablesizein
suchanInternetwould still containnotmorethan128 16, 000entries.The correspondindjmit
for IPv4is  1;000Q two ordersof magnitudesmallerthantoday

The exceptionalperformanceof compactrouting schemen statictopologiesmotivatesthe
qguestion:will they work on dynamicnet\/\orks?2



Table 1: Stretchandrouting table size (in entriesand bits) produced,on the skitter [20] and DIMES [21] topologies,by the
best-performinghame-dependerBC [12], andname-independembraham[17], schemes.

Scheme skitter (9204 nodes) DIMES (13931nodes)
BC 22 entries(1025bits), 1.06stretch| 22 entries(1103bits), 1.03stretch
Abraham| 6307entries(279218bits), 1.35stretch| 8103entries(380475bhits), 1.45stretch

2.2 Scalablerouting on dynamic topologies

Among otherlessfundamentatoncernsthe limiting assumptiorof all compactroutingschemes
to dateis thatthenetwork is static. More preciselyit is notthatthenetwork is staticperse,but that
the algorithmrequiresthe full view of the graphrepresentinghe network topologyat ary given
time. Any topologychangeyields a new graph,on which the algorithmmight have to calculate
pathsfrom scratch.

Beingstatic,theschemesve analyzein [3] do not provide arny non-trivial guaranteesoncern-
ing convergencecharacteristicse.g.,numberof control messagepertopologychangegtc. The
only way to estimategheseparameterss via simulationsof truly distributedimplementationsg.g.,
in ns2 , of theseschemesgnrealistictopologies.Thesesimulationscomprisethelastportionof our
currentwork [3]. Giventhestaticnatureof theconsideredchemesye do notexpectperformance
ondynamicgraphsto be encouraging.

We recognizethat the corvergenceproblemis a crucial breakingpoint not only for all theo-
reticalroutingalgorithms,but for practicalroutingmethodsemplo/edin today's Internetaswell.
Link-statealgorithms,typically usedfor intra-domainrouting, requireeachnodeto have a con-
sistentcompleteview of the network, while distance-or path-\ectoralgorithmsneedeachnode
to know only distancesor pathsto all othernodest Sincein the worst caseary node might
be asled to forward a paclet to arny destinationall nodesmusthave a coherentcompleteview
of the network topology or at leastsomeof its partitions. In orderto achieze sucha coherent
full view, timely topology updatemessagesa.k.a.routing updates seemunavoidable. Updates
requirerecalculationof routing tablesandleadto delay instabilities,churn,and othercomplica-
tions[24, 25, 26, 27, 28, 29]. Long cornvergenceimesarebothacritical problemandanabsolutely
inevitableimplicationof scalingthe currentroutingarchitecturd1].

Oneof the popularproposedsolutionsto the convergenceproblemis the ideaof splitting two
functionscurrently sened simultaneoushby the IP address:locatorandidenti er. Theideais
thatin anarchitecturevhereonelabelidenti es anodeandadifferentlabelindicatests location,
topologychangewill only changethe locators,but routingcanusetheidenti ers. Unfortunately
a locatoridenti er split meansthat in addition to updatinglocatorsas before,nodesmustalso
maintainandupdatea properlocatorto-identifermappingsomehav, a burdenunlikely to improve
scalingcharacteristicsindeed,Table1 shavs thatname-independeschemeswhich all provide
a form of locatoridentifer splitting, scalemore poorly than name-dependemnesin both rout-
ing table size and stretch. The obsenablereality is that locatoridenti er split comesat quite a
scalabilityprice.

Yet more pessimistiaesultscomefrom the the theoreticalcomputersciencecommunity Us-
ing fairly generalarguments Afek et al. [30] shaved thatthe worst-casenumberof updateger
topologychangecannotbe lower than ( n) wheren is the numberof nodesin the network. Af-
ter seventeeryearsof virtually no progressKormanandPele [4] have recentlytried to improve

YIn reality all routing protocolsusedin practicesupportmore compleity, e.g., splitting a network into areasand tracking
dynamicchangedntra-areawhile maintaininga coarserview for inter-areacommunication. Indeed,suchhierarchicalnetwork
partitioning[23] haslong beenconsideredhe bestapproactto improving scalability
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this pessimistidower bound.Unfortunately their resultis even morepessimistidhanAfek's. In-
deedthey shav theworst-caseaumberof updategertopologychangecannotbelowerthan ( D)
whereD is so-calledlocal density a characteristicelatedto the distancedistribution of a graph,
but one cancheckthat D is of the orderof n for small-world topologies,suchasthe Internet
(cf. Section3). In otherwords, recentwork [4] de nitively implies thatin terms of routing
churn, Inter net-like graphs are asbad asthe absolutelyworst-casegraphs acrossall possible
network topologies.

We areat anapparentmpasse Updatesandassociate@¢orvergenceappeaito be anunavoid-
ableelementof the routing processhut theoreticalanalysisshavs thatthey arethe fundamental
obstaclgo acceptableouting scalability While routingtablesizesandstretchproducedoy com-
pactroutingschemesgreoverwhelminglysmallon statictopologiestheseschemegsannotguaran-
teescalablecornvergencebehaior. Thatis, we getblocked on the network dynamicsproblemand
mustfacethe reality that scalablerouting which usestopology updatemessage$o dynamically
reactto topologychangess notpossiblen principle. In orderto resole thedynamicsproblemwe
needsomeradicallynew ideas.

3 Routing without topology updates

As hereticalasit soundsthebestavailabledataon Internettopologyandour bestunderstandingf
routingimpliesthatthe only possiblepathto trueroutingscalabilityis to have noupdatesatall. At
rst glance remoing updatesuggestshatnodeswill notknow wheredestinationgnove, forcing
a retreatto either ooding or randomwalks, both completelyunscalable.However, Milgram's
experimentsprove suchdesperatioprematureby giving usa cueto wherea solutionto scalable
routingmight be hiding.

In 1967, Stanlgy Milgram [5] asked a few randomlyselectedndividualsin Nebraskao send
lettersto a randomlyselectedoerson,a stock broker in a sukurb of Boston. The lettershadthe
destinationaddressvisible consistingonly of the nameof the stock broker, his occupation,and
thecity helivedin. Milgram speci ed oneroutingrestriction: eachsourceandintermediatenode
hadto forward a paclet only to his/herfriend that, in the currentnodes opinion, maximizedthe
probabilityof moving the pacletcloserto thedestination Approximately30% of packetsreached
the destinatiorusingan unexpectedlylow numberof hops. The averagehoplengthof letterpaths
wasaboutsix [6].

Milgram's experimentdllustratethathumanscanroutemessagesf ciently amongeachother
without topology updatesand consequentlyvithout the full view of the topology Eachnodes
view is ultra-local;it seeonly its neighborsj.e., his/herfriends,andmaybea few neighborof its
neighbors.However, addressingn this topologyis remarkablyclever, asnodesareinformatively
andsuccinctlylabeled,i.e., nodeaddresseare combinationsof placeof living, occupation etc.
Giventhislocalview of theglobaltopologyandtheinformative labelingschemeanodecanroute
greedilyby ef ciently estimatingvho amongits neighborgs closesto the destination.

Insightsfrom Milgram's experimentshave recentlyreceved renaved attentionfrom computer
scienceand physicsresearcheranalyzingtheir implications. The rst popularmodelaiming to
formalizeandexplain the succes®f Milgram's experimentsvasby Kleinberg [7, 8], inspiredby
the rst small-world modelby Wattsand Strocatz [32]. Nodesresidein a metric spacewhichis
a two-dimensionaprid in the original Kleinbeig model. The distancebetweentwo nodesin this
spacerepresentsintrinsic similarity” betweenthem, e.g., “social similarity” betweenhumans.
The network topology graph consistsof edges,i.e., connectionsbetweenpairs of nodes. The

2Thedelivery successatio waslaterimprovedup to 90%[31].
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closertwo nodesareto eachotherin the grid, the higherthe probability thatthey areconnected.
The connectechodesare called neighbors. No nodehasthe full view of the network topology
Eachnodeknows only its coordinatesn the grid andthe coordinatef its neighbors.Equipped
only with thisinformation,nodescanrouteef ciently in agreedymanner—by forwardingpaclets
to their neighborsclosestto the destinationwhere“closest’refersto the grid distancesnotto the
distancesn the network topologygraph.

TheKleinbeig modelis afantasticcontritution to our theoreticaunderstandingf routing, but
theloomingproblemis thathis graphconstructiormethodyieldedtopologiesvastlydifferentfrom
obsered comple networks, leaving openthe questionof whethergreedyroutingis applicableto
Internet-like, i.e., scale-fredopologies—theuestiorwe seekto answer

Topologymattersto routing[11, 33]. Onecannothopeto nd optimally scalablerouting so-
lutionswithout understandingf the underlyingtopology In particular therearegraphssuchthat
no addressingvould simultaneousllow for successfugreedyrouting andbe succinct[34], i.e.,
it would alwaysrequirekeepingsigni cant partsof the full view at eachnode,preventingsmall
routing table sizes. Topologyis thuscrucial, and an explanationof greedyrouting ef ciency in
Milgram's experimentsshoulddirectly exploit peculiaritiesof the structureof networksinvolved.

Interestingly not just the Internettopology but topologiesof mary social, communication,
andbiological networks arescale-fee[9], which mostresearcheragreeinvolvestwo properties:
heavy-tailednodedegreedistributionsthatoftenfollow powerlaws, andstrongclusteringj.e., high
probabilitythatapairof neighborof thesamenodeis connectedAn importantconsequencef the
power-law propertyof scale-freenetworksis thatthey aresmall-world their averageshortespath
lengths andin factlengthsof mostpaths areextremelysmall. Theaveragedistanceof the AS-level
Internetis 3:5 [35], andrigorousresultsshav thataveragedistancesn power-law graphscannot
grow fasterthanlogarithmicallywith the numberof nodeq36, 37]. In previouswork [11, 33] we
shavedthatsmall-world graphsrenderninapplicableall attemptgo x routingscalingproblemsby
meansf “aggressre aggragation” [1] or othersynorymsof hierarchicarouting[23].

Our albeit intellectually rich foray into compactrouting effectively tackledthe problem of
routing on scale-freegraphs,but only staticones. Our awarenesshat we needto copewith dy-
namic scale-freegraphs,Kormanand Pelgy's recentresult [4] on the scalability limitations of
update-basembuting,and nally Milgram's positive resultsfor greedyroutingon socialtopologies
thatsharefundamentatharacteristicsvith the Internet,stronglymotivateusto vigorouslypursue
Kleinbemg'sideasin thecontext of futureInternetroutingarchitecturesThework we proposenext
seekdso answerthe looming question:canwe constructa scalablerouting andaddressingrchi-
tecturefor the Internetthat doesnot requirea completeview of thetopology?We now introduce
themodelthatcompriseour approach.

4 GROHModel: GreedyRouting on Hidden Metrics

Armedwith resultsfrom Milgram, Kleinberg, andalonglegacy of strugglego improverouting
ef ciency, we proposeto rigorouslyinvestigatethe following hypothesis:Behind every complex
network, including the Inter net, there existsa hidden metric space. The obsewable scale-
freestructur e of the network is a consequencef natural network evolution that maximizes
ef ciency of greedyrouting on this metric space.We call ourmodelthe GROHModelfor Greedy
Routingon HiddenMetrics.

Thelogic andintuition leadingusto this hypothesisarerootedin the following obsenations.
The main function of complex networksis to sene asefcient substrategor dynamicprocesses
running on them. Therefore,topologicalstructureof complex networks andtheir scale-freeor-
ganizationare plausibleconsequencesf self-esolving optimizationtoward suchefciency. In
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particular processesunningon comple networksareofteninformationpropagtionanddissem-
ination. Thatis the casefor communicationnetworks, e.g., the Internet, and social networks,
andalso appliesto biological networks, suchas neuralnetworks, signalingpathways, and even
metabolicnetworks? In mostcaseghis informationpropagtionis “blind,” akinto diffusion,and
not designedby humansbut doneby nature. Yet the disseminatiomprocesss still efcient and
properlytargeted,i.e., thereis animplicit conceptof destinationthat pure diffusion lacks. The
mostnaturalformalizationof this type of tamgeteddiffusionis greedyrouting over metric spaces
wheredistancesepresentelative functionalor structuralsimilarity amongindividual objects;.e.,
nodes We call thesemetricspaceiddenasthey arenotimmediatelyobsenable,but rathermani-
festthemselesindirectly via obsenablepropertiesandstructureof network graphsouilt “on top”
of thesespacesaccordingto certaingeneratioralgorithms.

To formalizethe proposedsROHModelwein-
troducethefollowing de nitions:
Hidden metric spaceqHMSSs). All nodesx 2 V,
jVj = nresidein ahiddenmetricspaceH , mean-
ing that in this spaceevery two nodesx;y 2 V
arelocatedat a distance (x;y) from eachother
The distancepossessethe following three prop-
erties:1) (x;y) 0,2 (x;y) = 0, x =
y;3) (5y)= (vix);4) (x2)  (xy)+ (v;2).
Takentogetherall pairwise distancegorm a dis-
tancematrix , whichfully speci esH.
Connectionprobability. ObserablegraphG(V; E) Figure 1: The GROHModelillustration. Solid lines are
is formedby creatinglinks betweenevery pair of edgesof the obserablenetwork topologygraphG. Dashed
nodes; y 2 V with probabilityp( (x;y)), wherep !ines represendistancesirj thelhiddenr.netric spaceH and
s adecreasingunction. Sincethis functionis de- {5ermedEpacenbeddngDisancesn ejaterare i
creasing strongclusteringin scale-freenetworks  Thecloserapairof nodesis in H, the higherthe probability
nds animmediatexplanationin theGROHModel. thatthereis anedgebetweerthemin G.
Indeed,accordingto the triangle inequality prop-
ertyof H, any two nodeghatarecloseto thesamenodearealsocloseto eachother andthuslinks
betweenrall threeof themexist with high probability.
Greedyrouting. Let ;, i = 1:::k beall neighborsof nodex of degreek, i.e., ( i;x) 2 E.
Given a destinationz, greedyrouting stratgy at x forwardsa paclet to neighbor ¢ suchthat

( s;z) = mini=1:::k( ( i;Z))-

We will estimateheefciency of greedyroutingin termsof space stretch, andresilience

SpaceGreedyroutingrequiresseachnodeto know its hiddendistancealongwith thedistances
from all of its neighborsto every destination. The trivial spacerequirementat k-degreenodex
is thereforeO(kn) andits upperboundover all nodesis O(Knaxn), wherekyax is the maximum
degreein the graph. If we canembedH into a normedspaceof a constanfow-dimensiond, cf.
Section5.2.1,thenthe correspondindpoundsdropto O(kd) andO(kmaxd), i.€., theroutingtable
sizeof thenodebecomesimply proportionalo its degree.

Stretch.We de ne thefollowing stretch-basethetrics:
Successatio. In a generalsetting,greedyrouting doesnot guarantealelivery for every source-
destinatiorpair. We de ne the successatio s(x) of asourcenodex asthefractionof nodesthat
greedyrouting canreachfrom x. Its averageover all sourcenodesis the overall successatio s.
We call source-destinatiopair (X; y) succeedingf greedyrouting nds apathfromx toy.
\isible stretch. Let d(x; y) bethe shortestpathdistance measuredn graphG, betweennodesx
andy, andlet (x;y) beadistancealsomeasuredh G, of thesucceedingoutingpathfromx toy.
Thevisible stretchof this pathis s,(X; y) = (x;6y):d(x; y), andthe averageobsenablestretchis

3Although we cannotthink of any explicit forms of informationpropagtionin languagenetworks [38], hiddendistancesstill
exist thereandrepresensemanticor syntacticsimilarity betweenwvords[39, 40].



its averageover all succeedingaths.
Hiddenstretdh. Let the succeedingpathfrom x to y in spac[gH be (Vo; Vi iV (xy)), Vo = X

andv (yy = y. Thehiddenstretchof this pathis sy(x;y) = .5 (v 1;v)= (x;y), andthe
averagehiddenstretchis its averageover all succeedingaths.

Resilienceln caseof link or nodefailures thenumberof nodepairsthatcannotreacheachother
canonly increase.To measurdhe degradationof stretch-basedharacteristicsiponvarioussce-
nariosof link or noderemoval we will employ a seriesof resiliencecharacteristicse.g.,average
or maximum(relatve) decreasef successatio perrandomlink or nodefailure, etc.

We can nowv expressthe GROHModel hypothesismore formally: combinations (H;p) of
HMSs H and connection probabilities p, which lead to scale-free topologiesof obsewable
graphs G, maximize ef ciency of greedyrouting, measuregrimarily by the delivery success
ratio andits degradationuponlink or nodefailures.

5 Proposedwork

FigureZ2 illustratesour work plan. The proposedvork consistf threetasks:

1. Demonstratethe existenceof hidden metric spaces.
We will validatethat the GROHModel re ects reality. We will reveal genericstructural
propertiesof hiddenmetric spaceghat would simultaneouslyi) maximizegreedyrouting
ef ciency accordingo the metricsfrom Section4; andii) producescale-freegraphs.

2. Find thesespaces.
We will deliver methodologiedo explicitly re-constructan HMS basedon an obsenable
Internetgraphin particular andin generafor arny givencomplex network.

3. Addresschallengesassociatedvith using GROHModel-basedrouting in practice.
Wewill identify andevaluatemmediatechallengesssociatedvith implementingGROHModel-
basedouting architecturesn practice,anddevelop simpleandef cient techniquesiealing
with suchchallenges.

We further split thesetasksinto subtaskandshav themasnumberedoxesin Figure2. We refer
to thesebox numbersas“box #a:b:¢” to simplify navigationthroughour proposedvork plan.

5.1 Taskl1l: The GROHModel validation

Our validationstrateyy is two-part. First,we will conductsimulationsto testseveralmetricspace
modelsascandidatesor GROHModelHMSs,i.e.,we Il nd suchcombination®of metricspaces
andconnectionprobabilitiesthat simultaneouslynaximizegreedyrouting ef ciency andleadto
scale-fregopologyformations.We will thentry to prove these ndings analyticallyandprovide
analyticestimate®f greedyrouting performancenmetrics.

5.1.1 Simulations

We will experimentwith differentmetric spacemodelsusingthe following three-stepmethodol-
ogy: (i) constructmetric spacesH accordingto a given modeland calculatetheir distancedis-
tributions; (ii) constructobsenablegraphsG, calculatetheir propertiesand comparethemwith
obsenedtopologies;and(iii) evaluateresultinggreedyroutingperformance.

To analyzethetopologyof themodeledyraphG andto comparat with obseredtopologieswe
will usethedK -seriesapproach41] developedn thecourseof ourpreviousproject[14]. Sinceour
modelgraphsG arebuilt ontop of HMSs, we w7iII measureorrelationsetweerhiddendistance



distribution-basedand dK -series-basedhetrics, such as correlationsbetweenaveragedistance
from anodein H to all othernodesandthe averagedegreeof the samenodein G. We will also
measurghe densityof links in G asafunctionof distancan H betweemodesthey connect.This
link densityis particularlyimportantbecauseall Kleinbelg modelshave approximatelyuniform
densityof edgesconnectinghodedocatedat differentdistancescaleq42].

In caseour analysishecomesomputationallyintensve, we will usecomputeresource®f the
SanDiego Supercompute€Centerwherewe arecorvenientlylocated.

Threeinitial plausibleclassef HMS candidatesor the GROHModel are: normedspaces
randommetric spacesandexpandingmetrics

Normed spacespox #1.1.1. Normedspaces*.g' arethesimplestcandidate$43, 44]. They are

1=
space®f d-dimensionarealvectorsx 2 R? with thel, normjxj, = i 4. xP p, wherep 1
is aninteger Thel; normis jxj; = max; jXjj. Normedspacesare metric spaceswith metric
function (X;y) = jX  Yijp.

Motivatedby a continuumversionof the Kleinbeig modelin [45], we have alreadystarted
initial experimentswvith the GROHModelon the Euclideanplane the simplesthormedspaceand
foundthattheresultinggraphsarescale-freeandmaximizegreedyroutingef ciency only if node
concentrationn the planeis scale-freej.e., if nodedensityper unit squareis a power-law func-
tion of the distancefrom the origin. This preliminaryresultis encouragingput we suspecthat
Euclidearspacesrenotgoodcandidatesor InternetHMSssincethey cannotproducedisassorta-
tive* graphg47], suchasthe Internet[35].

Anotherconcerrwith Euclideanspacess thatthey arerather‘restrictive” [43, 44]. They form
only a tiny portion of all metric spaces.In particular randommetric spacesdo not embedinto
themwith high probability[48].

Random metric spaces,box #1.1.2. Vershik[48] introducesan explicit model of random
metric spaceqd49] andspeci es an algorithmto iteratvely grov randomdistancematrices. At
eachstep,i.e., whenthe n'th nodeis addedto the space the distancebetweenthe n'th and rst
nodesis independenthselectedaccordingto someprobability distribution onR., e.g.,normal,
exponential power-law, etc. Thedistancebetweem'th andall othernodesareselectediniformly
at randomfrom the setadmissibleby the triangle inequality This processyields an ensemble
of growing distancematricesparameterizedy . Vershikthenshows thatregardlessof , such
an ensemblaultimately de nes anin nite metric spacethatis everywheredensein the Urysohn
space[50], which is the unique universalrandommetrics space,meaningthat all “suf ciently
random”metricspacegmbedn this spacasometrically

We have performedinitial experimentswith Vershikspacesandobtainedencouragingesults
thatamongall possibledistributions,only power-law distributionswith exponentscloseto those
obsenedin power laws of realscale-freenetworks producedistancedistributionsthatareapprox-
imately uniform for shortdistances.This resultis encouragingpecausaet is exactly this distance
propertythatmaximizeghesucces®f greedyroutingat smalldistance$51], whichis thehardest
scalefor greedyroutingto handlewell.

Expanding metrics, box #1.1.3.The metricspacegsliscusse@bove arestatic,which doesre-
ect thereality of growing networks. We will experimentwith dynamicmodi cations of existing
metric spacemodels. In particular we will investigate the Aldous model[52, 53], in which the
hiddendistancedetweera nenv nodeandexisting nodesareindependengxponentiallydistributed
randomvariables.Obsenablelinks to othernodesarecreatedwith probability whichis anexpo-
nentially decreasindunction of the distancen the current-statéHMS, andwith hiddendistances
that grow exponentiallyasthe network evolves. The Aldous modelis analyticallytractableand

“having anexcessof links connectingodeswith dissimilardegrees46]

8



producesscale-freggraphs but doesnot considerouting,soour rst stepwith expandingspaces
is to testgreedyroutingon the unalteredAldous model.

We recognizehatthethreeclasse®f metricspacedistedin this subsectiordo not exhaustall
possibilities. Spaceghat simultaneouslymaximizegreedyrouting ef ciency andform scale-free
obsenablegraphs;.e., GROHModelHMSs, may even containelementf all threeandpossibly
someotheringredientspox #1.2.2

5.1.2 Analysis,box#1.2.1.

Rigorousanalysisof scale-freggraphshasproved notoriouslydif cult [36]. While severaldiffer-
entapproacheareavailablefor analyticGROHModelvalidation,we currentlyfavor theapproach
basedn hiddenvariabled54] by BoguhaandPastorSatorrasTheir hiddenvariablemethodology
provedsurprisinglyef cient in simplifying complicatectalculationsincludingcalculationsof dis-
tancedistributionsin powerlaw graphs[55] andof variouspropertiesof preferential-attachment
networks[54]. Besidesbeinga powerful tool for complex network analysis hiddenvariablesnat-
urally t theGROHModelformalism.We have establishedollaborationwith Boguha andalready
obtainedpreliminaryencouragingesultsindicatingthat greedyrouting resilienceto randomlink
failuresis maximizedfor exactly the same(H ; p)-combinationsasthosegiving rise to obsered
scale-fredopologies.

5.2 Task2: Finding hidden metric spaces

The outputof Task1 is ensemble®f hiddenmetric spacegHMSs) and connectiornprobabilities
suchthattheircombinationgiveriseto scale-fregraphanaximizinggreedyroutingperformance.
Task2 isto nd aspeci c HMS for a concretenetwork, in our casethe Internet. Completingthis
taskwill prepareusto constructef cient addressingcheme®asedon this HMS.

We seetwo independensolutionpathsfor this challengingtask (Figure 2): the conceptually
simplerbut practically moredif cult genericpath,andthe more complex but easierto actually
follow explanatorypath. Resultsfrom the genericpathwill be elegantly applicableto any scale-
freenetwork. Resultson the explanatorypatharespeci ¢ to a givennetwork but alsooffer useful
andpotentiallyfundamentainsightsaboutthatnetwork andits evolution.

5.2.1 Genericpath

Given a concretemeasuredopology G of a given network, e.g.,the Internet,andits underlying
candidateH , we will nd anexplicit t of G into H, box #2.1.1 usingthe correlationsbetween
thedK -serieqd41] for G anddistancedistribution characteristicef H thatwe will have calculated
aspartof Task1l. As soonaswe nd suchanH -G match,we have only two problemsleft in in
Task2: label sizesandlabel assignmentor new nodes

Label sizes,box #2.1.2. Supposdghatwe nd a matchingbetweenG andH. We now need
to assignlabelsto all nodessuchthat given the labelsof two nodeswe canquickly computethe
distancebetweenthemin H. If H is a low-dimensionanormedspace thenlabel sizeswill be
small. However, if H is morecomplicatede.g.,a randommetric spacefrom the Vershikmodel,
thenwe needa solution.

Thetrivial approachs thateachnodekeepghedistanceso all othernodes.Thespaceaequire-
mentat k-degreenodex is thenO(kn) andits upperboundover all nodesis O(Kmaxh), where
Kmax 1S the maximumdegreein the graph. This suboptimalupperboundis not betterthanthe up-
perboundsof all routingalgorithmsusedin practicetoday[33]. Of coursewe still aremuchbetter
off sincewithout updatesve nolongerhave churn,but this upperboundis notevensublinear
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Solutionpath. We usemetric embedding$43, 44]. Speci cally we will seeklow-distortion
embeddingefidenti ed HMSsH into normedspace®f low dimensiongl. Bourgain[56] shaved
thatary n-pointmetricspaceembedsnto normedspaces? with distortionO(log n) for ary p. This
distortionis theworst-casemultiplicativefactormismatclebetweemlistancesi;n theoriginal metric
spaceand its embedding. Abrahamet al. [57] have recentlydecreasedhe minimum required
dimensiond for suchembeddingo its optimumO(log n). Wewill useexistingtechnique$43, 44]
to checkif our HMSsallow for low-distortionembedding#nto low-dimensionatargetspacesWe
needthe dimensiond to be low sinceafter the embeddinghe upperboundof the routing table
size dropsto O(kd)—node degreetimes the numberof coordinatesn a d-dimensionalspace.
Distortionmustalsobelow becausé canonly increasehestretch-basedharacteristicef greedy
routing. In particular the higherthe distortion, the lower the successatio, sincethe numberof
local minimagrows with distortion. We discusghe problemof local minimain Section5.3.1.

Dependingon the structureof HMSsfrom Section5.1, we will investigatedifferentclasseof
tagetspaces.Besidedraditionall, spacesptherlikely candidatesire probabilistictree metrics,
which rst appearedn [58, 59] and have seenrapid developmentsince,and negative curvature
metrics[60]. If we nd thesespeci c classesnadequatewe will have to retreatto genericembed-
dingsinto |,. We will usethe mostappropriateapproach(esyom thosethatguaranteavorst-case
distortion[61, 62], avelage-casedistortion[57] or distortionwith slad (a small constaniportion
of nodepairsis allowedto have arbitrarily large distortion)[63, 64].

Label assignmentfor new nodes,box #2.1.3. Supposene have all nodesappropriatelyia-
beled.Theproblemis how new nodegoining thenetwork canassumeroperabelswithoutglobal
coordinationor relabelingof othernodes. This problemhighlightsthe key disadwantageof the
genericpath. Indeed,we believe thatthe GROHModel ef ciency mustbe a naturalconsequence
of network evolution laws, yetthe genericapproachotally ignoresthem.

Solutionpath.A promisingsolutionusedocal network exploration.Uponjoining, anev node
checksthelabelsof its neighbors)abelsof their neighborsandpossiblyotherinformationabout
thosenodesge.g.,degree. The GROHModel predictsthatnodesarelikely closein the HMS H to
its neighborsin graphG. Therefore,inspectionof labelsin a local neighborhoodn G provides
informationabouta nodes locationin H. As soonaswe know the key propertiesof H andits
mostef cient embeddingsye will developtechniquego infer a nenv nodes positionin H from
its local connectity in G. Relevantrecenttools[65, 66, 67] dealwith inferenceof globalgraph
propertiedbasedon localinspection.

5.2.2 Explanatory path

The explanatorypathis conceptuallymore comple, but doesnot have the problemsassociated
with the genericpath. This pathhasthreestages:1) network evolution modeling,2) transforming
aresultingmodelinto its equilibrium counterpartand 3) nding a hiddendistancefunction.\\e
emphasizehat our methodolgy for pursuingthe explanatorypathis generic. Although we will
testit usingthe AS-level Internettopologysinceit is the onewherea scalablerouting solutionis
mosturgentlyneededoday our methodologyis not Internet-speci c.

Network evolution modeling and validation, box #2.2.1.Therearemary AS-level topology
growth models[68, 69, 70, 71, 72, 73], but we arenot aware of ary modelthat simultaneously:
1) is realistic,2) hasall its parametersneasurable3) is analyticallytractable and4) “closesthe
loop” Thelastrequirementmeanghatif we substitutehe measuredaluesof the parameterito
analyticexpression®f the model,thentheseexpressionsvould yield resultsmatchingempirical
obsenationsof the real Internet. The secondrequirements critical [74]: with unmeasurable
parameterspnecanfreely tunethemto matchthe obsenrations,thuscreatinganillusion thatthe

model“closestheloop” 10



During our currentproject[14] we constructecdh modelthatsatis esall four requirement$75].
To validatethis model, we will useour recentaward-winningresultson AS classi cation [76]
and AS relationshipinference[77], aswell as our on-goingwork on extendingthe dK -series
terminology[41] to supportsemanticannotation®n nodesandlinks, suchasAS type (for nodes)
or AS relationshiptype (for links).

Finding a correspondencdetweena network growth modeland its equilibrium counter-
part, box#2.2.2.In thepreviousstep,weidenti ed analgorithmto grow agraphby incrementally
addingnodeg[75]. New nodesselecttarget nodesto attachto, basedon their attributes. For ex-
ample,in the original preferentialattachmengrowth model[78] theseattributesare simply node
degrees.In our evolution model[75] theseattributes,in additionto nodedegrees,ncludeparam-
etersrelatedto geographiaegionsand economicrealities,e.g., AS type, numberof customers,
provider, peers.etc. The outputof our growth modelis a graphof n nodes,eachwith attributes
or “pre-labels”usedto build this graphonenodeat a time. Now we mustassignnew attributes
(actual‘labels”) to thenodessuchthatthe samegraphcanbereproducedia anequilibriumgraph
generatiorprocesghatcreategshewholegraphof sizen atonce,asthe GROHModeldoes.In this
staticgraphgenerationthe probabilityof alink betweertwo nodess afunctionof their attributes.

We will usethehiddenvariableformalism[54] (cf. Section5.1.2)for thistaskbecausé allows
us to naturally transforma growth modelinto equilibrium ensembleof graphswith properties
eguvalentto theoriginal. In particular the authorsof [54] shav how hiddenvariablestransform
preferentialattachmengrowth [78] into a staticequilibrium setting. Oneof the key elementsof
this transformations thatthetime a nodejoins a network become®neof the hiddenvariablesof
thenode.We will extendthis hiddenvariabletransformatiorto work with our model,andalsotry
to extendit to applyto ary genericnetwork growth modelin orderto extendthe applicability of
theexplanatorypathto differentnetwork architectures.

Finding a hidden distancefunction, box #2.2.3.The outputof the previous stepis a network
topologywith labelednodes.Thelabelswill beacombinationof tagsrelatedto AS's geographic
positionandcoveragejts economiaole, e.qg.,its AS typesuchlSPor customerthetime of its rst
appearancm thelnternetts annotatediegree etc. An AS canthuslabelitself locally, withoutary
full view or topologyinspection Notethat,in contrasto thegenericpath,labelsexplicitly contain
routing policy information. Therefore,greedyrouting on suchlabeledgraphswill automatically
satisfypolicy routingconstraints.

Let vector h, denotenodeV's label comprisedof theseinformatve tags. We now needto

nd afunction that,giventhe labelsof two nodesyieldsthe hiddendistance betweernthem:

(hy; hy) (v;u). We cando this usingstandardcombinatorialoptimizationtechniques.The
laststepwill beto showv thatthe -functionremainsstableasthe network grows. Equippedwith
h,-labelingandthis -function,nodescanroutegreedily!

5.3 Practical challengesof the GROHModel

After nding anoptimalhiddenmetricsspaceor, alternatvely, anequivalenthiddendistancdabel-
ing schemewe will addresshefollowing threemainclasse®f challengedeforewe canconsider
usingGROHModel-basedrchitecturesn practice.

5.3.1 Local minima escapeand avoidance

Evenif we nd anoptimalHMS, i.e., onemaximizinggreedyrouting performanceaccordingto
themetricsin Section4, it may still not guarantea 100%delivery successatio. The problemis
local minima setsof nodesx;, de ned for every destinatiort, suchthatnoneof x;'s neighbors y,

is closerin theHMS, tot thanx; themseles,i.e.,they arethelocal minimaamongtheirneighbors
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in the obsenablegraph,of the hiddendistanceto the destination. Trivial greedyrouting cannot
nd apathto thedestinatiorfrom suchnodes.Furthermoreif a greedyroutingpathfrom another
sourcehits alocal minimum, it gets“stuck” there,andpacletsfollowing thatpathgetlost.

Mary stratgiesareknown to dealwith localminimaescapendavoidance Wewill experiment
with someof themand nd which stratgy worksbestin which casesTwo promisingstrateiesare
lookaheadsand simulatedannealing we anticipatethat techniquesnvolving mostly lookahead-
basedstratgiesandsomesimulatedannealingcomponentsvill besthandlelocal minima.

Lookaheads,box #3.1.1,amountto checkingthe pathonehopfurther, comparedvith unmod-
i ed greedyrouting. For example,to avoid alocal minimumx; thatappearsto someintermediate
node ,,, asthe next hop on the greedypathto t, we have , checkif x; hasa neighborcloser
to t thanx; itself. If x, doesnot have sucha neighbor , doesnotusex; asthenext hopto t.
We caneasilyimplementthe requiredcheckingby having x; reportto all its neighborghe setof
destinations for whichx; is alocal minimum. Sothe 1-hop’ lookaheadyreedyroutingalgorithm
is: forward a paclet to your neighborclosestto destinationt andwhich is not a local minimum
for t. If alocal minimumx, is a sourceof trafc tot, it sufces for x; to forward pacletsto its
neighbomwhichis closestot. Lookaheadtratgieshave provedeffective in mary contexts similar
to ours[80, 79,81, 82,83, 84,66, 31].

Simulated-annealing,box #3.1.2,perturbsgreedyrouting at nodex to useits neighbor  as
thenext hopto destinatiort with probabilityp . = cexp( =T),wpere | = (1) (x; 1)
is thedifferencein distanceo t, cis anormalizatiorconstansuchthat ~ p, = 1, andT istem-
perature.If T ! 0, we have unperturbedyreedyrouting. WhenT ! 1 | it is arandomwalk.
Simulatedannealingwith any non-zeratemperaturguaranteesndng a destinationput it might
take anexponentiallylong time [85].

5.3.2 Network design,box #3.2.1

In certaincasesg.g.,the AS-level Internet,a global network topologyredesigns not an option.

Thetopologyis given—wemustrouteonit by rst nding theHMS thatshapedt. In othercases,
we might have the full control over the global structureof the topology Suchcasesncludeper

ISP routerlevel topologiesof today and visions of future Internetinfrastructureas a collection
of sharedand programmablaetwork hardware resourcese.g., GENI [86, 87]. For thesecases,
we will usethe GROHModel insightsfrom Section5.2, with improvementsfrom Section5.3.1,
to devise algorithmsfor constructingooth network topologiesandtheir addressinggchemeghat
maximizeupdatelesgreedyrouting performance.

5.3.3 Lossand delay

Onecandesigna network topologyandre ne it with local minimum escapendavoidancetech-
niques,but greedyrouting stretch-basednetricsmay still not alwaysbe optimal. Somepaclets
canbelostor incur non-trivial delay More beguiling, thesemetricsmight be optimalfor a given
topology but suboptimawhentopologychanges.Lossanddelaydo occurin the existing Inter-
net, partly dueto routingissues.However, it is animplicit andtypically valid assumptiorof the
existing Internetarchitecturaghatroutingeventually nds all paths.

This assumptiormight not be safeto make in GROHModel-basedouting architecturesWe
will nd andreportthe limits of lossanddelay i.e., succesgatio and stretch,that we mustbe
preparedto copewith if we deploy the GROHModel with all known improvements. We will

5In adifferentsettingMankuetal. [79] shavedthatk-hoplookaheadgk > 1) areasymptoticallyasgood1-hoplookaheads.
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considerboth the casewhenthe topologyis given, e.g.,the AS topology andthe casewhenwe
can(re)designt subjectto somerealisticconstraintse.g.,theroutertopology
If lossor delaynumbersareunacceptablhigh,wewill considethreeextensiongo theGROHModel

thatuserudimentaryelement®f traditionalroutingwith updatesbox #3.3.1 useupdatego glob-

ally distributeinformationaboutlocationof high-degreelandmarkghatlow-degreenodescanuse
asrouting proxiesin casethey cannot nd a direct pathto a destination;box #3.3.2 a hybrid
modelusing greedyrouting at large hiddendistancesut corventionalrouting protocolslocally;
andbox #3.3.2 integrationof techniquesrom disruption-anddelay-tolerannetworking (DTN)
project[88] launchedoy SPDr. Fall.
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6 Relatedwork

We have discussednuchrelatedwork in the courseof describingour proposal,but otherwork
informedour thinking without directly feedinginto our proposal.
The“Pocketswitching”[89, 90] networking projectis lik ely theclosesin spiritto the GROHModel.
It aimsto build anarchitecturdor datanetworking over human-heldvirelessdevices. If success-
ful, it will literally reproduceMilgram’'s experimentsin the networking context. The projectis
13



currentlyblocked on acquiringmorerepresentate dataset®f humanmobility.

At the formal level, the closestareasof researchare on geographiaouting [91, 92, 93, 94],
P2Poverlay networks[95, 96,97, 98, 99, 100,101], Internetdelaydistancesstimation102, 103
104, 105, 106, 107], androuting usingpotentials[108]. In the rst threecasesve have underly-
ing metric spaces:physical space syntheticvirtual overlay spacese.g.,torusesin CAN [95] or
ringsin Chord[99], andInternetdelayspacefespectiely. Furthermoreroutingis greedyin the
rst two caseswhile in the third casethetaskis to nd low-distortionmetricembedding®sin
Section5.2.1. However, in all threecaseghe correspondingpacesave little in commonwith
abstracHMSsinvokedin Kleinberg modelsandespeciallyin the GROHModel. As such,thefor-
mer spacestakenasis, canhardlyleadto ef cient greedyrouting. In addition,mary of themare
Euclideanwhich asexplainedin Section5.1.1renderghemunlikely candidatesor GROHModel
HMSs|[51, 47].

Anothercloselyrelatedareaof researclis ondistancdabeling[109, 61,34,110 111]. Thetask
isto nd nodelabelssuchthatgivenlabelsof two nodespnecanquickly computeheshortest-path
distanceébetweerthemin thegraph.Thefull view of thegraphis assumedThedifferencewith the
Kleinbeilg andGROHModelis thatthereis no metricspaceotherthanthe oneinducedby shortest
pathlengthsin the graphitself. Distancelabelingon graphsis closelyrelatedto both metricem-
beddingandcompactoutingresearchin fact,BradyandCowen[111] haverecentlydemonstrated
thatary exactdistancdabelingschemeautomaticallyyieldsa compactoutingscheme.

7 Conclusion

Routing is a core elementof ary network architecture but also the function with the greatest
scaling problems. Ominously andin fact a motivation for the FIND program,thereis broad
consensuthattheexisting Internetroutingarchitecturénhasreachedts scalabilitylimits andneeds
to be replaced[1]. Inspiredby recentdevelopmentsin the theory of dynamicrouting [4] and
the bestavailable dataon Internettopology we identi ed the mostformidable obstacleon the
pathto scalablerouting: churn. To route ef ciently, nodesmustknow wheredestinationsare.
Ondynamicnetworks,ary distributedroutingalgorithmmustdisseminateipdatesipontopology
changesandrecentwork con rms thatthereis no routing algorithmthatrequiresonly a scalable
amountof updateonrealistictopologies.Theimplicationis badnews for theInternet:onecannot
designa truly scalablerouting algorithmwithin the existing routing architecture.The goodnews
is thatcircumstances networking, theoreticakcomputerscience physics,andmathematichave
createdarareopportunityto pursuea fundamentabreakthroughn scalableroutingon realworld
networks.

Armedwith resultsandcollaboratorgrom neighboringelds, wethusproposearadicalshiftin
philosoply: updatelessouting. Insteadof routingto a destinationye greedily nd it basedon an
entirelydifferentaddressin@rchitecture Our approachs basedn hiddenmetricspacegHMSSs),
whichwe claim underlierealnetworks,andwe proposemethodologieso nd them.Oncewe nd
them,routingcanusethe metricsin thesespacesgo routeef ciently withouttopologyupdates.

Finding and validating the power of HMSs on Internet-like topologiesis an ambitiousun-
dertaking,but our researchagendas cohesve, well-consideredand mathematicallyas well as
empirically grounded. Our new routing philosoply is also beautifully genericand appliesnot
only to paclet- or circuit-switchednetworksbut alsoto ary large-scalecomplex network architec-
ture wherenodesparticipatein targetedinformationpropagtion. We believe that greedyrouting
on HMSsis directly relatedto fundamentahetwork evolution principlesthatleadto obserable
structuralsimilaritiesamonginternetandmary otherself-oiganizingcomplex networks. In other
words,in our searchor truly scalableoutingfor futureglobalnetworking, we will alsoshedlight
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onuniversallaws of evolution of complex networks—achallengadenti ed by the NAS asoneof
thehighestprioritiesof Network Sciencd9].

8 BroaderImpact: Outreachto the Community

The proposedwork will cross-fertilizenetworking, theoreticalcomputerscience,physics, and
mathematicsasthethe proposednodelingmethodologyusestools andtechniquedrom all these
disciplines.If successfuit will dramaticallyincreaseour fundamentalinderstandingf not only
traditionalandfuture datanetworks, but alsoof mary othertypesof self-evolving large-scalesys-
tems,suchasbiological,social,andlanguagenetworks. Ouragendas directlyresponsie to needs
articulatedoy NSFin thissolicitation,the NSF-sponsorediorkshopsontheoryof networkedcom-
putation[112], andIAB-sponsoredvorkshopon thefuture of the Internetrouting systent1].

In additionto publishingour resultsvia conferencegpurnals,andon thewebwe will present
ourresultsto network engineeringandoperationacommunitiesatthe IETF [113] andIRTF [114]
meetingsaswell asin academiaesearchvenues.We will alsohosta routingworkshopin 2007
or 2008,hopingfor the samesuccessve hadwith our 2006 Workshopon InternetTopology[74]

PI Dr. Krioukov is the chair of the IRTF [114] Routing Research-utureRouting Scalability
Working Group[115] charteredvith anagendaacutelyrelatedto work proposedhere.His respon-
sibilities aschairinclude annualreportson the statusof researctcoveredby the working group
chartef115]. Heis amembeiof theeditorialboardof the ACM SIGCOMM ComputeitCommuni-
cationReview, anda PCmemberof thelastCoNext andnext SIGCOMM. PI Dr. Claffy, is onthe
editorial boardof IEEE InternetComputing,which hasrecentlytaken aninterestin highlighting
limiting architecturalssueof thelnternet.SPDr. Fall is afounderandchairof theDTN Research
Group[116] andamemberof thelAB [2].

9 Resultsfrom Prior NSF Support

NeTS-NR Toward Mathematical Rigorous Next-Generation Routing Protocolsfor Realistic Network Topolo-
gies. CNS-0434996$900,0000ct 04 - Sep07 (Claffy & Krioukov) This projectopeneda new areaof research
focusedon applyingkey theoreticakoutingresultsin distributedcomputatiorto extremelypracticalpurposes®xing
Internetrouting. Our agendehadthreetasks,all of which areor will be completethis year: 1) executethe next step
toward constructionof practicalbut mathematicallyrigorousnext-generatiorrouting algorithms;2) validatethe ap-
plicability of thesealgorithmsagainstreal Internettopologydata;3) build andevaluatea modelfor Internettopology
evolution thatre ectsfundamentalaws of evolution of large-scalenetworks. In the currentproposalwe extensvely
useor build upontheworks[33, 35, 41, 76, 77, 74, 75, 3] (cf. Section2,5) resultedfrom executionof all thethree
tasksabove.

“Corr elating HeterogeneousvieasurementDatato Achieve System-Level Analysis of Inter net Traf®c Trends)
ANI-0137121,$1,000,7945ep2002- Aug 2006 (Claffy) InternetMeasuremenbataCatalog,to copewith the most
dauntingchallengeresearcherfacein studyingthe Internet:accesgo relevantandrepresentatie dataon operational
Internetinfrastructure.

“Routing and Peering Analysisfor Enhancing Inter net Performanceand Security,” ANI-0221172,$870,999
Oct 2002 - Sep 2005 (Claffy) Topology and root causeanalysisof growth and instability of the routing system,
applyinggraphtheoryandcombinatoriabpproache identifying strateyic/vulnerablepartsof theinfrastructure.
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