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Abstract. Recert techniques for inferring business relationships be-
tweenASs [1, 2] have yielded maps that have extremely few invalid BGP
paths in the terminology of Gao [3]. However, some relationships in-
ferred by these newer algorithms are incorrect, leading to the deduction
of unrealistic AS hierarchies. We investigate this problem and discover
what causesit. Having obtained sud insight, we generalizethe problem
of AS relationship inference as a multiob jective optimization problem
with node-degree-basedcorrections to the original objective function of
minimizing the number of invalid paths. We solve the generalized ver-
sion of the problem using the semide nite programming relaxation of
the MAX2SAT problem. Keeping the number of invalid paths small, we
obtain a more veracious solution than that yielded by recert heuristics.

1 Intro duction

As padkets ow in the Internet, moneyalso o ws, not necessarilyin the samedi-
rection. Businessrelationships betweenASsre ect both o ws, indicating a direc-
tion of moneytransfer aswell asa setof constraints to the ow oftrac. Knowing
AS businessrelationships is therefore of critical importance to providers, ven-
dors, researders, and policy makers, since such knowledge shedsmore light on
the relative \imp ortance" of ASs.

The problem is also of multidimensional interest to the researt community.
Indeed, the Internet AS-level topology and its ewolutionary dynamicsresult from
businessdecisionsamong Internet players. Knowledge of AS relationships in the
Internet provides a valuable validation framework for econony-based Internet
topology ewlution modeling, which in turn promotes deeper understanding of
the fundamenal laws driving the ewlution of the Internet topology and its
hierarchy.

Unfortunately, the work on inferring AS relationships from BGP data has
recenly encourtered di culties. Webrie y describethis situation in its historical
cortext.



Gao introducesthe AS relationship inference problem in her pioneering pa-
per [3]. This work approximates reality by assumingthat any AS-link is of
one of the following three types: customer-provider, peering, or sibling. If all
ASs strictly adhereto import and export policies described in [3], then every
BGP path must comply with the following hierarchical pattern: an uphill seg-
mernt of zeroor more customer-to-provider or sibling-to-sibling links, followed by
zero or one peer-to-peer links, followed by a downhill segmen of zero or more
provider-to-customer or sibling-to-sibling links. Paths with the described hierar-
chical structure are deemedvalid. After introducing insight about valid paths,
Gao proposesan inference heuristic that identi es top providers and peering
links basedon AS degreesand valid paths.

In [4], Subramanian et al. (SARK) slightly relax the problem by not infer-
ring sibling links, and introduce a more consistert and elegart mathematical
formulation. The authors render the problem into a combinatorial optimization
problem: given an undirected graph G derived from a setof BGP paths P, assign
the edgetype (customer-provider or peering) to every edgein G sud that the
total number of valid paths in P is maximized. The authors call the problem
the type-of-relationship (ToR) problem, conjecture that it is NP-complete, and
provide a simple heuristic approximation.

Di Battista et al. (DPP) in [1] and independenly Erlebach et al. (EHS) in [2]
provethat the ToR problemisindeedNP-complete.EHS prove alsothat it is even
harder, specically APX-complete.® More importantly for practical purposes,
both DPP and EHS make the straightforward obsenation that peering edges
cannot be inferred in the ToR problem formulation. Indeed, as the validation
data preseried by Xia et al. in [5] indicates, only 24.63%o0f the validated SARK
peering links are correct.

Even more problematic is the following dilemma. DPP (and EHS) come
up with heuristics that outperform the SARK algorithm in terms of produc-
ing smaller numbers of invalid paths [1,2]. Although theseresults seemto be a
positive sign, closerexamination of the AS relationships produced by the DPP
algorithm [6] revealsthat the DPP inferencesare further from reality than the
SARK inferences.n the next sectionwe show that improved solutionsto the ToR
problem do not yield practically correct answersand cortain obviously misiden-
tied edges,e.g.well-known global providers appear as customersof small ASs.
As a consequencewe claim that improved solutions to the unmodied ToR
problem do not produce realistic results.

An alternative approac to AS relationship inferenceis to disregard BGP
paths and switch attention to other data sources(e.g. WHOIS) [7,8], but noth-
ing suggeststhat we have exhaustedall possibilities of extracting relevant infor-
mation from BGP data. Indeed, in this study we seekto answer the following
question: can we adjust the original (T oR) problem formulation, sothat an algo-

3 There exists no polynomial-time algorithm approximating an APX-complete prob-
lem above a certain inapproximability limit (ratio) dependert on the particular prob-
lem.



rithmic solution to the modi ed problem would yield a better answer from the
practical perspective?

The main contribution of this paper is that we positively answer this question.
We describe our approach and preliminary resultsin the subsequehtwo sections,
and concludeby describing future directions of this work.

2 Metho dology

2.1 Inspiration behind our approac h

The main idea behind our approad is to formalize our knowledgeregarding why
improved solutions to the ToR problem fail to yield practically right answers.
To this end we reformulate the ToR problem as a multiob jective optimization
problem introducing certain corrections to the original objective function. We
seeka modi cation of the original objective function, sud that the minimum of
the new objective function re ects an AS relationship mapping that is closerto
reality.

2.2 Mapping to 2SAT

To achievethis purpose,we start with the DPP and EHS results[1, 2] that deliver
the fewest invalid paths. Supposewe have a set of BGP paths P from which we
can extract the undirected AS-level graph G(V; E). We introduce direction to
every edgein E from the customerAS to the provider AS. Directing edgesin E
inducesdirection of edgesin P. A path in P is valid if it doesnot contain the
following invalid pattern: a provider-to-customer edgefollowed by a customer-to-
provider edge.The ToR problem is to assigndirection to edgesin E minimizing
the number of paths in P containing the invalid pattern.

The problem of identifying the directions of all edgesin E making all paths
in P validlassuming sud edgeorientation exists|can be reducedto the 2SAT
problem.* Initially , we arbitrarily direct all edgesin E and introduce a boolean
variable x; for every edgei, i = 1::: E . If the algorithms described below assign
the value true to x;, then edgei keepsits original direction, while assignmem of
false to x; reversesthe direction of i. We then split eat path in P into pairs of
adjacert edgesinvolving triplets of ASs (all 1-link paths are always valid) and
perform mapping between the obtained pairs and 2-variable clausesas shown
in Table 1. The mapping is sud that only clausescorresponding to the invalid
path pattern yield the false value when both variables are true. If there exists
an assignmem of valuesto all the variables such that all clausesare satis ed,
then this assignmemn makesall paths valid.

4 2SAT is a variation of the satis abilit y problem: given a set of clauseswith two
boolean variables per clausel; _ Ij, nd an assignmen of valuesto variables satisfy-
ing all the clauses.MAX2SAT is arelated problem: nd the assignmert maximizing
the number of simultaneously satis ed clauses.



Table 1. Mapping between pairs of adjacent edges in P, 2SAT clauses, and edges in Gasar . The
invalid path pattern is in the last row.
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To solve the 2SAT problem, we construct a dual graph, the 2SAT graph
Gasat (Vasat ; E2sat ), accordingto the rulesshown in Table 1: every edgei 2 E
in the original graph G giveshirth to two verticesx; and x; in Vasat , and every
pair of adjacert links I; _I; in P, whereliteral I; (l;) is either x; (x;) or x; (x;),
giveshbirth to two directed edgesin E,sar : from vertex |; to vertex |; and from
vertex |; to vertex l;. As shown in [9], there exists an assignmen satisfying all
the clausesif there is no edgei sudc that both of its corresponding vertices in
the 2SAT graph, X;i;X; 2 Vosat , belongto the samestrongly connectedcompo-
nent® (SCC) in GosaT -

If an assignmen satisfying all the clausesexists we can easily nd it. We
perform topological sorting® t on nodesin V,osar and assigntrue or false to a
variable x; depending on if t(x;) < t(x;) or t(x;) < t(x;) respectively. All opera-
tions described so far can be donein linear time.

23 MAX2SA T: DPP vs. EHS

As soon as a set of BGP paths P is \rich enough,” there is no assignmen
satisfying all clausesand making all paths valid. Furthermore, the ToR problem
of maximizing the number of valid paths can be reducedto the MAX2SAT [1,2]
problem of maximizing the number of satis ed clauses.Making this obsenation,
DPP proposea heuristic to nd the maximal subsetof paths Ps P sud that
all paths in Ps are valid.

EHS useadi erent approac. They rst direct the edges 2 E that canbedi-
rectedwithout causingcon icts. Such edgescorrespondto verticesx;; X; 2 Vosat

5 An SCCis a setof nodesin adirected graph s.t. there exists a directed path between
every ordered pair of nodes.

5 Given a directed graph G(V;E), function t:V 7! R is topological sorting if
t(i) t(j) for every ordered pair of nodesi;j 2 V s.t. there exists a directed path
fromitoj.



that haveindegreeor outdegreezero.Then EHS iterativ ely remove edgeddirected
asdescribed above and strip P, G, and G,sar accordingly. This proceduresignif-
icantly shortensthe averagepath length in P, which improvesthe approximation
of ToR by MAX2SAT. Finally, they approximate MAX2SAT to nd a solution
to the ToR problem.

2.4 Solving MAX2SA T with SDP

The MAX2SAT problem is NP- and APX-complete [10], but Goemans and
Williamson (GW) [11] construct a famous approximation algorithm that uses
semide nite programming (SDP) and delivers an approximation ratio of 0:878.
The best approximation ratio currently known is 0:940, due to improvemerts
to GW by Lewin, Livnat, and Zwick (LLZ) in [12]. Note that this approximation
ratio is pretty closeto the MAX2SAT inapproximabilit y limit of % 0:954[13].

To cast a MAX2SAT problem with m» clausesinvolving m; literals (vari-
ablesx; and their negationsx;, i = 1:::my) to a semide nite program, we rst
get rid of negated variables by introducing m; variables X, +i = X;. Then we
establishmapping betweenbooleanvariablesxy, k = 1:::2mj, and2m; + 1 aux-
iliary variablesyo;yk 2 f 1,19, Ym,+i = Vi, using formula xx = (1 + yoYk)=2.
This mapping guaranteesthat xx = true, yx = yoandxy = false, yx = VYo.
Given the described construction, we call yo the truth variable. After trivial al-
gebfga the MAX2SAT problem becomesthe maximization problem for the sum
1/4 k, 1 Wi (3+ oYk + Yoyi  YkYi), where weights wy, are either 1 if clause
Xk _ X is present in the original MAX2SAT instance or O otherwise. Hereafter
we X the notations for indicesi;j = 1:::mq and k;l = 1:::2m;j.

The nal transformation to make the problem solvable by SDP is relaxation.
Relaxation involvesmapping variablesyp; yx to 2m;+1 unit vectorsvg;vx 2 RM:*1
xed at the sameoriginjall vector endslie on the unit sphereSy,,. The problem
is to maximize the sum composedof vector scalar products:

31

max — W3+ Vo Vk+ Vo Vi Vk Vi) 1)
k;l=1

St. Vo Vo=V %=LV, Vp,+i = 1L

k=1:::2mq; i=1:::mq:

Interestingly, this problem, solvable by SDP, is equivalernt to the following
minimum energyproblem in physics.Vectorsvg; vk point to the locations of par-
ticles po; pk freely moving on the sphereSy,, exceptthat particles p; and pm, +i
are constrainedto lie opposite on the sphere.For every MAX2SAT clausexy _ X,
we introduce three constart forcesof equal strength (seeFig. 1): one repulsive
force betweenparticles px and p;, and two attractiv e forces:betweenpy and po,
and betweenp, and pp|the truth particle pg attracts all other particles px with
the forcesproportional to the number of clausescorntaining Xx. The goal is to
nd the location of particles on the sphere minimizing the potential energy of
the system.If we built such a mission-speci ¢ computer in the lab, it would solve
this problem in constart time. SDP solvesit in polynomial time.



Fig. 1. The semide nite programming relaxation to the MAX2SA T problem. Point po (corresp ond-
ing to vector vo from the text) is the truth point. It attracts both points px and p; representing
the boolean variables from the clause xx _ X;. Points px and p; repel each other. The problem is to
identify the locations of all points on the sphere that minimize the potential energy of the system.
Giv en an orientation by SDP, we cut the system by a random hyperplane and assign value true to
the variables corresp onding to points lying on the same side of the hyperplane as the truth po.

To extract the solution for the MAX2SAT problem from the solution obtained
by SDP for the relaxed problem, we perform rounding. Rounding involvescutting
the sphereby a randomly oriented hyperplane cortaining the spherecerter. We
assignvalue true (false) to variablesxy corresponding to vectorsvg lying on the
same(opposite) side of the hyperplaneasthe truth vector vo. GW prove that the
solution to the MAX2SAT problem obtained this way deliversthe approximation
ratio of 0:878[11]. We can alsorotate the vector output obtained by SDP before
rounding and skew the distribution of the hyperplane orientation to slightly
prefer the orientation perpendicular to vo. These two techniques explored to
their greatestdepths by LLZ improve the approximation ratio up to 0:9401[12].

2.5 Analysis of the unp erturb ed solution

We now have the solution to the original ToR problem and are ready to an-
alyze it. While the number of invalid paths is small [2], the solution is not
perfectjsome inferred AS relationships are not in fact accurate. What causes
these misclassi cations?

First, someedgesmay be directed either way resulting in exactly the same
number of invalid paths|suc h edgesare directed randomly. To exemplify, con-

the last edgej appearsonly in one path (that is, p) and that it is from some
large provider (like UUNET) to a small customer. Suppose that other edges
as customer-to-provider. In this scenarioboth orientations of edgej (i.e. correct
and incorrect: provider-to-customer and customer-to-provider) render path p



valid. Thus, edge] is directed randomly, increasing the likelihood of an incor-
rect inference.We can nd many incorrect inferencesof this type in our experi-
merts in the next sectionand in [6], e.g.well-known large providers like UUNET,
AT&T, Sprintlink, Level3, areinferred ascustomersof smaller ASslike AS1 (AS
degree67), AS2685(2), AS8043(1), AS13649(7), respectively.

Second, not all edgesare customer-to-provider or provider-to-customer. In
particular, trying to direct sibling edgesleadsto proliferation of error. Indeed,
when the only objective is to maximize the number of valid paths, directing
a sibling edge brings the risk of misdirecting the dependert edgessharing a
clausewith the sibling edge.To clarify, considerpath p2 P, p= fijg,i;j 2 E,
and supposethat in reality i is a sibling edgethat appearsin multiple paths
and that j is a customer-to-provider edge that appears only in one path p.
The algorithm can classify edgei either as customer-to-provider or provider-
to-customer depending on the structure of the paths in which it appears. If
this structure results in directing i as provider-to-customer, then the algorithm
erroneouslydirects edgej also as provider-to-customer to make path p valid. In
other words, the outcome is that we maximize the number of valid paths at the
cost of inferring edgej incorrectly.

We can concludethat the maximum number of valid paths doesnot corre-
spond to a correct answer because,as illustrated in the above two examples, it
can result in miss-inferred links. Speci cally, in the presenceof multiple solu-
tions there is nothing in the objective function to require the algorithm to prefer
the proper orientation for edgej. Our next key question is: Can we adjust the
objective function to infer the edgedirection correctly?

2.6 Our new generalized objectiv e function

A rigorous way to pursue the above questionis to add to the objective function

somesmall modi er selectingthe correct edgedirection for links unresolved by
the unperturb ed objective function. Ideally this modi er should be a function

of \AS importance,” such as the relative size of the customer tree of an AS.
Unfortunately, de ned this way the modi er is a function of the end result, edge
orientation, which makesthe problem intractable (i.e. we cannot solve it until

we solve it).

The simplest correcting function that doesnot depend on the edgedirection
and is still related to perceived\AS importance,” is the AS degree\gradient” in
the original undirected graph G|the di erence betweennode degreef adjacert
ASs. In the examplesfrom the previous subsection,the algorithm that is trying
not only to minimize the number of invalid paths but alsoto direct edgesfrom
adjacert nodes of lower degreesto nodes of higher degreeswill e ectiv ely have
an incertiv e to correctly infer the last edgej 2 p.

More formally, we modify the objective function as follows. In the original
problem formulation, weights wy, for 2-link clausesxx _ x; (pairs of adjacen
links in P) are either 0 or 1. We rst alter them to be either 0, if pair fkig2 P,
orwg( )= Cop otherwise. The normalization coe cien t ¢, is determined from
the condition 5, Wi ( )= ) ¢c= 1=my (recall that m; is the number of



2-link clauses),and is an external parameter, 0 1, whose meaning we
explain below.

In addition, for every edgei 2 E, we introduce a 1-link clauseweighted by a
function of the node degreegradient. More speci cally, we initially orient every
edgei 2 E alongthe node degreegradient: if d, and d, d, d’, are degreesof
nodesadjacert to edgei, we direct i from the d, -degreenode to the d; -degree
node, for useasinput to our algorithm.’

Then, we add 1-link clausesx; _ xj, 8i 2 E, to our MAX2SAT instance, and
we weight them by w;i ( ) = ¢1(1 p )f (d; ;d). The normalization coe cien t ¢;
is determined from the condition ,w; ( ) =1 , and the function f should
satisfy the following two conditions: 1) it should \roughly depend" on the rela-
tive node degreegradiert (df  d, )=d"; and 2) it should provide higher values
for node pairs with the samerelative degreegradient but higher absolute de-
greevalues.The rst condition is transparent: we expect that an AS with node
degreeb, for example, is more likely a customer of an AS with node degreel0
than a 995-degreeAS is a customer of a 1000-degreeAS. The secondcondition
is due to the fact that we do not know the true AS degrees:we approximate
them by degreesof nodesin our BGP-derived graph G. The graphsderived from
BGP data have a tendencyto underestimatethe node degreeof small ASs, while
they yield more accurate degreesfor larger ASs [14]. Becauseof the larger error
assaiated with small ASs, an AS with node degree5, for example, is lesslikely
a customer of an AS with node degreel0 than a 500-degreeAS is a customer of
a 1000-degreeAsS.

We selectthe following function satisfying the two criteria described above:

f(d ;df)= G _d log(d + d; ): @3]
[ dr— + di 1 1 "
In summary, our new objective function looks exactly asthe onein (1), but

with di erent weights on clauses:

8
20 if fklg2 P,

Wia( )= _c(@ )f(d;d) if k=1 my, 3
"0 otherwise.

w we can explain the role of the parameter . Since P kel Wi ()=
and ., wq( )=1 , parameter measureghe relative importance of sums
of all 2-and 1-link clauseslIf = 1, then the problem is equivalert to the original
unperturbed ToR problem|only the number of invalid paths matters. If = 0,
then, similar to Gao, only node degreesmatter. Note that in the terminology of
multiob jective optimization, we considerthe simplest scalar method of weighted
sums.

" An initial direction along the node degreegradient doesnot a ect the solution since
any initial direction is possible. We select the node degree gradient direction to
simplify stripping of non-conict edgesin the next section.
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Fig. 2. Percentage of valid paths, of edges directed asin the = 0 case and of edges directed as
in the = 1 case for dieren t values of

In our analogy with physicsin Fig. 1, we have weakenedthe repulsive forces
among particles other than the truth particle po, and we have strengthenedthe
forcesbetweenp, and other particles. When = 0, there are no repulsive forces,
the truth particle po attracts all other particles to itself, and all the vectors
becomecollinear with vy. Cut by any hyperplane, they all lie on the sameside
as Vg, which meansthat all variables x; are assignedvalue true and all links i
remain directed along the node degreegradient in the output of our algorithm.

3 Results

In our experimerts, the BGP path set P is a union of BGP tables from Route-
Views [15]and 18 BGP route senersfrom [16] collected on May 13, 2004.Paths
of length 1 are removed sincethey are always valid. The total number of paths
is 1,025,775containing 17,557 ASs, 37,021 links, and 382,917 unique pairs of
adjacernt links.

We rst pre-processthe data by discovering sibling links. For this purpose,
we usea union of WHOIS databasesfrom ARIN, RIPE, APNIC, and LACNIC
collectedon June 10, 2004.We sa that two ASsbelongto the sameorganization
if, in the WHOIS database,they have exactly the sameorganization nhames,or
namesdierent only in the last digits, e.g. \ATT-37" and \ATT-38," or very
similar names,e.g.\UUNET South Africa" and \UUNET Germarny." We infer
links in P betweenadjacert ASs belongingto the sameorganization as sibling.
We nd 211 sibling links in our dataset, which we ignore in subsequenh steps.
More precisely we do not assignboolean variablesto them.

We then direct the remaining links in the original graph G along the node
degreegradiert, assignbooleanvariablesto them, and construct the dual G,sat
graph. After directing edgei along the node degreegradiernt, we chedk whether
this direction satis es all clausescontaining I; (x; or x;). If so, we then remove
the edgeand strip P, G, and G,sat accordingly. In this casewe say that edgei
causesno con icts becausethe value of the corresponding literal |; satis es all
the clausesin which I; appears,independen of the values of all other literals
sharing the clauseswith I;. A non-conict edgehastwo corresponding vertices



Table 2. Hierarc hical ranking of ASs. The position depth (the number of AS at the levels above)
and width (the number of ASs at the same level) of the top v e ASs in the = 0and = 1 cases
are shown for dieren t values of . The customer leaf ASs are mark ed with asterisks.

= 0.0 = 0:2 = 05 = 0:8 = 1.0
AS # | name |degregdep. wid. [dep. wid. |dep. wid.|dep. wid.|dep. wid.
701 UUNET 2373| 0 1 0 173 1 232 1 252| 17 476
1239 Sprint 1787 | 1 1 0 173 1 232\ 1 252|17 476
7018 AT&T 1723 | 2 1 0 173 1 232 1 252|17 476
3356 Level 3 1085 | 3 1 0 173 1 232 1 252| 17 476
209 Qwest 1072 | 4 1 0 173 1 232 1 252|17 476
3643| Sprint Austr. 17 | 194 1 222 1 250 1 (268 1 0 4
6721 |Nextra Czech Net| 3 |1742 941 [833 88 |868 901|884 89| 0 4
11551 Pressroom Ser. 2 1742 941 |1419 398 (1445 390(1457 386| O 4
1243| Army Systems 2 |268314725*275314655*%1445 390(1457 386| 0 4

6712| France Transpac| 2 |268314725*275314655* 292 3 1 252| 4 13

in the Gosat graph, x; and x;. It follows from the construction of the Gosat

graph that x; hasan outdegreeof zeroand x; hasan indegreeof zero. We repeat
the described procedure until we cannot remove any more edges.The stripp ed
graph G has 1,590vertices (9% of the original V ) and 4,249edges(11% of the
original E ). The stripped Gysat graph has 8,498 vertices and 46,920 edges.
In summary, we have 4,249 (m,) 1-link clausesand 23,460(m,) 2-link clauses.
We feedthis data into a publicly available SDP solver DSDP v4.7 [17], reusing
parts of the code from [2] and utilizing the LEDA v4.5 software library [18]. We
incorporate the pre-rounding rotation and skewed distribution of hyperplane
orientation by LLZ [12].

Fig. 2 shows results of edge orientations we derive for di erent values of
in (3). Speci cally, the gure shawsthe percertage of valid paths, edgesdirected
asin the = 0 case,and edgesdirected asin the = 1 case.In the particular
extreme caseof = 1, the problem reducesto the original ToR problem consid-
ered by DPP and EHS, and its solution yields the highest percertage of valid
paths, 99:67%. By decreasing , we increasepreferenceto directing edgesalong
the node degreegradient, and at the other extreme of = 0, all edgesbecome
directed along the node gradiert, but the number of valid paths is 92.95%.

Note that changing from O to 0.1 redirects 1.64% of edges,which leads
to a signi cant 6.53% increasein the number of valid paths. We also obsene
that the tweak of from 1 to 0.9 redirects 2.56% of edgeswithout causingany
signi cant decrease(only 0.008%)in the number of valid paths. We nd that
most of these edgesare directed randomly in the = 1 casebecauseoriented
either way they yield the samenumber of valid paths. In other words, the AS
relationships represenied by these edgescannot be inferred by minimizing the
number of invalid paths.

We alsorank ASs by meansof our inferenceresults with dierent values.
To this end we split all ASsinto hierarchical levels as follows. We rst order all
ASs by their reachability|that is, the number of ASsthat a given AS canreac
\for free" traversing only provider-to-customer edges.We then group ASs with
the samereachability into levels. ASs at the highestlevel canreac all other ASs



\for free." ASs at the lowest level have the smallest reachability (fewest \free"
destinations). Then we de ne the position depth of AS X asthe number of ASs
at the levels above the level of AS X. The position width of AS X is the number
of ASs at the samelevel as AS X.

Table 2 showsthe results of our AS ranking. For di erent valuesof , wetrack
the positions of the top v e ASsinthe = 0and = 1caseslin the former case,
well-known large ISPs are at the top, but the number of invalid pathsis relatively
large, cf. Fig. 2. In the latter casedelivering the solution to the unperturbed
ToR problem, ASs with small degreesoccupy the top positions in the hierarchy.
These ASs appear in much lower positions when 6 1. Counter to reality, the
large ISPs are not even near the top of the hierarchy. We obsene that the
depth® of theselarge ASsincreasesas approadiesl, indicating an increasingly
stronger deviation from reality. The deviation is maximized when = 1. This
obsenation pronouncesthe limitation of the ToR problem formulation based
solely on maximization of the number of valid paths.

4 Conclusion and future work

Using a standard multiob jective optimization method, we have constructed a
natural generalization of the known AS relationship inference heuristics. We
have extendedthe combinatorial optimization approac basedon minimization
of invalid paths, by incorporating AS-degree-basednformation into the problem
formulation. Utilizing this technique, we have obtained rst resultsthat are more
realistic than the inferencesproducedby the recen state-of-the-art heuristics [1,
2]. We concludethat our approach opensa promising path toward increasingly
veraciousinferencesof businessrelationships between ASs.

The list of open issuesthat we plan to addressin our future work includes:
1) modi cations to the algorithm to infer peering; 2) careful analysisof the trade-
o surface [19] of the problem, required for selectingthe value of the external
parameters (e.g. ) corresponding to the right answer; 3) detailed examination
of the structure of the AS graph directed by inferred AS relationships; 4) vali-
dation consideredas a set of constraints narrowing the range of feasible values
of external parameters; and 5) investigation of other AS-ranking mechanisms
responsible for the structure of the inferred AS hierarchy.
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