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Topologydiscovery by activeprobing
Bradley Huffaker, DanielPlummer, David Moore,andk claffy

Abstract— As the Internet has grown, so has the challengeof accurate
measurement and modeling of its topology. Commonly used but coarse
methodsof measuring topology, e.g., BGP tables, suffer fr om several lim-
itations. To pursue more accurate empirically-based topology modeling.
CAIDA began its MacroscopicTopology Project in 1998, The project fo-
cus is actively measuring topology and round trip time (RTT) informa-
tion acrossa wide cross-sectionof the commodity Internet. In this paper
we describeCAIDA's topology measurementarchitecture and our analysis
and visualization tools. We describedifferencesbetweenIP and AS (BGP-
based)granularities of topologymodeling,including advantagesand limita-
tions of both, aswell ashow correlation betweenboth typesof data canyield
more relevant insights. We intr oducefour new visualization metaphorsfor
handling macroscopictopology data, aswell asa tool for aggregatingmul-
tiple IP addressesinto the samephysical router. We highlight results of
our analyses,in particular relationshipsbetweenRTT and topology data,
and how sourceand destinationselectionand geopoliticalboundariesaffect
thoserelationships.
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I . INTRODUCTION

Internetusageis increasingasaccessto the Net grows, and
is critical for engineering,research,andmany collaborativeac-
tivities. It is dif�cult to imaginehow thedynamicallychanging
topologicalinfrastructureof theInternetlooksat any particular
moment.We currentlyhave limited understandconcerningthe
impactthatdynamicchangesin traf�c, topology, protocols,and
businesspracticeshaveon this new virtual frontier.

In itsearlyyears,monitoringInternettopologywasatractable
problem. However, afterexperiencingexponentialgrowth dur-
ing the 1990's, inferring connectivity from traf�c �o w hasbe-
comea dauntingtask. In 1998CAIDA beganits Macroscopic
TopologyProjectto collectandanalyzeInternet-widetopology
and latency (round trip time (RTT)) dataat a representatively
largescale.

In the courseof this projectCAIDA hascreatedseveral in-
novative measurement,analysis,and visualizationtools. The
primarytopologymeasurementtool weuseis skitter , which
collectsforwardIP pathandroundtrip times(RTTs) from more
thanone-halfmillion destinations.Duringourstudieswe found
thatwe neededto createa router-level map,which requiresag-
gregating IP addressesthat belong to interfaceson the same
router. Asaresultwedevelopedtheiffinder tool. For strate-
gic developmentof probedestinationlists relevant to theDNS
systemwecreateddnsstat .

Theskitter tool requiresa list of IP destinationaddresses
to probe. We currentlyhave � ve different IP addressdestina-
tion lists, eachtailoredto a speci�c problem. A given list has
betweena few hundredandmore thanone-halfmillion desti-
nations.Thetwo primary lists we usefocuson (1) coveringas
muchof theglobal Internetrouting systemaspossibleand(2)
analyzingperformanceto clientsof the DomainNameServer
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(DNS) root servers.Currently18 differentsourcemonitors,lo-
catedin Asia, Europe,andNorth America,monitor thesedes-
tination lists. CAIDA storestopologyand latency (RTT) data
daily for eachserver.1 CAIDA hasalsocreatedasetof toolsfor
analyzingandvisualizingthetopologydata,at variouslevelsof
aggregationgranularity.

In this paperwe alsocontrastan IP-level graphwith anAS-
level (AutonomousSystem)graphof theInternet.To clarify this
distinction,it is importantto understandthatroutingin theInter-
netoccursattwo distinctlevels,theIP addressandAS.2 Routing
amongISPsoccursvia thedestination-basedannouncementof
`reachable'addressspacefrom oneISP to another. A typical
`core' InternetrouterhasseveralIP interfacesthatconnectother
routers,which belongto otherISPs(ASes). Within anAS, the
IP hopcountis typically relevantto intra-ASpathselection,but
suchintra-ASIP hopcountis neitherknown norcommunicated
acrossASes.TheInternetcanthusbeconsidered�rst asa col-
lection of ASs andthenasa collectionof IP hopsinsideeach
AS.

While CAIDA's topologymeasurementtool (skitter ) col-
lectsIP level topologyinformation,we canabstracteachIP ad-
dressinto its corresponding(`originating')AS.Wewill describe
how AS graphscreatedfrom CAIDA's active probingmethod-
ology have severaladvantagesfor modelingandanalysisof In-
ternettopology, relative to commonlyusedtechniquesbasedon
BorderGateProtocol(BGP)tables.

I I . BACKGROUND

Onechallengeof Internetresearchis to accuratelymodelthe
topology and structureof hundredsof thousandsof intercon-
nectednetworksandmachines.Suchmodelingcanprovide in-
sight into how resourcesareused,how traf�c �o ws, andwhere
infrastructuralvulnerabilitiesmay lie. Therearecurrentlytwo
primary methodsfor inferring Internetstructure: using BGP
inter-domainrouting tables,andactively probingIP addresses
to tracetheactualpathsthatpacketstraversefrom sourceto des-
tination.

Many studiesusethe�rst method,e.g.,BorderGatewayPro-
tocol (BGP) [1] tablesfrom routers,to infer Internetstructure
(e.g. [2] [3] [4] [5]). BGP tableshave the advantagethat they
arerelatively easyto parse,processandcomprehend.BGPdata
is usefulfor determiningcorrespondencebetweenIP addresses
andnetwork pre�xesor ASes,andin analyzingdifferentrouting
policiesin theInternet[6].

However, despitewidespreadpublic availability, BGP data
suffersfrom severallimitations.BGPconnectivity doesnotcap-
tureredundancy of differentpartsof thenetwork or lateralcon-
nectivity amongregionalnetworks. It doesnot revealpublic or
privateexchangepointswithin the infrastructureor short-term
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AS path variation and AS load balancing. Most importantly,
BGP tablesdo not re�ect how traf�c actually travels toward a
destinationnetwork. BGPtablesprovideonly a singleperspec-
tive from a routertowarda destination,which, for several rea-
sons,maynot bedirectly re�ected in traversedpathdata.As a
result,wecanmakeonly limited inferencesaboutInternetstruc-
tureandfunctionusingBGPtabledata.

CAIDA built the skitter tool to overcometheselimita-
tions of existing datasources. In particular, skitter paths
representa�ner grainedandmorepreciseview of topologythan
canbeinferredfrom BGPtables.

I I I . METHODOLOGY

CAIDA's topology measurement tool consistsof three
maincomponents.

� Theskitter monitorimplementsInternetControlMessage
Protocol(ICMP) parsedtraceroutesto collect the forwardpath
from amonitorto agivendestination.skitter assignsavalue
to thetimeto live(TTL) �eld of everypacket. Theinitial packet
to a given destinationhasa TTL value of 1, and subsequent
packetsincrementtheTTL by onefor eachhop. Whenrouters
receive a packet they decrementtheTTL �eld by oneandthen
forwardthepacket. If theTTL �eld equalszeroatanintermedi-
aterouter, thatrouterrespondsto theprobewith anICMP TTL
expiredmessage.This processallows skitter to capturethe
addressesof intermediateroutersin thepath.Skitter contin-
uesto sendpacketswith incrementalTTL values;this process
terminateswheneither the destinationis reachedor thereis a
timeout[7].

� The gatheredtopology datais storedin arts++ [8] �les on
thelocalmonitorfor authenticated,encrypteddaily transferto a
centralrepository.

� The centralizedcollectorconnectsto thedataserver of each
monitorboxandstoresthetopologydatain acentralrepository.

In addition to theseprimary components,several smaller
functionsenhanceskitter 's functionality. Our centralcol-
lector machinerunsan apache web server that providesdesti-
nationlists to eachtopologymonitor. Eachmonitorhasa com-
mandline client (with anSSLclient certi�cate) thatdownloads
its destinationlist twicedaily. Wealsohaveawebserveroneach
monitorthatredirectsqueriesto our topologyprojecthomepage
to forestallpotentialcomplaintsfrom usersof probedmachines.

Destinations. We currentlyhave 18 active topology moni-
tors, segregatedinto four groupsaccordingto the destination
list they probe. Seven monitorsusea list of DNS clients, � ve
monitorsusean IPv4 spacelist, onemonitorusesa `small list'
(approximately1700destinations),andtheremaining� vemon-
itors usea list of web servers (approximately15,000destina-
tions). To createthe DNS clients list (58,000destinationIP
addresses)we monitoredDNS clientswho requestedinforma-
tion from DNS root serversandselectedoneaddressfrom each
BGP-routablepre�x in theRouteViewsBGPtable.To construct
the`IPv4addressspace'list (approximately661,000addresses)
we collecteda largenumberof addressesfrom varioussources
and selectedone respondingIP within eachroutable/24 seg-
ment,breakingup pre�xeslarger thena /24. For the web list
(approx.15,000destinations)we polleda groupof webservers.
The small list wasculled from theweb list but reducedin size

to increasethesamplingratefor eachdestination.
Cycles.A cycle representstheamountof timea monitorbox

requiresto probeevery destinationin its list one time. Each
topologymonitorhasa differentcycle time, in�uenced primar-
ily by thesizeof its destinationlist but alsoby the locationof
the monitor in the infrastructure,the maximumpackets trans-
missionrateof the source,and the amountof time the moni-
tor spendsprobingeachtargetserver. Themajorcontributor to
variancein cycle durationis the lengthof theforwardpathand
thenumberof non-responsive hops. Given theuniqueforward
topology con�gurationsacrossmonitor sources,theremay be
signi�cant varianceamongmonitor cycle time even for moni-
torsusingidenticallists.

Storage. IP topologytracesfrom multiple sourcesgenerate
a largevolumeof data. Organizationof this datais critical for
meaningfuldataanalysis. We have developedlong-termdata
storagetechniquesthatallow usto correlatedatafrom different
daysacrossmultiple monitors. We classifyandstoreindivid-
ual �les by server andday, wheredayis de�ned asthe24 hour
periodfrom midnightUTC.

Conversion fr om IP addresspaths to AS paths. For analy-
sesthat involve abstractionto ISPor network, we needto con-
vert observed IP addressesto AutonomousSystem(AS) num-
bers.BGPtablescontainAS pathsthatpacketsshouldtraverse
from a givenrouterto their destinationIP address(pre�x). The
AS at theendof anAS pathin a coreroutingtableshouldcor-
respondto theAS administratively responsiblefor a destination
IP addressinside the announcedpre�x. To map IP addresses
to ASeswe usecore BGP tablescollectedby the University
of Oregon's RouteViews Project[?], which in conjunctionwith
CAIDA's geographicalIP addressdatabaseallows us to depict
severalcompellingaspectsof inter-AS Internetstructure.

IV. ADVANTAGES AND L IMITATIONS

Any attemptto measuredatafrom adynamicsystemwill have
limitationsandadvantages.Weoutlineseverallimitationsof our
topologymappingprojectandexplainhow weaddressthem.

A. Activedatacollection

skitter usesactive probing techniquesto infer internal
routing structureof the Internet. Becausethe currentInternet
is much larger than we can realistically probe,we recognize
our inability to capturecompleteconnectivity, particularlywith
regardto lateralconnectivity [9] [10]. We addressthis limita-
tion in threeways. First, we usemany monitorsstrategically
placedaroundthe global Internet. The purposeis to probe
from multiple locationsandthusreducedependenceon down-
streamconnectivity. Dispersedsourcesalsoimprove estimates
of lateralconnectivity amongnodes,a major limitation in any
single-monitorprobing system. Second,our topology project
usesmuch larger destinationlists thanotherstudies,carefully
screenedandoptimizedto maximizereachabilityover time. Fi-
nally, we havecollectedover threeyearsof skitterdata,provid-
ing uswith a largedatabasefor longitudinalstudies.

B. LoadBalancing

Topologicalloadbalancingpresentsauniqueobstacleto con-
structingInternetmodelsviaactiveprobing.Consecutiveprobes
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Fig. 1. The differencebetweenthephysicalandskitter topologyis causedby
skitterrecordingonly oneinterfaceona link.

from a single monitor to a speci�c destinationoften produce
pathsthatdivergealongintermediatehops.Thisdivergencemay
derivefrom routingchangesor con�guredloadbalancing.Load
balancingcausesaperiodicintentional̀ pathinstability' in order
to forcea percentageof traf�c ontoanalternative link. Without
a schemeto recognizeload balancing,skitter will inaccu-
rately classify load balancinginstancesassetsof independent
paths.

C. if�nder

A singlemonitorwill probe(andrecord)a singleinterfacein
eachintermediaterouteralongthepathto a destination.When
a secondmonitorprobesthesamedestination,it is possiblethat
its probewill bereceivedonadifferentinterfaceonthesamein-
termediaterouterfrom that interfacetraversedby the�rst mon-
itor's probes.This situationwill introducea spuriousnodebe-
causeskitter will classifythedifferentinterfacesasseparate
routers. The resultingfalsely createdconnectivity will affect
subsequentanalysisof IP graphs,mostseriouslythein�ation of
calculationof shortestpaths(Figure1).

To minimize the effect of this type of error we developeda
tool called iffinder [11]. iffinder sendsa probeUDP
packetto anunusedportonarouterinterface.Many routerswill
reply to sucha packet with an ICMP PORT UNREACHABLE
error, with the packet's sourceaddressset to that of the inter-
faceof the unicastroute back to the probingsource. Probing
oneinterfaceandreceiving suchanerrorpacket from adifferent
interfaceallows usto infer that thetwo interfacesbelongto the
samephysicalrouter.

We have demonstratedthe ability of skitter to gener-
ate and producemodelsof large setsof Internetdata. In the
next sectionwe describevisualizationtechniquesthatallow re-
searchersto analyzethesecomplex datasets.

V. OVERVIEW OF V ISUALIZATION TECHNIQUES

A. Problemof large topologies

Thedynamicnatureof theInternetcreatesa challengeto vi-
sualizetopologicalchangesratherthanstaticsnapshots.Wecol-
lecteda macroscopicsetof links duringa time window of sev-
eral daysandassumedthat all the links werevalid during that
window. Selectionof window size involved tradeoffs. Larger
windows allow collectionof many morelinks becauseexisting
routeschangeandnew pathsincreasetheprobabilityof observ-
ing new links. Thedisadvantageis thatsomeof theselinks will
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Fig. 2. Daily andcumulative countsof uniquelinks andIPsaddressesobserved

beinvalid by theendof thewindow interval if theroutechange
wastheresultof transitionto anew link. Figure2 showsthedif-
ferentaccumulationratesfor links, routers,andall IP addresses
observedin a month-longmeasurementwindow. While thecu-
mulative numberof observed links increaseslinearly over the
observed time period, the numberof links per day drops by
about20%. The total numberof IP addressesobserved also
grows, albeitmuchmoreslowly thanthe link count,while the
daily totalof IP addressesseenremainsfairly constant.

A future aim of CAIDA's topology project is to determine
how much topology of a given AS (in particular large tier 1
ASes)we cancaptureon a givenday. We will compareknown
physicaltopologyof anAS with theskitter -observedstruc-
ture,andvary theobservationtimewindow to determinetheex-
tentof falseconnectivity we mistakenly infer (i.e., connectivity
lossthatderivesfrom naturalrouting dynamics).We hypothe-
sizethatthemajority of falselinks occuroutsideof thedomain
of themajorproviders,whosenetworksappearto bemoresta-
ble.

Given the size of the network and the large numberof in-
dependentvariablesthatcanbeassignedto eachcomponent,it
is impossibleto createa uni�ed visualizationthat capturesall
pertinenttopology information. Ratherthan creatinga single
tool, we have developedfour differentvisualizationtechniques,
whichwedescribein thenext section,eachof whichemphasizes
differentaspectsof Internettopology.

B. ASCoreGraph

Our �rst visualizationimplementsthetechniquediscussedin
SectionIII to convert IP addressesto AS numbersanddisplay
peeringrelationshipsamongtheseASes.BecausetheAS graph
exhibits highly meshedconnectivity within its core,all central
nodesare largely interconnected.In contrast,the majority of
leafASesconnectto relatively few ASesandin many cases,only
to one.As a result,depictingleaf ASesmaycluttera visualiza-
tion, obscuringtheconnectivity densityof centralnodesrather
thanelucidatingrelationships.

To reducethe visual complexity imposedby leaf ASes,we
positionnodeswith lowerconnectivity at theedgeof theimage,
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Fig.3. AS CoreGraph:Areasin whiterepresentthederivedcoreInternetgraph.
Interestingly, mostlargerprovider links in Asia andEuropearewithin their
own continentor within theAmericas;few directlinks gobetweenAsiaand
Europe.

by settingthe radiusof thenodeequalto theoutdegree(Equa-
tion 1).
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(1)

This methodof nodedifferentiationalso reducesserver-based
biasbecausewe usefew serversto collect pathsto many des-
tinations. Pathsfrom a singleor small numberof sourcesto a
largernumberof destinationsresembleatree.Thelargestfanout
occursat pointsthatprovide transitto many differentlocations
andaretypically locatedtowardthecenterof theinfrastructure.
Outdegreevaluescapturethis phenomenonbetterthanindegree
values.

Wealsorankalink' simportancewith a weight metric,which
is setto thesmallerof thetwo weightsof thenodesat eachend
of the link. Thoselinks of lower importanceareplotted �rst,
sothatmoreimportantlinks will overwritethemandincreasein
prominence.To depictgeographicalrelationshipsamongASes
we usethe geographiclongitudevalueof the AS headquarters
calculatedbyourNetGeo[12] tool to computethenode'sangular
position(Equation2).

1

�2�
�3	�45��'6�7�5�&��	98;:.��#���<��5#&�������9=�� (2)

Figure 3 shows the AS graphseenfrom 15 CAIDA topology
monitorsduringthe�rst weekof August2001.

C. DispersionGraph

AlthoughtheAS CoreGraphprovidesa usefulmacroscopic
Internetvisualization,it obscuresconnectivity of any individual
server. A differenttechnique,thedispersiongraph, allowsvisu-
alizationof theASdispersionof pathsobservedfrom a skit-
ter source. EachpathcontainsIP addressesof intermediate
nodesbetweenthesourceandthedestination.

Figure4 is an exampleof an ASdispersion graphfrom our
San Diego skitter monitor. This graph re�ects complete
tracesto 21,574differentdestinationsobservedduringa24-hour
periodon April 27th, 2000. The x-axis representsthe IP hop
numberalongthe path. The gray scale3 andnumericlabel in
theverticalbarsat eachhopidentify theAS responsiblefor the
IP addressat this hop. Theheightof thebarrepresentsthepro-
portion of pathsthat passedthrougha particularAS at a given
hop.Areasaregraywhenthesetof pathsdisperseinto toomany
distinct ASesto delineateclearly in the plot. We sort the data
from the bottomby proportionof pathstraveling througheach
AS. Blackbarsindicatepathsthathaveterminatedin fewer than
24 IP hops.

D. HyperbolicSpace

Walrus is a visualizationtool thatcandisplaylargegraphs
(relevant to characterizea large IP) in 3D hyperbolic space,
basedupon techniquesdevelopedby TamaraMunzner [13].
Similar to the AS Coregraphtechnique,walrus is designed
to captureIP topology. It can be usedto visualize tree-like
graphsthat have a meaningfulspanningtree with a relatively
smallnumberof non-treelinks. Thehyperboliclayouttechnique
overcomestraditional computationaldif�culties of visualizing
largegraphsin two ways. First, thecomputationalcostof lay-
out includesonly thespanningtreein thecalculationssincetree
layout techniquesscalebetterthanthosefor generalgraphlay-
out. Second,theproblemof displayinga largegraphona small
screenscaleswell with hyperbolicgeometry, which providesa
focus-and-context view thatresemblesacontinuous�sh-eyedis-
tortion in threedimensions.This approachallows the userto
examine�ne detailsof asmallareawhile maintainingaview of
the whole graphasa frameof reference.The usercanexam-
ine arbitraryareasof the entiregraphby interactively moving
thefocus.Walrus doeshave the limitation that it requiresthe
graphto have a spanningtree,which in turn requiresarti�cial
impositionof a treefor most large scaleInternetgraphs.This
arti�cial spanningtreecandistort intuitive expectationof node
placement.

E. Bidirectionalpaths

In somecasesit is convenient to display only a subsetof
paths. This techniqueallows one to focus on a speci�c set
of pathsbetweena given sourceand destination(e.g., load-
balanced,or �apping). CAIDA developeda techniqueto depict
asetof bidirectionalpathsfrom onesourceto asmallsetof des-
tinations(30 or fewer). Thetechniqueuseshorizontalspaceto
depicttheAS responsiblefor routingto a givenIP address,and
verticalspaceto depictthenumberof IP hopsfrom thesource.
Figure6 shows the setof pathsfrom our SanDiego topology
monitor to all othernodesin the destinationlist XXX for 1-3
January2001.

VI . OVERVIEW RESULTS FROM skitter ANALYSES

We presentresultsfrom threeindividual CAIDA studiesthat
useskitter andassociatedtools. Eachstudydemonstrates
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Fig. 4. AS dispersionplot for CAIDA's SanDiego,USskitter topologymonitor, 24hours,27April 2000.
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Fig. 6. Multipath visualizationtechnique:bidirectionalIP pathsfrom CAIDA's SanDiego topologymonitorto all otherCAIDA monitorsfor 1-3January2001.

the ability of active probing to reveal Internet topology for a
unique,speci�c problem.

A. Transitproviders for internationallinks in thePaci�c Rim

Goal: To studywhichcompaniesandcountriesprovideinter-
nationalintra-Paci�c Internettransit.

Data: We usedthe membersof the Asia Paci�c Economic
Cooperationforum (APEC)asour list of targetcountries.The
list includes14 countriesin Asia, threein North America,two
in SouthAmerica,andtwo in Oceania.For thosecountrieslarge

enoughto spanacrossacontinent(US,Canada,Russia),welim-
ited thedestinationsto locationsthatwe coulddeterminewere
on or nearthe Paci�c coast. While thereare multiple Paci�c
coastdestinationsin theUSA andCanada,Russiahadnoneout-
sideof Europeandwasremovedfrom thisstudy.

Method: The �rst two weeksin November1999 we mea-
suredthepercentageof timesa server wasobservedto provide
transitfor agivenpath.Weclassi�edanAS (or country)aspro-
viding transitif it wasneitherthesourcenor thedestinationAS
(or country)but appearedat leastoncein thepath.
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Fig. 5. Hyperbolic layout visualization: CAIDA's SanDiego, CA topology
monitor;link tree

Results: Four major ISPsappearin 52% of all traces. Of
thesefour, only oneis not registeredin theUS (TELEGLOBE,
ASN 6453, registeredin Canada). Table I shows that US
providerswereusedfor transitfor over 71.5%of all measured
internationalpaths. This datadoesnot imply that no backup
pathsexisted,but thatpreferredpathspassedalmostexclusively
throughtheUS.[14]

B. Geopoliticalclassi�cationof largeRTTDNSclients

Goal: To correlateDNSlatency performancewith geograph-
ical locationof DNS clients,for theDNS rootsystem.

Method: For eachprobecycle we classifythelatency (RTT)
to a destinationaslarge if it is greaterthanthe90th percentile
of the overall RTT distribution for this cycle. Typically, large
RTTs have valuesgreaterthan500msandoccasionallyasgreat
as1000ms.WeconsiderRTT distributionsindependentlyacross
cycles,becauseof signi�cant diurnalvariationsin thedata(net-
works are more congestedduring businesshours, less so at
night).

Results: Figure7 comparesgeographicaldistribution of IP
addressesin the target list with geographicaldistribution of
those IP addresseswith large RTTs seenin Decemberand
March.This datashows thatIPsfrom Asia,SouthAmericaand
Africa appeardisproportionatelyrelative to their representation
in thetargetlist.

C. Comparisonof multipledistancemetrics

Goal: To comparedifferentmeasurementsof distancebe-
tweensourceanddestinationin termsof their utility in server
selection.

Method: We usedskitter to gatherforward IP hopsand
RTT to selecteddestinations.skitter is similar to ping and
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Fig. 7. Geographicaldistribution of IP addressesin the entireDNS client list
versusthosewith statisticallylargeRTTs in DecemberandMarch.
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Fig.8. Successratesfor thedifferentdistance/performancemetricsacrossmon-
itors. DatacollectedApril 5th,2001

traceroute but usesmoreaccuratekerneltimestamps.Suc-
cessis thepercentageof trails in which thatmetricsuccessfully
selectedthedestinationwith thelowerRTT.

Results: Figure8 presentsresultsstrati�ed by metric,plot-
tedasafunctionof (i.e.,x-axis)monitorlocationanddestination
list. RTTrefersto themedianRTT for a destinationfor thepre-
vious day, Geo usesthe greatcircle (circumferenceof globe)
distancebetweenthe monitor andthe destination,IP is the IP
pathlengthandASis theAS pathlength.

Thepercentageof successfultrialsvariedwidely amongmet-
rics. For eachmetric(with theexceptionof thegeographicdis-
tance)varianceamongmonitorswassmall.TheRTT metricre-
sultedin a lowerscorefor theIPv4 list thantheDNS list, likely
becausethe IPv4 list is polledonly oncedaily. As a result,we
under-sampleIPv4 destinations,renderingit lesslikely that the
medianwill accuratelyre�ect typical behavior.
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TABLE I

T
¯

RANSIT COUNTRY MATRIX

all AU CA C H JP KR MX NZ SEA SWA TW US
US 71.5 77.8 82.0 90.3 49.5 61.6 100.0 79.6 63.0 97.8 83.5
CA 13.3 8.3 4.9 37.5 2.1 27.5 22.3 1.3 0.2
AU 2.8 18.4 46.1 1.6 0.4
JP 1.2 1.4 7.4 10.5 12.0 0.3
NZ 0.9 3.7

EUR 0.7 2.1 1.7 4.2 27.0
UK 0.7 0.0 0.0 0.1 0.0 5.8 21.1 0.2
SEA 0.3 0.7 5.6
AR 0.1 5.2
AE 0.1 1.9
CH 0.1 2.8
MM 0.1 1.6

� EUR: Europeancountries,exceptfor theUnitedKingdom
� SEA (South-EastAsia): Brunei,Indonesia,PapuaNew Guinea,Philippines,Singapore,ThailandandViet Nam
� C H: ChinaandHongKong
� SWA (South-West-America):Chile andPeru

An emptyspacemeanswehadno tracesof thatcategory; 0.0meansthatthevalueis lessthan0.1%.

VII . CONCLUSIONS

Since1998, CAIDA hasusedits IP topology probing tool
(skitter ) to inferpropertiesof macroscopicInternettopology
andperformance.Theseactive probingtechniqueshold several
advantagesover other topology inferencetechniques.By de-
ploying 18 sourcemonitorsworldwide, many probing greater
than one-halfmillion destinationaddresses,CAIDA hasbeen
ableto gatherdatathatallows for modelingInternetinfrastruc-
tural characteristicsthathave thusfar beenonly examinedtan-
gentiallyif at all.

CAIDA's probing infrastructureprovides a richer model of
Internettopologythanonebasedon BGPtables. In particular,
activeprobingtechniquesusingmultiplemonitorscapturemuch
morelateralconnectivity thanBGPtables.CAIDA hasusedthis
datato correlateInternetstructureto geographicallocation as
well asto comparedifferentmetricsthatmeasureperformance
[15].

We have integratedseveral tools with skitter , someof
which integratea wide variety of informationinto our existing
data,i.e. usinggeographicaldatato mapconnectivity. Other
tools assistwith resolvingambiguitiesin the data,e.g, useof
iffinder to aggregateIP addressesinto routernodes.

Many dif�culties in understandingchangingInternettopol-
ogy rely on the integrity of datacollectionandlarge datasets
without mechanismsto �lter andaggregate. Network datain-
herentlylendsitself to graph-basedvisualization,andCAIDA
hasdevelopeda suiteof tools in pursuitof greaterinsight from
thesedatasets.Eachtool hasbeendesignedto allow researchers
to focuson speci�c aspectsof thedataset,suchascomponents
thatconstitutethenetwork corein anAS graph.

We have presentedsynopsesof resultsfrom several CAIDA
macroscopictopologystudies.Our resultsdemonstratethatour
measurementapproachis suf�ciently �e xible to supporta wide
variety of analyses.This �e xibility is the resultof engineered
softwareintegrationof otherdatamodules(e.g. conversionof
IP addressesto ASesthroughBGP tables)with which we can

generategeographicalmappings,comparemetrics,andperform
otheranalysesbeyondthescopeof traditional(i.e.,BGP-based)
topologyanalysistechniques.

VI I I . FUTURE WORK

We havefour immediateresearchgoalsthatrely primarily on
IP-level topologydata.

Coveragecomparison. As mentionedin SectionV, we are
trying to use skitter data to comparea known backbone
topologyof a givenAS with topologyinferredby CAIDA's ac-
tiveprobes.In particular, we hopeto quantifytheaccumulation
of falselinks overtime,andin generaltheability to capturepre-
cisetopologyof agivenASvia remotebutstrategicallydesigned
activeprobing.

Load balancing. CAIDA will useskitter datato iden-
tify andstudyloadbalancingin theInternet.First, for links that
are observed as unstableover time, we will determinewhich
instabilitiesare due to load balancingversustrue instabilities
(i.e. routersremovedfrom thenetwork). Second,we will iden-
tify andtaxonomizedifferenttypesof load balancing.Finally,
we will attemptto build techniquesto derive physicalnetwork
topologyfrom thatobservedby IP topologyprobes.In particu-
lar, we will developgraph-theoretically-basedalgorithmsto re-
movefalselinks.

Path length. We will quantifymeasuresof pathlengths. In
particular, whenskitter returnsa completepathto a given
destination,is that paththe shortestpossiblein the IP address
graph?If not,whatis thedistanceof theshortestpath?

Monitors We plan to continueto increaseour global Inter-
net topologycoverageby placingadditionaltopologymonitors
worldwide. We recognizethat it is critical to continuethecare-
ful, strategic selectionof bothsourceanddestinationaddresses
to maximizethemarginalutility of addingeither(sourceor des-
tination)to CAIDA'smeasurementinfrastructure.Theselection
of monitorlocationhasreceivedlittle researchattention,andwe
recognizeits importance. Our goal for the next 12 monthsis
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to target increasedsourceanddestinationin underrepresented
regions(e.g.Asia,Africa andSouthAmerica).
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