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Abstract—

The Domain Name System(DNS) is a critical component
of the modem Internet. It providesa critical link between
human usersand Inter net routing infrastructur e by map-
ping host namesto IP addresses.The DNS is a hierarchy
of distributed systemof sewers anchored at 13 DNS root
sewers.

In this paper we examine the macroscopic connectvity
betweenthe DNS root servers and the worldwide popula-
tion of their clients. We study the impact of the geograph-
ical locations of root serwers on the latency of serwer-client
connections.We alsoproposea methodologyto estimatethe
effectsof root servers' relocation.

We found that all root setvers can be clustered in four
groups that closely correlate with their geographical posi-
tions. Servers in the samegroup are nearly indistinguish-
ablefor their clientsin terms of latency and canreplaceone
anotherin providing DNS sewvicesto the clients. M-r oot, the
only root sewver in Asia, is in a group of its own and, there-
fore,is the mostcrucial for its clientsin terms of the latency
increasein caseof its unavailability. Clients in Europe ap-
pear to berelatively underprovisionedand may merit an ad-
ditional root server. Clients in North America appear over-
provisioned. One of the US sewvers may be a suitable candi-
datefor relocationto a differ ent regionof the world.
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I. INTRODUCTION
A. TheDomainNameSystem

The Domain Name Systemis a fundamentaland in-
dispensablecomponentof the moderninternet[1]. In
essencethe DNS is a globally distributed and decentral-
izeddatabasef network identi ers. Its mostcommonuse
by faris to resolvehostnamesnto Internetaddressesr his
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mappingoccurscontinually for example everytimeauser
visits a web page,sendsan email messagegr usesanin-
stantmessagingervice. The DNS alsosenesa number
of otherpurposesincludingreversemappingaddresse
namesJocating mail exchangeseners,and several other
albeitlesscommonfunctions.

TheDNS s basedn aclassicclient-serer schemd?2].
Programgallednameserves constitutethe sener half of
the mechanismegachnamesener is responsibl€authori-
tative) for its own pieceof thedatabaseClients(resolves)
createqueriesand sendthemacrossthe network to name
seners. In mostcasesnetwork applicationssuchasweb
browsersand mail transferagentshave integral DNS re-
solver clients. DNS seners, on the otherhand,are typi-
cally dedicatedapplications.

Oneof the mostimportantpropertiesof the DNS is its
useof hierarchicahamespacegdhis hierarcly is manifest
throughthe standard‘dot” notationusedin web site and
domainnames.For example,in orderto reacha machine
with the name“not.invisible.net”, onemustsenda query
to the DNS sener responsiblefor machinesand/orsub-
domainsin the domain“.invisible.net. The authoritatve
machinefor “.invisible.net”will belookedup by sending
aqueryto thesener authoritatvely responsibldor “.net”.
Sucha sener is calleda global top-level domain(gTLD)
sener. InformationontheappropriategTLD senercanbe
obtainedfrom oneof theroot seners. Currentlythereare
11gTLD senersandl13rootseners.

The recursve processof hameresolutionis transpar
entto an enduserbut may contrikute signi cantly to the
overall delay of establishinga connection[3]. The root
senersexperienceheary load becausehey arethe start-
ing pointsfor DNS clients (applicationswhenresolving
hostnames.A typical root sener recevesbetween5000
and 8000 queriesper second;this load appeargo grow
linearly in proportionto the numberof registereddomain
nameg4]. Clearly, proper secureandef cient operation
of therootsenersis crucialfor functioningof thelnternet.

The most popular DNS implementationin use today
on Unix systemss the Berkeley InternetNameDomain
(BIND) software[5].1 Otherimplementation®f the DNS

! Thereare several versionsof BIND that propagtein the Internet
infrastructure.Someversionsaredramaticallydifferent,beinga com-



speci cationsarealsoavailable,includingdjbdns[6], and
Microsoft's DNS software bundledwith its Windows op-
eratingsystemg7].

Figure 1 shaws the locationsof existing root seners
aroundthe world. The geographicadistribution is highly
uneven,with six rootsenersontheUS Eastcoastfour on
the US Westcoasttwo in Europe,andonein JapanEach
DNS root sener is administeredndependenthby a sep-
arateorganizationandusesdiversetypesof hardwareand
operatingsystems.

Numerousorganizationsareinterestedn hostinga root
namesener sinceit brings prestigeand, to someextent,
control. The Root Sener SelectionAdvisory Committee
(RSSAC)isatechnicakdvisorycommittegor thelnternet
Corporationfor AssignedNamesandNumbers(ICANN).
Oneof its responsibilitiess to advised CANN ontheplace-
mentof future root nameseners. On behalfof RSSAC,
CAIDA is gatheringmeasuremendatato help determine
architecturallystrategic locationsandto provide unbiased
recommendationsn optimalseners' placemeni8].
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Fig. 1. Thegeographidocationsof DNS root seners. Seners
markedwith ™*' currentlydonothave co-locatedCAIDA skitter
monitors.

B. Relatedwork

Theindispensableole of the DNS in Internetfunction-
ing andits unparalleledscalepromptedmultiple studies
of DNS performanceper se[9], [10],[11],[12] and of its
contritution to overall web performancd13],[3],[14]. In
thesestudiesmeasurementareusuallytaken at a limited
numberof locationsin the Internettopologyandanalysis
is focusedon effectsof errorsin DNSimplementationand
on caching. In an ongoingproject,Cho, et al. [15] mon-
itor the DNS root namesener performancdrom various
partsof the Internetby active probing. They seekto de-
veloptechnicaimethoddor assessintherootnamesener
systemperformanceandfor planningits futurerecon gu-
rations.

Liston, et al. [16] identi ed variousDNS performance
metrics(completionandsuccessatesof resolvingnames,

pleterewrite from scratch.

the meanresponsdime for completediookups,the root
andgTLD senersthatarefavoredby the sites,the distri-
butionof TTLs acrossrames)andstudiedocation-related
variationsof thesemetrics. The measurementa/ere ob-
tainedfrom 75 differentinternetlocationsin 21 countries.
Liston, et al. concludethat the greatestperformancesn-
hancementsanbeachievedby reducingtheresponsd¢ime
of intermediate-leel senersratherthanthetop-level root
andgTLD seners. They state,however, thata moreeq-
uitablechoiceof placemenbf thegTLD senersin partic-
ular hasthe potentialto sign cantly affect userperceved
performance.Note that althoughthe resultspresentedn
our paperdealwith the placemenbf theroot seners,our
measurementandapproachcanbe expandedo evaluate
thegTLD senersaswell.

Otherstudieshave consideredhe DNS in conjunction
with the more generalproblem of nearestsener selec-
tion. Shaikh, et al. [17] evaluatedthe effectivenessof
DNS-basedsener selection. They foundthat DNS-based
schemesypically disableclient-sidecachingof nameres-
olution results. The negative consequencesf this policy
aretwo-fold: a) considerabléncreaseof nameresolution
overheador theclient,especiallywhenthenumberof em-
beddedobjects, e.g., imagesand adwertisementssened
from multiple sourcesncreasesb) growth of the number
of queriesto authoritatve DNS seners and the network
trafc incurredby thesequeries. Shaikh,etal. propose
modi cations to the DNS protocolto improve the accu-
ragy of the DNS-basedener selectiontechnique.

Somegawa, et al. [18] examinedsener selectionmech-
anismsemployed by differentDNS implementationgre-
ciprocalalgorithmin BIND-8, bestsenerin BIND-9, uni-
form algorithmin djbdnsandWindows 2000)2 asa case
studyfor thegeneraproblemof bestsenerplacementand
selection.They useddatacollectedby Cho,etal. [15] and
simulatedeffectsof differentsener selectiormechanisms.
Som@awa, et al. found that the reciprocalalgorithmis
more suitablefor the Internetervironmentthanthe other
two currentlyimplementechlgorithms.They alsoshoved
thatthe properuseof sener selectionalgorithmsis essen-
tial for the stability of the DNS service.

Il. METHODOLOGY

A. Datacollection

For this study we use the data obtainedas part of
CAIDA's macroscopictopology probing project [19].

2The reciprocalalgorithm selectsa sener with a probability recip-
rocal to a certainmetric. The bestsener algorithmchoosesa sener
with the bestmetric. The uniform algorithm selectseachsener with
uniform probability



CAIDA hasdeplgyed its topology probing tool skit-
ter [20] at hostsco-locatedwith the DNS root seners.
At the time of this studywe have instrumentedL1 out of
13root seners;atthistime A andJrootswereco-located
(they nolongerare)andsosharedamonitor Theadminis-
trationof theC rootsenerhasnotrespondedo ourrequest
to hosta skitter ~ monitorattheir site. The monitor de-
ployedatthelL rootsenerhashadintermittenttroubles.
Theskitter  tool actively measuresonnectvity and
performancef the network betweerthe monitorhostand
a pre-determinedarget list of destinations.lIt iteratively
sendsb2-byteICMP echorequestpaclets,incrementally
increasingtheir time-to-live valuesuntil a paclet reaches
thetargethost. Eachtraceis arecordof thelP addressesf
respondingntermediaterouterson the forward pathfrom
the sourceto the target destinationaswell asthe round-
trip time (RTT) to the destination. Suchmeasurements,
typically madefrom 1 to 15 times daily (the frequeng
dependingprimarily on the size of the list), characterize
macroscopiacconnectiity betweenthe topology monitor
andthedestinatiorhostsonits probelist.

B. Targetlist

In orderto study the global connectity of the root
senersto their clients, we neededa representate target
list. Ideally we would lik e to monitoradestinatiorin each
124 pre X, but this is impossible. We attemptedo nd a
destinationin eachglobally routablepre x2 from a vast
pool of IP addressesendingmessage$o the DNS root
nameseners.Wealsorestrictedhesizeof thetargetlist to
betweerll00and200thousandhddresseslhesizerestric-
tion ensureshatatypicaltopologymonitorpollseachdes-
tinationsatleast3-5timesin a 24 hourperiodthusmaking
RTT measuremenigsssensitve to diurnalvariations but
avoiding over-sampling.

We usedthe CAIDA dnsstat  utility [22] to passiely
monitorDNS queriesattheA, D, E,F, H, I, K, andM root
seners. On eachroot sener, numbersof messagesnd
numberof queries(but not the subjectsof queries)were
countedfor 24 hoursandrecordedogethemwith sourcelP
addressesriginating thesemessages.Theseaggreated
statisticsyielded nearly 2 million client addressesepre-
senting, however, only about52K routablepre xes out
of 118K pre xesin the BGP tablefrom March 18, 2002.
Thereforewe couldafford to increaseéhecoverageof large
pre xesstill within the optimal list size. In orderto add
destinationsuniformly acrossthe IPv4 space we started
by splitting each/8 pre x into two /9 pre xesandsearch-

3We considera pre x “globally routable'if it is presentn the com-

binedRouteViews BGP table[21] at the time we compiledthe desti-
nationlist.

ing for a destinationin eachhalf. We thenrepeatedhis
processby splitting each/9 pre x into two /10 pre xes,
andso on, andcountingavailable addresseat eachlevel
of granularity

We madeour nal selectionof destinationswhenwe
reachedhe /21 level becauseghe numberof hostsavail-
able at the next level /22 exceededour desiredlimit. If
multiple destinationsin the samepre X were presentin
the collecteddnsstat  les, we selectedone basedon
thefollowing criteria:

preferlP addresseom theold DNS Clientslist usedin
our previous DNS relatedstudiesin 2000-2001[23], [24].

prefer IP addresseseenby the largestnumberof the
DNSrootseners.
The resulting DNS Clients list has about 140K destina-
tions. We have beenmonitoringthis list sincethe end of
March2002.

C. RTTmeasuements

Whena clientaddressearootsenerwith arequestthe
responsdime is a sumof two componentsthe RTT be-
tweentheclientandthe sener, andtherequesprocessing
time. Several otherstudieshave consideredhe actualre-
sponseime of the DNS roots[3],[10],[11]. In this paper
we focusstrictly onthe RTT componenthatis dueto the
paclet propagtionin the infrastructure. We have exam-
ined how the location (both geographicabnd virtual) of
root senerswith respecto their clientsaffectsthelateny
of client-serer connections.

Our analysidgs basedn thefollowing assumptions.

1. Althoughthesizeof theDNS Clientslist is tiny in com-
parisonwith thetotal numberof namesenersin thelnter
net, this list is representatie of the overall populationof
therootseners' clients. Therefore purconclusiongiravn
from measuringhe limited sampleof clientsarearguably
representate of theglobal DNS system.

2. RTTs collectedby our topology monitors for probe
ICMP paclets are approximatelythe sameas DNS re-
sponsdimesactuallyexperiencedy root seners' clients.
This approximations valid if the requesiprocessindime
is smallin comparisorwith the propa@tiontime. Mea-
surementsomparingthe ICMP probeRTT andthe DNS
responséimesareavailableat[25]. Bothtimesseento be
in sufcient agreemento validatethis assumption.

3. Whenchoosingamongroot seners,a client selectshe
root sener with the lowestRTT andalways addresse#t
with its DNS requestslf thisbestsenerbecomesinavail-
able,the client switchesto the secondbestandsoon, the
rank numberincreasingin the increasingorderof RTTs.
This assumptioris asimpli cation of theactualalgorithm
for sener selectionusedby BIND, which makessurethat



eventually a client will addressall root seners, not only
thebestonewith the shortestespons¢ime. However, the
bestsenerwill be usedmostfrequently This propertyof
the BIND algorithmlendscredibility to our approach.

4. Our topology monitors normally collect three values
of RTT for eachclientin a 24 hour period. We useme-
dian RTT as a representatie metric of the lateny be-
tweenclientsandroot seners. Generally RTTs arein u-
encedoy diurnalnetwork patternsaandby multiple random
short-livedfactors(e.g.,link congestiongueuing,routing
changes).However, we have shavn [24] thatthe median
RTT derivedfrom acertainsetof previously obsenedval-
uesis astableandreliablemetricof theproximity between
two Internethosts.* While prior informationcannot pre-
dict the absolutevalue of RTT, it consistentlyachiezesa
high positive correlationto the currentlateny of a con-
nection.

1. RESULTS

We have analyzedneweekof tracescollectedby topol-
ogy monitorsco-locatedvith theA, B, D, E,F, G, H, |, K,
andM root senersfrom July 14 to July 20,2002. At that
time, about108.5K destinationsn our list wererespond-
ing to skitter ICMP probes> For eachreplying desti-
nations,our monitorscollectedbetweer8 and7 RTTs per
day.

A. Signi canceofindividual rootserves

BIND implementsan afnity algorithm that causes
client namesenersto selectintelligently amongall avail-
ableroot seners. It choosesa randomstartingpoint, cy-
clesthroughthe root seners, rememberinghe response
time for each,andsortsthe root senersinto groupshased
ontheobseredvaluesof RTT. Subsequenjueriesaredi-
rectedto senersin theclosesigroupin aroundrobinfash-
ion. As aresult,aclientthatis “close'(in termsof lateng)
to aparticularrootsenerwill querythatsener mostof the
time, only occasionallygueryingotherrootsenersthatare
furtheraway. Accordingly, eachroot sener acquiresa set
of client hostswho preferits servicesover thoseof other
roots.

Should a root sener becomeunavailable, its clients
would experiencean increasein responseime to their
DNS requestselatedto how far the “secondclosest'root
sener is from eachclient. We analyzearoot sener's 'im-
portance'basedon the greaterthe numberof clientswho

“De ned asthelateng of connectiorbetweerthesehosts.

SFrom our previous experiencewith monitoringof otherdestination
lists, we know thatthe numberof replyingdestinationglecreasewith
time atatypical decayrateof 2-3% permonth.[26]

wouldexperiencencreasedateng in suchasituation,and
themagnitudeof thoseincreases.

In our measurementghe topology monitors simulate
rootseners,andtargetdestinationsn the DNS Clientslist
representhe generapopulationof clients. For eachdesti-
nationclient,;n = 1::N in ourlist we did thefollowing.
Fromaweekof datawe determinednedianRTTs to each
monitor f mRTTf’i g;i = 1::10, roundedthemto integers,
andranked themin increasingorder The differencebe-
tweenthe lowestRTT andthe secondlowestRTT is the
increasedatenq that this client would experienceif its
best("closest'in lateng) senerbecameaunavailable.

RTT, = RTTnsecond_lowest RTTAOWESt

We then groupeddestinationsinto ten subgroupsby
their bestseners and calculatedthe complementarycu-
mulative distribution functions(CCDFs)of f RTT,gin
eachsubgroup( gure 2). Herethe x-axisis the increase
in lateng; y(x) is the countof clientsfor which the in-
creasdn lateny dueto removal of their bestrootseneris
greaterthanx. Thehigherthe curve,the moreclientswill
be adwerselyaffectedby theremoval of thatsener. In the
legendthe senersaresortedby the averageheightof the
correspondingurves.
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Fig. 2. Increasef lateny causedy arootsenerremoval. The
cunesareCCDFsof the numberof clients.

The M root sener in Tokyo is the one with the high-
estcurve. A steepdrop of its CCDFat RTT of about
100msmeanghatdisablingthe M rootwould causea no-
ticeableincreasein lateny of about100 ms or morefor
the vastmajority of its clients. Most other CCDF curves
dropsteeplyatsmallvaluesof RTT. Thefasteracurve
dropsalongthe x-axis,thefewer clientsof thisroot sener
areaffectedby its removal from serviceandthesmallerin-



creasen lateng they would experience For example,if E
rootor H rootbecameaunavailable,for 80%of their clients
theincreaseof RTT would belessthan20 ms.

It is not surprisingthatthe M root sener standsout in
globalimportancesinceit is the only root sener in Asia.
Clientsfor which it is the bestsener arealsomostlikely
locatedin Asia (cf. [19], [24] aboutcorrelationbetween
geographicdistanceand RTT) and thus are far from all
other root seners. Without M root their DNS service
would degradesigni cantly. However, if one of the root
senersin the US is down, the otherUS root senersare
nearbyandprovide an acceptabldackupwith a minimal
increaseof RTT to theUS clients.

B. Rootserverclustes

We have de ned andstudiedthe metric of distancebe-
tweenagivenpairof rootsenersS; andS,. We considerl
subsebf destinationg client g; k = 1::K thatrespondo
bothtopologymonitorsco-locatedwith theseseners. For
eachdestinationin thissubseive nd themedianRTTsto
eachof thetwo monitorsderivedfrom aweekof measure-
ments:mRTTS! andmRTT 2. Thedistancebetweera
pairof rootsenersD (S1; Sp) is:

mRTTS! mRTTS?

1 X
D(S1iS) = o @

k=1

This metricmeasuretheaverageabsolutedeviation be-
tweenthetwo setsof RTTs andrepresentshe virtual dis-
tancebetweenrthe two root senersasviewed by the des-
tinationsin the DNS Clientslist. The closerthe resem-
blancebetweerthetwo RTT distributions,the shorterthe
distance,and the more indistinguishablein termsof la-
teng variationsthesesenersareto the clientsthat have
connectvity to bothof them.

Next we identi ed clustersof the root senersbasedon
their virtual proximity in termsof the metric above, and
thusdeterminedoot sener groups(“root families”). The
resultingclusterg(tablel) satisfytwo requirements:

For eachsener, its closestneighboris always in the
samegroup.

All distancesdbetweenmembersof the samegroup are
lower thanto memberof othergroups.

Tablel is diagonallysymmetric.Four clustersof seners
that we found in virtual spacecorrelateremarkablywell
with the seners' geographicalocation. Thereforethe
nameof eachgroupre ectsthesmallesgeographicegion
thatincludesall the senersin the samegroup.

Senersin Group 1 (Europe)are lesssimilar to each
otherthanthosein Group2 and3 (US), possiblybecause

Europearsenersaregeographicallymorespreacout. All
senersof the group2 (US-East)arevery closeto Wash-
ingtonDC, while all senersof thegroup3 (US-West)are
in California. TheM rootseneris in a Group4 of its own
becausét is geographicallyso remotefrom all otherroot
seners. Unsurprisingly it appearghat within eachclus-
ter, ary one sener canfunctionally replaceanotherone
with theleastRTT increasexperiencedy their clients.

C. Rootserverclusters andtheir clients

As previously mentionedwe assumehata client uses
only its bestsener for lookupsandif this sener becomes
unavailable,the client switchesto the secondbestsener.
In Sectionlll-B we found that seners attributed to the
samegroup are closeto eachotherin virtual spaceand
nearlyindistinguishableo their clientsin termsof connec-
tion latencies.Thereforeif the bestsener of a particular
clientbelongsto GroupX andthatgroupconsistsof more
thanonesener, thenthe secondbestsener of this client
mostlikely is in the sameroot family. In otherwords,
a client dependgrimarily on root senersfrom a certain
groupfor the DNS service.

We subdvided all hostsin our targetlist into four sub-
setscorrespondindo four groupsof root senersin Table
I. We associatec hostwith a given groupif its median
RTT (derived from a week of obsenations)is lowestto
oneof the root senersin this group. Columnsl, 2, and
3in Tablell shav root families,the numberof monitored
rootsenersin eachfamily, andthe numberof destinations
in the subsetssociatedavith this family.

We thenstudiedthe geographicatlistribution of clients
in eachsubset. We usedthe commerciallyavailable tool
IXMapper [27] in orderto determinethe geographido-
cationof eachhostin our tamgetlist. Figure 3 shows the
distribution of the four subsetsof destinationsy conti-
nentsand countries. The left column lists the four root
families.Eachhorizontalbaris coloredby continentsand,
when spaceallows, namesthe largestcontrikuting coun-
tries within eachcontinent. Note that the IxMapper 's
placementanbeimprecise(cf. discussiorin [24]). The
proposedocationis obviously wrongif the RTT from at
leastone of our topology monitorsto this destinationis
lower thanthe propagtion time of the speedof light in

ber. This problemtarnishedabout10%of destinationsn
the DNS Clientslist andthey wereexcludedfrom Figure
3.

As expected,we found a strong correlation between
the geographicalocation of clientsandthe geographical
group of senersthey prefer(i.e. have lowestRTTs to).
The clients of oneroot family tendto be geographically
closerto senersin thatgroupthanto the others.This cor



Groupl Group?2 Group3 Group4
Europe US-East US-West Tokyo, Japan
k-root | i-root || a&j-root | g-root | h-root | d-root || f-root | e-root | b-root m-root
k-root 0.0 | 128.6| 191.7 | 171.0| 154.7| 151.6 | 161.1| 176.2| 194.6 235.7
i-root | 128.6| 0.0 167.2 | 1749 | 172.4| 170.1| 181.1| 182.7 | 190.8 232.7
a&j-root | 191.7 | 167.2 0.0 96.5 | 98.1 | 97.7 || 132.6| 134.8 | 141.7 251.9
g-root | 171.0| 174.9 96.5 0.0 955 | 915 || 128.4| 133.5| 134.0 231.6
h-root | 154.7 | 172.4 98.1 95.5 0.0 91.5 || 115.0| 120.3| 135.9 225.0
d-root | 151.6 | 170.1 97.7 915 | 915 0.0 128.3| 127.3| 138.5 229.3
f-root | 161.1| 181.1| 132.6 | 128.4| 115.0| 128.3| 0.0 | 90.2 | 95.9 196.8
e-root | 176.2 | 182.7|| 134.8 | 133.5| 120.3 | 127.3| 90.2 | 0.0 | 104.2 209.7
b-root | 194.6 | 190.8|| 141.7 | 134.0| 135.9 | 138.5| 95.9 | 104.2| 0.0 206.1
\ m-root \ 235.7\ 232.7H 251.9 ] 231.6\ 225.0\ 229.3 H 196.8\ 209.7\ 206.1 H 0.0 \
TABLE |
ROOT FAMILIES.
| Groups | Monitoredrootsseners | Destinationgpreferred| All rootseners |
1. Europe 2(18.2%) 24,387(23.7%) 2 (15.4%)
2. US-East 5 (45.5%) 42,978(41.7%) 6 (46.2%)
3. US-West 3(27.3%) 24,343(23.6%) 4 (30.8%)
4. Tokyo, Japan 1(9.1%) 11,386(11.0%) 1(7.7%)
| Total | 11 (100%) | 103,094(100%) | 13(100%) |
TABLE I
ROOT FAMILIES AND CORRESPONDING SUBSETS OF DESTINATIONS. PERCENTAGES ARE RELATIVE TO THE TOTAL OF EACH
COLUMN.
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South America 8,17
Europe 8,67
Africa B.17

RAsia 27.17

Oceania 3.27

Fig. 3. Geographicainakeupof destinatiorsubsetdy continentsandcountries.Percentagesf destinationsn agivencountryare
relative to the numberof destinationsn eachindividual subset.

relationimplies that the location of senerswith respect
to the prevalentlocationsof clientsis a signi cant factor

affectingoverall DNS performance.

Is it possibleto improve the ef ciency of the DNS ser
vice by optimizingthe placemenbf existing root seners?
On onehand,if a sener canbe placedin the vicinity of
thoseclients that are geographicallyfar from their cur
rentbestrootseners,thentheir DNS servicewill improve.

Thisresultfurthersupportsndings of [23] thatrootsener
clientsin Africa, SouthAmerica, andto a lesserdegree

Asia appearto be undersered in comparisorwith North

America and Europe. On the other hand, it would be
wrong to distribute the existing root seners "uniformly”

aroundtheglobe. At presentthe numberof Internetusers
in North AmericaandEuropeexceedghe numberof users
in Africa, SouthAmerica, and Asia by an orderof mag-



nitude[28]. Moving senersto theseatter continentswill

improve the DNS servicefor a smallernumberof clients,
but would likely degradeit for a much larger numberof
clients.

Is the currentgeographidistribution of senersaround
the world closeto optimalthen? The datawe have to an-
swerthis questioraresomeavhatincompletesincetwo root
seners(C andL) remainuninstrumentedHowever, C is
on the Eastcoast,andL on the Westcoastof the US (cf.
Figurel). For the sale of estimationwe attributedthese
rootsenersto the correspondingootfamiliesthusadding
column4 to Tablell. Assumingthatour DNS Clientslist
is representaie of the worldwide populationof clients,
we comparethe percentagef senersin eachroot family
with the percentagef destinationsened by this family
(columns4 and 3). The comparisorshavs that Group 1
(Europe)is most seriouslyunderpraisioned, while both
US groupshave proportionallymore senersthenclients.
Thereforeif the total numberof root senersremainsthe
samein the future, US senersare (again, unsurprisingly)
the bestcandidatedor relocationto otherregions of the
world.

D. Impactof a root serverrelocation

We developedandtesteda methodologyto simulatethe
effect of a possiblesener relocation. Supposehatoneof
the existing root senersis moved elsavhere. How would
this move affectthe DNS performancdor differentgroups
of clients?

In theexamplethatfollows, we considereddmsterdam,
NL asapossiblesitefor relocatingoneof the existing root
seners.A backupsener for theK-root, K-peer is located
in Amsterdam.Although currentlythe K-peeris not pro-

viding DNS servicesijt is provisionedwith the necessary

hardware and software andis sufciently well-connected
to the network thatit could easilyreplacethe servicesof
K-root if necessaryThesecharacteristicsnale K-peera
suitablecandidatdor our simulation.We installedatopol-
ogy probingmonitoratK-peerandpolledthe DNS Clients
destinatiorist from this host. We usedaweekof datacol-
lectedin July 2002atrootsenersandatK-peerto estimate
guantitatvely the potentialchangesn macroscopiddNS
performance.

As in Sectionlll-A, for eachdestinationin the DNS
Clients list we calculated(roundedto integers) median
RTTsto eachmonitormeTTnSi g;i = 1::10, andranked
themin increasingorder We alsofoundthe medianRTT
betweeneach destinationand K-peer - mRTTK Peer,
SupposéghatK-peerbecomes root sener insteadof one
of theexistingsenersS;. If MRTTK Pee' is smallerthan
mRTTS thentheclientwill experienceanimprovement

in serviceasthe resultof this change.Clientsfor whom
MRTTK Peer is smallerthanthe smallestRTT from the
setof RTTs to existing roots, will alwaysbene t regard-
lessof which of the currentroot senerswerereplacedoy
the K-peer However, if mRTTX Pee' is larger thanthe
MinimumRTT from theset,thenroot DNS servicefor this
clientwould deterioratef its currentbestroot senerwere
movedto Amsterdam.
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Fig. 4. Lateny changecausedy arootsenerrelocation.The

cunesare CCDFsof the numberof clients. The negative curve

labeledas “k-peer Amsterdam,NL” shaws the clients whose
connectionto the K-peerwould have a lateny lower thanto

ary rootsener. Thepositive curvesshaw alateny increasalue
to a relocationof the correspondingoot sener to Amsterdam,
NL.

Figure4 shows the numberof clientsaffectedby a hy-
potheticalrelocationof onerootsener (wherewe try each
oneat a time) to Amsterdam. The x-axis is the absolute
valueof the lateny changeandthe y-axisis the countof
clients. The curvesare CCDFs. Negative valuesindicate
the numberof clientsfor which the lateny decreasedby
a givenvalue of x or more. The positive valuesindicate
the numberof clientsfor which the lateng increasedy a
givenvalueof x or more.

The single curve of negative valuescorrespondso the
caseof MRTTX Pee < mRTTY forary i = 1:10,
thatis, anRTT to the K-peerbeinglower thanto ary root
sener S;. For theseclients,the servicewould alwaysim-
prove if oneexisting root sener were moved in Amster
dam. Theamountof decreasethteng for themis always
the differencebetweenmRTTK Pee" and mRT T)owest,
Therefore the negative curve remainsthe sameregardless
of which seneris hypotheticallyrelocated.



Curwesof positive valuescorrespondo the casewhen
the mRTT to K-peeris not the smallestamongall. If
thebestsener for a clientis hypotheticallyremoved, then
theincreasedateny would bethedifferencebetweerthe
original lowestRTT in the setandthe secondowestRTT
determinedafter the mRTTK Pee is addedto the set.
Otherwisethe clients are not affectedat all and thus not
accountedor in Figure4.

Sinceall the curvesin the negative region arethe same,
the fewer the numberof clientsin the positve region as
well asthe lessthe amountof RTT increaseincurredby
thoseclients, the more bene cial the relocationof that
sener is overall. For eachsener, we calculatethe netef-
fect of its imaginaryrelocationto Amsterdanby combin-
ing resultinglateng increaseanddecreasetgether Fig-
ure 5 shaws the 5%, 25%, 50%, 75%, and 95% quartiles
of theresultingdistributions. If thebulk of thef RTTnxg
distribution for a given sener is below the x-axis, then
relocationof this sener will have an overall positive ef-
fect. If the bulk of the distribution is abore the x-axis,
then moving this sener would degradethe overall DNS
service. If the distribution is centeredaroundthe x-axis,
thenthe numbersof clients positively and negatively af-
fected by relocatingthis sener would be approximately
equal.

We notethatfrom our measurement®oot senersk, G,
andH maybe suitablecandidate$or therelocation.First,
thesesenershave the fewestnumberof clientswho actu-
ally usethemfor DNS lookups(their positive curvesare
lowestin gure 4). Secondthe correspondinggombined
lateny changedistributionsin gure 5 are mostly below
the x-axis. The numberof their clients for whom RTT
would deteriorate(positve RTT) is insigni cant, and
theincreases usuallylessthan25 ms.

IV. CONCLUSION AND FUTURE WORK

We have usedCAIDA topologyprobemonitorsandlists
of clientsgatheredat DNS root senersin orderto analyze
theconnectiity betweertherootsandtheworldwide pop-
ulation of their clients. We have considerechow the ge-
ographicallocationsof root senerswith respectto those
of the clientsthey sene in uence obsered performance.
We also developedand testeda methodologysimulating
theeffectsof rootsenerrelocation.Our mainconclusions
follow.

1. In termsof theimpactof lateng increaseon clientsof
the root sener systemif it were removed, the most cru-
cial root sener by far is M-root, the only root sener in
Asia. M-root senesthe majority of Asian clientsandif
it becameunavailable,its clientswould have to useother
root senersin the US or Europe. For a large percentage
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Fig. 5. Combineddistributionsof latengy changedueto poten-
tial relocationof root nameseners.

of thoseclientsthelateny would increaseby a signi cant

amount,e.g.,morethan100 ms. In contrast for the two

groupsof US roots,their geographiaf nity to eachother
providesary given client with a chanceto switch to an-
otherroot with little increasedateng if thatclient's best
(‘closest')sener becomesinavailable.

2. The geographicadlistribution of root senersplaysthe
mostimportantrole for overall performance Clientsnor-

mally have lower RTTs to geographicallynearbyseners
andso naturallyusethesesenersfor lookups. If theroot
seners were distributed in accordancewith the current
geographicdistribution of their clients, it would bene t

clientsthatarecurrentlyfaraway from our 13rootseners;
all clientswould have the opportunityto usearoot sener
thatis geographicallloseto them.

3. Ouranalysisbasedon geographicallygroupingseners
andclientsinto four groupsdemonstratetheunsurprising
resultthat US root clients appearto be overprovisioned.
Therefore,if it is impossibleto add nen root seners,
RSSAC/ICANN shouldrelocatesomeUS root senersto

Asia and Europe. As an example,we simulatedsucha
relocationof eachroot sener, oneat atime, to whereK-

peeris currentlylocated(Amsterdam Netherlands).The
simulationshavedthatout of 11 root senersthatCAIDA

monitoredfor this study G, E, and H-root are the most
suitablecandidatesor relocation.

The analysispresentedn this paperdoesnot take into
accounttraf ¢ load of the senersor load balancingfac-
tors; theseare areasfor valuablefuture study We also
planto switchsomeotherCAIDA topologymonitors,i.e.,
thosenot co-locatedwith root seners,to probethe desti-



nationsin our DNS Clientslist for about2-3 weeks.With

thesenew tracesfrom thosemonitorslocatedin otherge-
ographicregions,we canexpandour analysisto simulate
a variety of scenario®f potentialfuture root sener loca-
tions. Indeedjnstrumentingary potentialrootsererloca-
tion with sucha topologyprobemonitorwould allow this
sortof simulationandprovide empiricalbasisfor whathas
becomean increasinglypolitically sensitve policy deci-
sion.
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