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Abstract—
The Domain NameSystem(DNS) is a critical component

of the modern Inter net. It provides a critical link between
human users and Inter net routing infrastructur e by map-
ping host namesto IP addresses.The DNS is a hierarchy
of distrib uted systemof servers anchored at 13 DNS root
servers.

In this paper we examine the macroscopicconnectivity
betweenthe DNS root servers and the worldwide popula-
tion of their clients. We study the impact of the geograph-
ical locations of root servers on the latency of server-client
connections.Wealsoproposea methodologyto estimatethe
effectsof root servers' relocation.

We found that all root servers can be clustered in four
groups that closely correlate with their geographical posi-
tions. Servers in the samegroup are nearly indistinguish-
able for their clients in terms of latencyand can replaceone
another in providing DNSservicesto the clients. M-r oot, the
only root server in Asia, is in a group of its own and, there-
fore, is the most crucial for its clients in terms of the latency
increasein caseof its unavailability . Clients in Europe ap-
pear to berelatively underprovisionedand may merit an ad-
ditional root server. Clients in North America appear over-
provisioned.One of the US servers may be a suitable candi-
date for relocationto a differ ent regionof the world.

Keywords—DNSRTT root server placement

I . INTRODUCTION

A. TheDomainNameSystem

The Domain Name Systemis a fundamentaland in-
dispensablecomponentof the modernInternet [1]. In
essence,the DNS is a globally distributedanddecentral-
izeddatabaseof network identi�ers. Its mostcommonuse
by faris to resolvehostnamesinto Internetaddresses.This
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mappingoccurscontinually, for example,everytimeauser
visits a webpage,sendsanemailmessage,or usesan in-
stantmessagingservice. The DNS alsoservesa number
of otherpurposes,includingreversemappingaddressesto
names,locatingmail exchangeservers,andseveral other
albeitlesscommonfunctions.

TheDNS is basedonaclassicclient-serverscheme[2].
Programscallednameservers constitutetheserver half of
themechanism;eachnameserver is responsible(authori-
tative) for its own pieceof thedatabase.Clients(resolvers)
createqueriesandsendthemacrossthenetwork to name
servers. In mostcases,network applicationssuchasweb
browsersandmail transferagentshave integral DNS re-
solver clients. DNS servers,on the otherhand,aretypi-
cally dedicatedapplications.

Oneof themostimportantpropertiesof theDNS is its
useof hierarchicalnamespaces.Thishierarchy is manifest
throughthe standard“dot” notationusedin web site and
domainnames.For example,in orderto reacha machine
with the name“not.invisible.net”,onemustsenda query
to the DNS server responsiblefor machinesand/orsub-
domainsin the domain“.invisible.net.” The authoritative
machinefor “.invisible.net”will be lookedup by sending
aqueryto theserverauthoritatively responsiblefor “.net”.
Sucha server is calleda global top-level domain(gTLD)
server. InformationontheappropriategTLD servercanbe
obtainedfrom oneof theroot servers.Currentlythereare
11gTLD serversand13 rootservers.

The recursive processof nameresolutionis transpar-
ent to an enduserbut may contribute signi�cantly to the
overall delay of establishinga connection[3]. The root
serversexperienceheavy load becausethey arethe start-
ing points for DNS clients(applications)whenresolving
hostnames.A typical root server receivesbetween5000
and 8000 queriesper second;this load appearsto grow
linearly in proportionto thenumberof registereddomain
names[4]. Clearly, proper, secureandef�cient operation
of therootserversis crucialfor functioningof theInternet.

The most popular DNS implementationin use today
on Unix systemsis the Berkeley InternetNameDomain
(BIND) software[5].1 Otherimplementationsof theDNS

1Thereareseveral versionsof BIND that propagate in the Internet
infrastructure.Someversionsaredramaticallydifferent,beinga com-
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speci�cationsarealsoavailable,includingdjbdns[6], and
Microsoft's DNS softwarebundledwith its Windows op-
eratingsystems[7].

Figure 1 shows the locationsof existing root servers
aroundtheworld. Thegeographicaldistribution is highly
uneven,with six rootserversontheUSEastcoast,four on
theUS Westcoast,two in Europe,andonein Japan.Each
DNS root server is administeredindependentlyby a sep-
arateorganizationandusesdiversetypesof hardwareand
operatingsystems.

Numerousorganizationsareinterestedin hostinga root
nameserver sinceit bringsprestigeand, to someextent,
control. The Root Server SelectionAdvisory Committee
(RSSAC) is atechnicaladvisorycommitteefor theInternet
Corporationfor AssignedNamesandNumbers(ICANN).
Oneof its responsibilitiesis toadviseICANN ontheplace-
mentof future root nameservers. On behalfof RSSAC,
CAIDA is gatheringmeasurementdatato help determine
architecturallystrategic locationsandto provide unbiased
recommendationsonoptimalservers' placement[8].

San Francisco ( E, F )

* *Los Angeles ( B, L   ) Washington DC ( A, C*, D, G, H, J )

Stockholm ( I )

Tokyo ( M )

London ( K )

Fig. 1. Thegeographiclocationsof DNS root servers. Servers
markedwith `*' currentlydonothaveco-locatedCAIDA skitter
monitors.

B. Relatedwork

Theindispensablerole of theDNS in Internetfunction-
ing and its unparalleledscalepromptedmultiple studies
of DNS performanceper se[9], [10],[11],[12] andof its
contribution to overall web performance[13],[3],[14]. In
thesestudies,measurementsareusuallytakenat a limited
numberof locationsin the Internettopologyandanalysis
is focusedoneffectsof errorsin DNSimplementationsand
on caching. In an ongoingproject,Cho,et al. [15] mon-
itor the DNS root nameserver performancefrom various
partsof the Internetby active probing. They seekto de-
veloptechnicalmethodsfor assessingtherootnameserver
systemperformanceandfor planningits futurerecon�gu-
rations.

Liston, et al. [16] identi�ed variousDNS performance
metrics(completionandsuccessratesof resolvingnames,

pleterewrite from scratch.

the meanresponsetime for completedlookups,the root
andgTLD serversthatarefavoredby thesites,thedistri-
butionof TTLs acrossnames),andstudiedlocation-related
variationsof thesemetrics. The measurementswereob-
tainedfrom 75differentInternetlocationsin 21 countries.
Liston, et al. concludethat the greatestperformanceen-
hancementscanbeachievedby reducingtheresponsetime
of intermediate-level serversratherthanthetop-level root
andgTLD servers. They state,however, that a moreeq-
uitablechoiceof placementof thegTLD serversin partic-
ular hasthepotentialto sign�cantly affect user-perceived
performance.Note that althoughthe resultspresentedin
our paperdealwith theplacementof theroot servers,our
measurementsandapproachcanbe expandedto evaluate
thegTLD serversaswell.

Otherstudieshave consideredthe DNS in conjunction
with the more generalproblem of nearestserver selec-
tion. Shaikh, et al. [17] evaluatedthe effectivenessof
DNS-basedserver selection.They foundthatDNS-based
schemestypically disableclient-sidecachingof nameres-
olution results. The negative consequencesof this policy
aretwo-fold: a) considerableincreaseof nameresolution
overheadfor theclient,especiallywhenthenumberof em-
beddedobjects,e.g., imagesand advertisements,served
from multiple sourcesincreases;b) growth of thenumber
of queriesto authoritative DNS servers and the network
traf�c incurredby thesequeries.Shaikh,et al. propose
modi�cations to the DNS protocol to improve the accu-
racy of theDNS-basedserverselectiontechnique.

Somegawa,et al. [18] examinedserver selectionmech-
anismsemployed by differentDNS implementations(re-
ciprocalalgorithmin BIND-8, bestserver in BIND-9, uni-
form algorithmin djbdnsandWindows 2000)2 asa case
studyfor thegeneralproblemof bestserverplacementand
selection.They useddatacollectedby Cho,etal. [15] and
simulatedeffectsof differentserverselectionmechanisms.
Somegawa, et al. found that the reciprocalalgorithm is
moresuitablefor the Internetenvironmentthanthe other
two currentlyimplementedalgorithms.They alsoshowed
thattheproperuseof server selectionalgorithmsis essen-
tial for thestabilityof theDNSservice.

I I . METHODOLOGY

A. Datacollection

For this study we use the data obtainedas part of
CAIDA's macroscopictopology probing project [19].

2The reciprocalalgorithmselectsa server with a probability recip-
rocal to a certainmetric. The bestserver algorithmchoosesa server
with the bestmetric. The uniform algorithmselectseachserver with
uniformprobability.
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CAIDA has deployed its topology probing tool skit-
ter [20] at hostsco-locatedwith the DNS root servers.
At the time of this studywe have instrumented11 out of
13 root servers;at this time A andJ rootswereco-located
(they nolongerare)andsosharedamonitor. Theadminis-
trationof theC rootserverhasnotrespondedtoourrequest
to hosta skitter monitorat their site. Themonitorde-
ployedat theL rootserverhashadintermittenttroubles.

Theskitter tool actively measuresconnectivity and
performanceof thenetwork betweenthemonitorhostand
a pre-determinedtarget list of destinations.It iteratively
sends52-byteICMP echorequestpackets, incrementally
increasingtheir time-to-live valuesuntil a packet reaches
thetargethost.Eachtraceis arecordof theIP addressesof
respondingintermediaterouterson theforwardpathfrom
the sourceto the target destination,aswell asthe round-
trip time (RTT) to the destination. Suchmeasurements,
typically madefrom 1 to 15 times daily (the frequency
dependingprimarily on the sizeof the list), characterize
macroscopicconnectivity betweenthe topology monitor
andthedestinationhostson its probelist.

B. Target list

In order to study the global connectivity of the root
serversto their clients,we neededa representative target
list. Ideallywewould like to monitoradestinationin each
/24 pre�x, but this is impossible.We attemptedto �nd a
destinationin eachglobally routablepre�x 3 from a vast
pool of IP addressessendingmessagesto the DNS root
nameservers.Wealsorestrictedthesizeof thetargetlist to
between100and200thousandaddresses.Thesizerestric-
tion ensuresthatatypicaltopologymonitorpollseachdes-
tinationsat least3-5timesin a24hourperiodthusmaking
RTT measurementslesssensitive to diurnalvariations,but
avoidingover-sampling.

We usedtheCAIDA dnsstat utility [22] to passively
monitorDNSqueriesat theA, D, E, F, H, I, K, andM root
servers. On eachroot server, numbersof messagesand
numberof queries(but not the subjectsof queries)were
countedfor 24hoursandrecordedtogetherwith sourceIP
addressesoriginating thesemessages.Theseaggregated
statisticsyieldednearly2 million client addressesrepre-
senting,however, only about 52K routablepre�xes out
of 118K pre�xesin theBGP tablefrom March18, 2002.
Thereforewecouldafford to increasethecoverageof large
pre�xesstill within the optimal list size. In order to add
destinationsuniformly acrossthe IPv4 space,we started
by splitting each/8 pre�x into two /9 pre�xesandsearch-

3We considera pre�x `globally routable' if it is presentin thecom-
binedRouteViews BGPtable[21] at the time we compiledthedesti-
nationlist.

ing for a destinationin eachhalf. We thenrepeatedthis
processby splitting each/9 pre�x into two /10 pre�xes,
andso on, andcountingavailableaddressesat eachlevel
of granularity.

We madeour �nal selectionof destinationswhen we
reachedthe /21 level becausethe numberof hostsavail-
able at the next level /22 exceededour desiredlimit. If
multiple destinationsin the samepre�x were presentin
the collecteddnsstat �les, we selectedone basedon
thefollowing criteria:
� preferIP addressesfrom theold DNSClientslist usedin
ourpreviousDNSrelatedstudiesin 2000-2001[23], [24].
� prefer IP addressesseenby the largestnumberof the
DNSrootservers.
The resultingDNS Clients list hasabout140K destina-
tions. We have beenmonitoringthis list sincethe endof
March2002.

C. RTTmeasurements

Whenaclientaddressesarootserverwith arequest,the
responsetime is a sumof two components:the RTT be-
tweentheclientandtheserver, andtherequestprocessing
time. Severalotherstudieshave consideredtheactualre-
sponsetime of theDNS roots[3],[10],[11]. In this paper
we focusstrictly on theRTT componentthat is dueto the
packet propagation in the infrastructure.We have exam-
ined how the location (both geographicalandvirtual) of
root serverswith respectto their clientsaffectsthelatency
of client-serverconnections.

Ouranalysisis basedon thefollowing assumptions.
1. Althoughthesizeof theDNSClientslist is tiny in com-
parisonwith thetotalnumberof nameserversin theInter-
net, this list is representative of the overall populationof
therootservers' clients.Therefore,ourconclusionsdrawn
from measuringthelimited sampleof clientsarearguably
representativeof theglobalDNSsystem.
2. RTTs collectedby our topology monitors for probe
ICMP packets are approximatelythe sameas DNS re-
sponsetimesactuallyexperiencedby root servers' clients.
This approximationis valid if therequestprocessingtime
is small in comparisonwith the propagation time. Mea-
surementscomparingthe ICMP probeRTT andthe DNS
responsetimesareavailableat [25]. Bothtimesseemto be
in suf�cient agreementto validatethisassumption.
3. Whenchoosingamongroot servers,a client selectsthe
root server with the lowestRTT andalwaysaddressesit
with its DNSrequests.If thisbestserverbecomesunavail-
able,theclient switchesto thesecondbestandsoon, the
rank numberincreasingin the increasingorderof RTTs.
Thisassumptionis asimpli�cation of theactualalgorithm
for server selectionusedby BIND, which makessurethat
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eventuallya client will addressall root servers,not only
thebestonewith theshortestresponsetime. However, the
bestserver will beusedmostfrequently. This propertyof
theBIND algorithmlendscredibility to ourapproach.
4. Our topology monitors normally collect three values
of RTT for eachclient in a 24 hour period. We useme-
dian RTT as a representative metric of the latency be-
tweenclientsandroot servers. Generally, RTTs arein�u-
encedby diurnalnetwork patternsandby multiplerandom
short-livedfactors(e.g.,link congestion,queuing,routing
changes).However, we have shown [24] that the median
RTT derivedfrom acertainsetof previouslyobservedval-
uesis astableandreliablemetricof theproximity between
two Internethosts.4 While prior informationcannot pre-
dict the absolutevalueof RTT, it consistentlyachievesa
high positive correlationto the currentlatency of a con-
nection.

I I I . RESULTS

Wehaveanalyzedoneweekof tracescollectedby topol-
ogymonitorsco-locatedwith theA, B, D, E, F, G, H, I, K,
andM root serversfrom July 14 to July 20, 2002.At that
time, about108.5Kdestinationsin our list wererespond-
ing to skitter ICMP probes.5 For eachreplyingdesti-
nations,our monitorscollectedbetween3 and7 RTTs per
day.

A. Signi�canceof individual root servers

BIND implementsan af�nity algorithm that causes
client nameserversto selectintelligently amongall avail-
ableroot servers. It choosesa randomstartingpoint, cy-
cles throughthe root servers, rememberingthe response
time for each,andsortstheroot serversinto groupsbased
on theobservedvaluesof RTT. Subsequentqueriesaredi-
rectedto serversin theclosestgroupin aroundrobin fash-
ion. As aresult,aclient thatis `close'(in termsof latency)
to aparticularrootserverwill querythatservermostof the
time,only occasionallyqueryingotherrootserversthatare
furtheraway. Accordingly, eachroot server acquiresa set
of client hostswho preferits servicesover thoseof other
roots.

Should a root server becomeunavailable, its clients
would experiencean increasein responsetime to their
DNS requestsrelatedto how far the `secondclosest'root
server is from eachclient. We analyzea root server's `im-
portance'basedon thegreaterthenumberof clientswho

4De�ned asthelatency of connectionbetweenthesehosts.
5Fromour previousexperiencewith monitoringof otherdestination

lists,we know thatthenumberof replyingdestinationsdecreaseswith
timeata typicaldecayrateof 2-3%permonth.[26]

wouldexperienceincreasedlatency in suchasituation,and
themagnitudeof thoseincreases.

In our measurements,the topology monitorssimulate
rootservers,andtargetdestinationsin theDNSClientslist
representthegeneralpopulationof clients.For eachdesti-
nationclient n ; n = 1::N in our list we did thefollowing.
Froma weekof datawe determinedmedianRTTs to each
monitorf mRTTSi

n g; i = 1::10, roundedthemto integers,
andranked themin increasingorder. The differencebe-
tweenthe lowestRTT andthe secondlowestRTT is the
increasedlatency that this client would experienceif its
best(`closest'in latency) serverbecameunavailable.

� RTTn = RTT second lowest
n � RTT lowest

n
We then groupeddestinationsinto ten subgroupsby

their bestservers and calculatedthe complementarycu-
mulative distribution functions(CCDFs)of f � RTTng in
eachsubgroup(�gure 2). Herethe x-axis is the increase
in latency; y(x) is the countof clients for which the in-
creasein latency dueto removal of theirbestrootserver is
greaterthanx. Thehigherthecurve, themoreclientswill
beadverselyaffectedby theremoval of thatserver. In the
legendtheserversaresortedby theaverageheightof the
correspondingcurves.
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Fig.2. Increaseof latency causedby arootserverremoval. The
curvesareCCDFsof thenumberof clients.

The M root server in Tokyo is the one with the high-
estcurve. A steepdrop of its CCDF at � RTT of about
100msmeansthatdisablingtheM rootwouldcauseano-
ticeableincreasein latency of about100 ms or morefor
the vastmajority of its clients. Most otherCCDF curves
dropsteeplyat smallvaluesof � RTT. Thefastera curve
dropsalongthex-axis,thefewerclientsof this rootserver
areaffectedby its removal from serviceandthesmallerin-



5

creasein latency they wouldexperience.For example,if E
rootor H rootbecameunavailable,for 80%of theirclients
theincreaseof RTT wouldbelessthan20ms.

It is not surprisingthat the M root server standsout in
global importancesinceit is theonly root server in Asia.
Clientsfor which it is thebestserver arealsomostlikely
locatedin Asia (cf. [19], [24] aboutcorrelationbetween
geographicdistanceand RTT) and thus are far from all
other root servers. Without M root their DNS service
would degradesigni�cantly. However, if oneof the root
servers in the US is down, the otherUS root serversare
nearbyandprovide anacceptablebackupwith a minimal
increaseof RTT to theUSclients.

B. Rootserverclusters

We have de�ned andstudiedthemetricof distancebe-
tweenagivenpairof rootserversS1 andS2. Weconsidera
subsetof destinationsf client kg; k = 1::K thatrespondto
bothtopologymonitorsco-locatedwith theseservers.For
eachdestinationin thissubsetwe �nd themedianRTTs to
eachof thetwo monitorsderivedfrom aweekof measure-
ments:mRTTS1

k andmRTTS2
k . Thedistancebetweena

pairof root serversD(S1; S2) is:

D (S1; S2) =
1
K

KX

k=1

�
�
�
�mRTTS1

k � mRTTS2
k

�
�
�
� (1)

Thismetricmeasurestheaverageabsolutedeviationbe-
tweenthetwo setsof RTTs andrepresentsthevirtual dis-
tancebetweenthe two root serversasviewedby thedes-
tinationsin the DNS Clients list. The closerthe resem-
blancebetweenthetwo RTT distributions,theshorterthe
distance,and the more indistinguishablein termsof la-
tency variationstheseserversare to the clients that have
connectivity to bothof them.

Next we identi�ed clustersof theroot serversbasedon
their virtual proximity in termsof the metric above, and
thusdeterminedroot server groups(”root families”). The
resultingclusters(tableI) satisfytwo requirements:
� For eachserver, its closestneighboris always in the
samegroup.
� All distancesbetweenmembersof the samegroupare
lower thanto membersof othergroups.

TableI is diagonallysymmetric.Fourclustersof servers
that we found in virtual spacecorrelateremarkablywell
with the servers' geographicallocation. Thereforethe
nameof eachgroupre�ects thesmallestgeographicregion
thatincludesall theserversin thesamegroup.

Servers in Group 1 (Europe)are lesssimilar to each
otherthanthosein Group2 and3 (US), possiblybecause

Europeanserversaregeographicallymorespreadout. All
serversof the group2 (US-East)arevery closeto Wash-
ingtonDC, while all serversof thegroup3 (US-West)are
in California.TheM rootserver is in aGroup4 of its own
becauseit is geographicallysoremotefrom all otherroot
servers. Unsurprisingly, it appearsthat within eachclus-
ter, any one server can functionally replaceanotherone
with theleastRTT increaseexperiencedby their clients.

C. Rootserverclustersandtheir clients

As previously mentioned,we assumethata client uses
only its bestserver for lookupsandif this server becomes
unavailable,the client switchesto the secondbestserver.
In SectionIII-B we found that servers attributed to the
samegroup are closeto eachother in virtual spaceand
nearlyindistinguishableto theirclientsin termsof connec-
tion latencies.Thereforeif the bestserver of a particular
clientbelongsto GroupX andthatgroupconsistsof more
thanoneserver, thenthe secondbestserver of this client
most likely is in the sameroot family. In other words,
a client dependsprimarily on root servers from a certain
groupfor theDNSservice.

We subdividedall hostsin our target list into four sub-
setscorrespondingto four groupsof root serversin Table
I. We associateda hostwith a given groupif its median
RTT (derived from a week of observations)is lowest to
oneof the root servers in this group. Columns1, 2, and
3 in TableII show root families,thenumberof monitored
rootserversin eachfamily, andthenumberof destinations
in thesubsetassociatedwith this family.

We thenstudiedthegeographicaldistribution of clients
in eachsubset.We usedthe commerciallyavailabletool
IxMapper [27] in orderto determinethegeographiclo-
cationof eachhost in our target list. Figure3 shows the
distribution of the four subsetsof destinationsby conti-
nentsand countries. The left column lists the four root
families.Eachhorizontalbaris coloredby continentsand,
whenspaceallows, namesthe largestcontributing coun-
tries within eachcontinent. Note that the IxMapper 's
placementcanbe imprecise(cf. discussionin [24]). The
proposedlocationis obviously wrong if the RTT from at
leastone of our topology monitorsto this destinationis
lower than the propagation time of the speedof light in
�ber. Thisproblemtarnishedabout10%of destinationsin
theDNS Clientslist andthey wereexcludedfrom Figure
3.

As expected,we found a strong correlationbetween
the geographicallocationof clientsandthe geographical
groupof servers they prefer (i.e. have lowest RTTs to).
The clientsof oneroot family tend to be geographically
closerto serversin thatgroupthanto theothers.This cor-
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Group1 Group2 Group3 Group4
Europe US-East US-West Tokyo, Japan

k-root i-root a&j-root g-root h-root d-root f-root e-root b-root m-root
k-root 0.0 128.6 191.7 171.0 154.7 151.6 161.1 176.2 194.6 235.7
i-root 128.6 0.0 167.2 174.9 172.4 170.1 181.1 182.7 190.8 232.7

a&j-root 191.7 167.2 0.0 96.5 98.1 97.7 132.6 134.8 141.7 251.9
g-root 171.0 174.9 96.5 0.0 95.5 91.5 128.4 133.5 134.0 231.6
h-root 154.7 172.4 98.1 95.5 0.0 91.5 115.0 120.3 135.9 225.0
d-root 151.6 170.1 97.7 91.5 91.5 0.0 128.3 127.3 138.5 229.3

f-root 161.1 181.1 132.6 128.4 115.0 128.3 0.0 90.2 95.9 196.8
e-root 176.2 182.7 134.8 133.5 120.3 127.3 90.2 0.0 104.2 209.7
b-root 194.6 190.8 141.7 134.0 135.9 138.5 95.9 104.2 0.0 206.1

m-root 235.7 232.7 251.9 231.6 225.0 229.3 196.8 209.7 206.1 0.0

TABLE I
ROOT FAMILIES.

Groups Monitoredrootsservers Destinationspreferred All root servers

1. Europe 2 (18.2%) 24,387(23.7%) 2 (15.4%)
2. US-East 5 (45.5%) 42,978(41.7%) 6 (46.2%)
3. US-West 3 (27.3%) 24,343(23.6%) 4 (30.8%)

4. Tokyo, Japan 1 (9.1%) 11,386(11.0%) 1 (7.7%)

Total 11 (100%) 103,094(100%) 13 (100%)

TABLE II
ROOT FAMILIES AND CORRESPONDING SUBSETS OF DESTINATIONS. PERCENTAGES ARE RELATIVE TO THE TOTAL OF EACH

COLUMN.

Fig. 3. Geographicalmakeupof destinationsubsetsby continentsandcountries.Percentagesof destinationsin agivencountryare
relative to thenumberof destinationsin eachindividual subset.

relation implies that the location of servers with respect
to the prevalent locationsof clientsis a signi�cant factor
affectingoverallDNSperformance.

Is it possibleto improve theef�ciency of theDNS ser-
vice by optimizingtheplacementof existing root servers?
On onehand,if a server canbe placedin the vicinity of
thoseclients that are geographicallyfar from their cur-
rentbestrootservers,thentheirDNSservicewill improve.

Thisresultfurthersupports�ndings of [23] thatrootserver
clients in Africa, SouthAmerica, and to a lesserdegree
Asia appearto be underserved in comparisonwith North
America and Europe. On the other hand, it would be
wrong to distribute the existing root servers ”uniformly”
aroundtheglobe.At present,thenumberof Internetusers
in NorthAmericaandEuropeexceedsthenumberof users
in Africa, SouthAmerica,andAsia by an orderof mag-
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nitude[28]. Moving serversto theselattercontinentswill
improve theDNS servicefor a smallernumberof clients,
but would likely degradeit for a much larger numberof
clients.

Is thecurrentgeographicdistribution of serversaround
theworld closeto optimal then?Thedatawe have to an-
swerthisquestionaresomewhatincompletesincetwo root
servers(C andL) remainuninstrumented.However, C is
on theEastcoast,andL on theWestcoastof theUS (cf.
Figure1). For thesake of estimation,we attributedthese
rootserversto thecorrespondingroot familiesthusadding
column4 to TableII. Assumingthatour DNS Clientslist
is representative of the worldwide populationof clients,
we comparethepercentageof serversin eachroot family
with the percentageof destinationsserved by this family
(columns4 and3). The comparisonshows that Group1
(Europe)is most seriouslyunderprovisioned,while both
US groupshave proportionallymoreserversthenclients.
Thereforeif the total numberof root serversremainsthe
samein the future,US serversare(again, unsurprisingly)
the bestcandidatesfor relocationto other regionsof the
world.

D. Impactof a root serverrelocation

Wedevelopedandtestedamethodologyto simulatethe
effect of a possibleserver relocation.Supposethatoneof
theexisting root serversis movedelsewhere.How would
thismoveaffect theDNSperformancefor differentgroups
of clients?

In theexamplethatfollows,weconsideredAmsterdam,
NL asapossiblesitefor relocatingoneof theexistingroot
servers.A backupserver for theK-root, K-peer, is located
in Amsterdam.AlthoughcurrentlytheK-peeris not pro-
viding DNS services,it is provisionedwith thenecessary
hardwareandsoftwareandis suf�ciently well-connected
to the network that it could easilyreplacethe servicesof
K-root if necessary. Thesecharacteristicsmake K-peera
suitablecandidatefor oursimulation.Weinstalledatopol-
ogyprobingmonitoratK-peerandpolledtheDNSClients
destinationlist from thishost.Weusedaweekof datacol-
lectedin July2002atrootserversandatK-peerto estimate
quantitatively the potentialchangesin macroscopicDNS
performance.

As in SectionIII-A, for eachdestinationin the DNS
Clients list we calculated(roundedto integers) median
RTTs to eachmonitor f mRTT Si

n g; i = 1::10, andranked
themin increasingorder. We alsofoundthemedianRTT
betweeneach destinationand K-peer - mRTT K � peer

n .
SupposethatK-peerbecomesa root server insteadof one
of theexistingserversSi . If mRTTK � peer

n is smallerthan
mRTTSi

n thentheclient will experiencean improvement

in serviceasthe resultof this change.Clientsfor whom
mRTTK � peer

n is smallerthanthe smallestRTT from the
setof RTTs to existing roots,will alwaysbene�t regard-
lessof which of thecurrentroot serverswerereplacedby
the K-peer. However, if mRTT K � peer

n is larger thanthe
minimumRTT from theset,thenrootDNSservicefor this
clientwoulddeteriorateif its currentbestroot serverwere
movedto Amsterdam.
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Fig. 4. Latency changecausedby a root server relocation.The
curvesareCCDFsof thenumberof clients.Thenegative curve
labeledas “k-peer Amsterdam,NL” shows the clients whose
connectionto the K-peer would have a latency lower than to
any rootserver. Thepositivecurvesshow alatency increasedue
to a relocationof thecorrespondingroot server to Amsterdam,
NL.

Figure4 shows thenumberof clientsaffectedby a hy-
potheticalrelocationof onerootserver (wherewetry each
oneat a time) to Amsterdam.The x-axis is the absolute
valueof the latency changeandthey-axis is thecountof
clients. ThecurvesareCCDFs. Negative valuesindicate
the numberof clientsfor which the latency decreasedby
a given valueof x or more. The positive valuesindicate
thenumberof clientsfor which thelatency increasedby a
givenvalueof x or more.

The singlecurve of negative valuescorrespondsto the
caseof mRTTK � peer

n < mRTTSi
n for any i = 1::10,

that is, anRTT to theK-peerbeinglower thanto any root
server Si . For theseclients,theservicewould alwaysim-
prove if oneexisting root server weremoved in Amster-
dam.Theamountof decreasedlatency for themis always
the differencebetweenmRTT K � peer

n andmRTT lowest
n .

Therefore,thenegative curve remainsthesameregardless
of whichserver is hypotheticallyrelocated.
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Curvesof positive valuescorrespondto the casewhen
the mRTT to K-peer is not the smallestamongall. If
thebestserver for a client is hypotheticallyremoved,then
theincreasedlatency would bethedifferencebetweenthe
original lowestRTT in thesetandthesecondlowestRTT
determinedafter the mRTT K � peer

n is addedto the set.
Otherwisethe clientsarenot affectedat all and thusnot
accountedfor in Figure4.

Sinceall thecurvesin thenegative region arethesame,
the fewer the numberof clients in the positive region as
well as the lessthe amountof RTT increaseincurredby
thoseclients, the more bene�cial the relocationof that
server is overall. For eachserver, we calculatethenetef-
fect of its imaginaryrelocationto Amsterdamby combin-
ing resultinglatency increasesanddecreasestogether. Fig-
ure 5 shows the 5%, 25%,50%,75%,and95% quartiles
of theresultingdistributions.If thebulk of thef � RTTng
distribution for a given server is below the x-axis, then
relocationof this server will have an overall positive ef-
fect. If the bulk of the distribution is above the x-axis,
then moving this server would degradethe overall DNS
service. If the distribution is centeredaroundthe x-axis,
then the numbersof clientspositively andnegatively af-
fectedby relocatingthis server would be approximately
equal.

We notethat from our measurementsroot serversE, G,
andH maybesuitablecandidatesfor therelocation.First,
theseservershave thefewestnumberof clientswho actu-
ally usethemfor DNS lookups(their positive curvesare
lowestin �gure 4). Second,the correspondingcombined
latency changedistributionsin �gure 5 aremostly below
the x-axis. The numberof their clients for whom RTT
would deteriorate(positive � RTT) is insigni�cant, and
theincreaseis usuallylessthan25ms.

IV. CONCLUSION AND FUTURE WORK

WehaveusedCAIDA topologyprobemonitorsandlists
of clientsgatheredatDNSrootserversin orderto analyze
theconnectivity betweentherootsandtheworldwidepop-
ulation of their clients. We have consideredhow the ge-
ographicallocationsof root serverswith respectto those
of the clientsthey serve in�uence observed performance.
We alsodevelopedand testeda methodologysimulating
theeffectsof rootserver relocation.Ourmainconclusions
follow.
1. In termsof theimpactof latency increaseon clientsof
the root server systemif it were removed, the mostcru-
cial root server by far is M-root, the only root server in
Asia. M-root serves the majority of Asian clientsand if
it becameunavailable,its clientswould have to useother
root serversin the US or Europe. For a large percentage
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Fig. 5. Combineddistributionsof latency changedueto poten-
tial relocationof rootnameservers.

of thoseclientsthelatency would increaseby asigni�cant
amount,e.g.,morethan100 ms. In contrast,for the two
groupsof US roots,their geographicaf�nity to eachother
providesany given client with a chanceto switch to an-
otherroot with little increasedlatency if thatclient's best
(`closest')serverbecomesunavailable.
2. Thegeographicaldistribution of root serversplaysthe
mostimportantrole for overall performance.Clientsnor-
mally have lower RTTs to geographicallynearbyservers
andsonaturallyusetheseserversfor lookups. If theroot
servers were distributed in accordancewith the current
geographicdistribution of their clients, it would bene�t
clientsthatarecurrentlyfarawayfrom our13rootservers;
all clientswould have theopportunityto usea root server
thatis geographicallycloseto them.
3. Our analysisbasedon geographicallygroupingservers
andclientsinto four groupsdemonstratedtheunsurprising
result that US root clients appearto be overprovisioned.
Therefore, if it is impossibleto add new root servers,
RSSAC/ICANN shouldrelocatesomeUS root serversto
Asia and Europe. As an example,we simulatedsucha
relocationof eachroot server, oneat a time, to whereK-
peeris currentlylocated(Amsterdam,Netherlands).The
simulationshowedthatout of 11 root serversthatCAIDA
monitoredfor this study, G, E, and H-root are the most
suitablecandidatesfor relocation.

The analysispresentedin this paperdoesnot take into
accounttraf�c load of the serversor load balancingfac-
tors; theseare areasfor valuablefuture study. We also
planto switchsomeotherCAIDA topologymonitors,i.e.,
thosenot co-locatedwith root servers,to probethedesti-
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nationsin our DNS Clientslist for about2-3 weeks.With
thesenew tracesfrom thosemonitorslocatedin otherge-
ographicregions,we canexpandour analysisto simulate
a varietyof scenariosof potentialfuture root server loca-
tions.Indeed,instrumentingany potentialrootserverloca-
tion with sucha topologyprobemonitorwould allow this
sortof simulationandprovideempiricalbasisfor whathas
becomean increasinglypolitically sensitive policy deci-
sion.
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