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Overview

= Motivations

sImont Report




Motivations
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4+ Rapid changes in effects of enabling technologies on human welfare =
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:%F - Novel ethical challenges arise in gap between expectations and capabilities

ICT research catalyst: computer & network research for cyber se
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Launch Pad: Belmont Report & ‘202’ Report

= Ethical Principles and Guidelines for Research Involving Human Subjects
o9 . g o

Authority: National Research Act 1974 - Nat’l Commission for the Protection
of Human Subjects of Biomedical & Behavioral Research
-- ID basic ethical principles for human subjects research
e - -- Develop guidelines to assure compliance with principles o
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uremburg Code- post WWII Nurembure War Crime Tr
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 Launch Pad: Professional Ethical Codes

~+ IEEE Code of Ethics (2006)
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- Lift-Off: Ethical Impact Assessment (EIA)

Framework
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-+ What: PIA analog; v.1 prototype
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Applying Respect for Persons Principle
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- 4+ Applied:
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. individuals should be treated as autonomous agents

.

2. persons with diminished autonomy entitled to protection
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EIA and Respect for Persons
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v*f Framing Questions:
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i etwork artifacts (IPA, URL) be reasonably linked to an
itifiable human? (or, automated device or h n-oper.
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. 'li_ed in cyber security context: —
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(B) obtain consent to use data and info systems for specific re
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EIA and Respect for Persons (mas)
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-+ Framing Questions:

.

4 "individuals are identifiable in network and security data
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Applying Beneficence Principle
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+ Applied:

<+ 1. Do not harm

Y|

<+ 2. Minimize possible harms (& max benefits)

plied in cyber security context:
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EIA and Beneficence

+ Framing Questions:
oP-o L
< What are effects of research on all stakeholders: researchers, human suby,
society?

<+ What are possible unintended consequences? E.g., privacy harms

s V‘hat 1s nature and source of collected data?

What is purpose of collecting data?
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- Applying Beneficence and EIA (yet mas)
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+ Applied in cyber security context (including Professional Codes)
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— <+ (C) Research should not violate laws, operator agreements, K —
~ obligations, or other private arrangements

+  Yeah, But > legal due diligence hard, uncertain applications and
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~ Applying Beneficence Principle (mas)
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-+ Applied in cyber security context:
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o+ (D) De51gn & conduct research to maximize probable benefit:
Com e harms to persons and orgamzat1ons —— ‘

PR .

R



EIA and Beneficence (mas)

+  Framing Questions:

4+ Does research impact CIA of info systems (including originating and transiting)?

+  Does research design include controls to minimize harms (ie, using in vitro,
anonymization or other disclosure controls)? B B

z +  Are there exigent circumstances that should be factored into the evaluation o s
- harm from research? - —
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ill resez esult in no > harm than what would occur in its absen

S
e gt - =T

. e -

CES 1O prevent/repeat nar




L =
-

- Applying Beneficence and EIA (yet mas)
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+ Applied in cyber security context:

-+ (E) If research causes risk or harm to a person, the person should be
= notified

.,

esearch reveals but does not cause unanticipated har
consider respon51ble disclosure (sponsor orgamza o1
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EIA — Applying Justice

+ Applied in cyber security context:
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“+  (A) Benefits and burdens of research should be shared fairly between
research target subjects and beneficiaries of research results
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: jf Yeah, But - selection of subjects is challenging in cyber context (e.g.,
‘attribution/provenance, projection) e —

P

P

— n —
) S e




il

EIA — Applying Justice (mas)

+ Applied in cyber security context
' X oo
<+ (B) selection of research subject should be equitable (with exceptions to
balance benefits), and should adhered to internationally accepted best
practices

Yeah, But = variance in nation-states’ cyberlaws & rights _ i
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Are We There Yet? Ay
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Tust explicitly justify reasoning to all stakeholders if we clalm low
- risk penefit of research —

.
s




ICT Research Activity:

ETHICAL PRINCIPLE: (A) Respect for Persons

1. Relevant Parties- consider individuals and
organizations, including computer systams
and daia

[insert bullet questions]

2. Consent- obtain informead consent to

consent doas not transfer for ressarch
purpcsas unless speciiically obiained

collecion, use or disclose data and sysiems;

(nsert bullet guestions]

3.Compliance — engage due diigence for
respecting laws, contracts, etc. fo protect
ndividuals and orgs

(nsert bullet questions]

ETHICAL PRINCIPLE: (B) Beneficence

4. Harms- consider full spectrum of harms to
persons and nformaton systems

Legal, systeams assurance,
privacy, reputadion, physical
psychological, economic

6. Maximze Benefits- dasign and conduct fo
maximize benefits and minimize harms

(nsert bullet guestions]

7. Migration- notdy appropnate parties i
research causes harm, consider if harm is
revealed

(nseri bullet questions]

(nsert bullet questions]

ETHICAL PRINCIPLE: (C) Justice

8. Faimess & Equiy- benefits and burdens
should be apportoned faidy

(nsert bullet questions]

9. Transparency

(nsert bullet questions]
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~+ Much grey matter feedback by the DHS Working Group on Ethics in [
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gural workshop May 26th-27th, 2009 in Washington, DC
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