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Purpose of this Talk
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ÅInform the operational community about Periscope.

ÅSolicit feedback:
o Details that we may have missed

o Ways to make Periscope more useful

o Technical insights, usage statistics, historical data é

ÅEncourage engagement and contributions



High-level Goals and Principles of Periscope
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ÅRespect resource limitations and preserve conservative 

query rates.

ÅProvide transparency and accountability in Looking Glass 

querying.

ÅBe responsive and compliant to operatorsô requests.

Periscope unifies the discovery and querying of Looking 

Glasses under a uniform API



ÅEasier to discover and query VPs for reverse paths. 

ÅImproved monitoring and troubleshooting capabilities.

ÅEasier policing of Looking Glass usage through an 

access-control layer.

ÅImproved utilization and load distribution.

ÅAvoid redundant measurements by capturing and making 

public historical measurement data.
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Benefits to Operators and Researchers



What is a Looking Glass (LG)?
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ÅWeb interfaces to routers and servers that allow the 

execution of non-privileged networking commands:
o show bgp summary, show ip bgp, traceroute, ping, é



Advantages of LG measurements
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ÅLGs combine features not available in other platforms:
o Access to non-transitive BGP attributes (e.g. Local Preference)

o Co-located control-plane and data-plane monitors

o Monitors inside critical infrastructures (IXPs, Colocation 

Facilities, border routers)

o Vantage points in ASes not covered by other platforms

ÅLGs are among the few public measurement tools that provide 

direct interfaces to routers.

- Motamedi R., et al. A Survey of Techniques for Internet Topology Discovery. IEEE Communications Surveys & Tutorials, 17(2)

- A. Khan, T. Kwon, H.-c. Kim, & Y. Choi, ñAS-level Topology Collection Through Looking Glass Servers,ò in IMC ô13



LGs are widely used by researchers, 

operators and users
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Problems with LG measurements

ÅLack of standardization and consistency:
o Disparate input interfaces, output formats, supported commands 

ÅLGs are hard to discover
o No centralized index of LGs and their corresponding locations 

ÅHistorical measurements are not archived:
o Loss of reusable information, potential query redundancy

ÅLGs have high attrition rates:
o Hard to maintain an up-to-date database of LGs 

8M. Stubbig, ñLooking Glass API.ò https://tools.ietf.org/html/draft-mst-lgapi-04, May 2016.
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Periscope implements a common querying scheme, 

indexing, and data persistence features.
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ÅAutomatically understand the disparate input/output 

formats of each LG.

ÅAutomatically discover new LGs, detect changes in the 

status and capabilities of already supported LGs:
o Manual parsing is impractical

ÅSupport multiple concurrent users while preserving the 

query rates of native LG querying.

ÅOptimize the number of satisfied queries within 

restrictive querying budgets.
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Implementation Challenges
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- Collect and filter LG URLs

- Exclude LGs that prohibit scripts

- Extract LG input forms 
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Only ~65% of the collected LG URLs 

point to responsive LG, the rest return 

errors or do not correspond to LGs


