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Graph: A set of nodes and
edges/links

mDirected edges
wIn- and outdegrees
wOne- and two—way connectivity
wConnected components
~Shortest and longest paths
“Combinatorial core

~ Glant component

-~ Perron-Frobenius eigenvector




~Nodes granularity

mMAC/Ethernet address

wIP address

m Network prefix

wmBGP atom (def. below)

“AS number

~“Administrative domain (all AS owned
by one entity)

- Dual eraph: make nodes links and vice




~Net as a graph: Levels 1-2

ml. Nodes=devices (bridges, repeaters
etc.); links=wires/fibers

mExample: LANs, SONET networks

=2. Nodes=switches/hubs/routers,
links=Layer 2 connections (skipped:
repeaters, fiber segments)

- Examples: Ethernet, ATM




~Net as a graph: Level 3 (IP)

m3a. Nodes=IP i1nterfaces, links=packets
seen at both (no IP devices In
between, TTL difference 1)

wrepeaters, hubs, switches 1ncluded 1n
links

- 3b. Nodes=IP devices (routers,




~Net as a graph: Levels 4-6

w4, Nodes=IP network prefixes (SDSC:
132.249.0.0/16), links — packet seen at
both (no networks in between)

=5, Atoms: Nodes=groups of prefixes
with equal AS paths, links — packets
seen at both (no atoms in between)

6. AS: Nodes=Autonomous svystems




“Related graphs

mWeb graph: documents and hyperlinks
(see [Broder e.a. 2000])

“Domain name to IP address:

= Bipartite graph,

wCollection of K(m,n)’s

~Up to 14,400 domain names on one IP

address




Dynamic properties

mAll graphs change with time

mNew equipment (nodes, links,
firewalls) added

“New IP blocks alocated
©wRenumbering out of old IP blocks
“"Death rate” of the Net

~Paths oscillate (load balancing)

-~ Paths fluctuate (routing instability)
-~ Paths ftlip (manual config)




~Ambiguities

mNon-responding hops (no IP returned)
m Rate-limited response

mPrivate addresses

“ Multicast addresses

“Addresses 1n 0.-2./8 blocks

©»No matching BGP prefix

©w Prefixes with multiple origin AS




Small connected components

giant component is 200 times larger than any other
largest of small components are /24s, /2bs

Strongly connected components of skitter arc core (48270 [Ps.}
16 monitors, 2000-09-18_ 1 1. Arcs bypass bogus addresses
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BGP data: sources

BGP tables from David Meyer’s Oregon

Route Views
http://moat.nlanr.net/Routing/rawdata
MAE-East (Washington DC), MAE-West (Palo
Alto), London, Amsterdam, Tokyo, Frankfurt,
Ankara, Chicago, Johannesburg

Looking glasses (BGP-enabled
traceroute servers)

Analysis:
www.telstra.net/ops/bgp—-as—paths.html
mirror.calda.org/~broido/bgp/bgp.html
CAIDA’s "Arctic views"

(longitude/degree)



~Uses of BGP data

mAggregating IP to network prefixes
mAggregating prefixes to origin AS
wInferring contractual relations

»"Bird’s eye view" of the Net — AS graph
= Predicting AS path taken by a packet???




Oregon BGP data

192.172.226.0/24 134.24.127.30 64 1740 195 1909 1

CAIDA network peer (cert) med cerf sdsc caida
192.172.226.0/24 204.147.128.141 — 145 195 1909 1
CAIDA network peer (vbns) med vbns sdsc caida

AS path: 1740 195 1909
Grows from tail to head - "prepending”:




AS path length

mAll AS vs. unique AS count:
mPrepending - repeating of AS
mMakes AS path look longer

w Reduces traffic via this path
“Bumps at AS path length 12,14

e.g., 202.183.247.0/24 3561 5400 5400 5727 4651 7563
7568 7568 7568 7563
5 unique + 5 repeated ASes == AS path length 10

~ Routes are chosen by Local Preference
- Other metrics:




Oregon Route Views, 2000-11-25

m2.627M lines (prefix, peer, AS path)
w34 contributing peers
w28 peers with 81K-95K prefixes
w2.534M lines I1n 28 tables
Out of those:
© 2,243,524 (88.5%) have no repeated AS
290,392 (11.5%) lines with repeated AS
176,576 (7%) end with repeated AS
- 2/5 repeated had i1t only in the middle




AS path length distribution
Oregon Route Views, 2000-11-25. 28 peers with 81 K-95K  prefixes
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Path length measured in unique AS

mMuch smaller tail: exp(-1.8x) vs.

exp(—-0.84x)

“Much smoother
“Close to Gamma distrib.

AS path length clistribution (unique AS only)
COregon Route Views, 2000-11-25. 28 peers with 81K-23K profixes
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Excessive AS path length distribution
Oregon Route Views, 2000-11-25. 28 peers with 8 1K-95K prefixes
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AS outdegree vs. indegree distribution
Oregon Route Views, 2000-11-25. 28 peers with 8 1K-95K prefixes
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IP prefix length distribution

Oregon Route Views, 2000-11-25. 28 peers with 8 1K-95K prefixes
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IP prefix length distribution
Oregon Route Views, 2000-11-25. 28 peers with 8 1K-95K prefixes
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~Pretix distribution

mmost frequent: /16, /19 and /24
"Almost 60% are /24
wmAlmost no prefixes over /24

mSome providers filter prefixes over
/24, e.g. Ulaknet (TR)




Atoms: new unit of
routing/connectivity analysis

Atoms are:

wequivalence class of prefixes that
share same set of AS paths as seen

e.g. by peers 1n Oregon Route Views
BGP tables




Atom size 1n prefixes

Atom distribution by number of prefixes
Oregon BGP table, 2000-08-05, 16 peers used
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Number of atoms per AS
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atoms  #AS percent

1 4943 59.84
z 1647 19.94
3 750 9.08
! 347 4.20
5 191 2.31
6 111 1.34
7 ¥ 0.81
3 49 0.59
9 34 0.41
10 18 0.22
11 23 0.238
12 9 0.11
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