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The Question

|s the overhead of generating Time-Exceeded messages
In routers significant?
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Why Is the question Impor tant?

* pathchar, pchar, treno and clink

* ...all estimate delays from ICMP responses to
hop-limited packets

* How much noise does ICMP generation add to
the measurement?
* These tools encounter another difficulty: path
asymmetry
* We don’t directly address this
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How to Estimat e ICMP Overhead?

* Black-box measurements on individual routers
* Path measurements



Our Hack ...er ... Approach

Direct Probe
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Hop-limited Probe
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* Both probes see the same path
* ... but needs source-address spoofing to work!

* Do one way measurements of transit time

* For a given router at R, the ICMP processing
overhead is simply mean(Tr) — mean(Tyirect)?
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The Software

* fsd takes a bunch of targets, determines path to each

target, and randomly and periodically sends direct or
hop-limited probes

* The tool itself doesn’t detect path changes

* We filter out measurements tainted by path
changes in a post-processing step

* NIMI-friendly
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The Experiment

* Ran fsd on 11 NIMI boxes
* Mesh experiments
* Probed each pairwise path bidirectionally

* Collected two 1-hour traces, analyzed them offline
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Issues

* About five of the boxes were ingress-filtered

* No useful samples from each pair of nodes in this
set

* Some useful samples when one end was
Ingress-filtered

* |ICMP rate-limiting?
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The Right Estimat or: Try |

Time Offset

* mean(Tgr) — mean(Tyre) doesn’t work
* Clock skew
* Queueing delay variations



The Right Estimat or: Try Il

Time Offset

* min(Tgr) — min(Tyre) doesn’t work
* Occasional very low transit times
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The Right Estimat or: Try Il

* Adjust for clock skew using a linear fit to estimate
skew

* Compute the 10th percentile of transit time
* Filters out spikes

* But is not much affected by queueing variations

* Didn’t work: inconsistent results for the same router
* Needed finer grain clock skew adjustment?
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The Right Estimat or: Try IV

* Interpolate using nearest
T direct probes

op it * Take the median of
ﬂ% samples obtained
* Advantages

* Locally corrects clock
skew

* Smoothes fluctuations
due to queueing

* Worked well!

B Time
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ICMP Generation Times
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For most routers, ICMP generation times in the 1-2ms
range
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Future Work

* Understanding the inconsistent measurements
* Ensuring that packet sizes are comparable
* Generating direct probes more frequently
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