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Background

A We need a largscale internetlike test environmentfor testing the
actualrunning code®f internet scaleapplications

I Because field trial experimenspends money and human resources
to measure data, operate experiments , negotiate and announce to
interests, and so on

I Becausé egacy Network Simulatocannot run actual running codes,
we have to rewrite for network simulators, and we cannot monitor
effects from OS or hardware.

A Network Emulatiormay produce the internelike test environment
I Controllable, manageable, tractable
I Observing everything
I Reasonable cost
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Rough Definition

A Network Simulation

I Test an algorithm or calculate some probabilistic behaviors
on one or more computers (CPU, Memory, Storage)

I Abstract various components by simulation models
A TCP/IP, OS, queuinetwork topology, loss rate

A Network Emulation

I Test running code or measure behaviors on one or more
servers(CPU, MemonGtorage, Network)

I Using TCP/IP or other OS resources on an actual OS

I Abstract various components by emulators
A WiFilink behaviors, delay, loss rate, network topology



Internet Emulation

A Emulation which reflects some / whole
characteristics of the Internet

I Network topology

I DNS topology

I Routing

i Traffic

I End node behavior

| etc.



In the 9" CAIDAWIDE Workshop

A | talked about our challenges on AS topology
emulation

I Official Records on Jan. 2008

A 293 physical nodes with IP traceback experiments
A5,000 virtual nodes oXENebula

A See details in the presentation &t'9
CAIDA/WIDE Workshop

I https://iplab.naist.jp/research/anybed/9tkcaida
wide-workshophazeyama.pdf




Our Current Work

A Research
I AS Topology Emulation
I OSPF Topology Emulation
I Traffic Emulation

A Release Engineering
I Documentation
I Handson Workshop

A Visualization



AS Topology Emulation

A Initially, we started AS topology
emulation for our IP Traceback
Experiments from 2001

A From 2006, we started the trial on full
AS topology Emulation

I We have learned experiences and TIPS ) .
on StarBED Test AS Topol?gy in 200

I Wealosstarted release engineering of
the IP traceback implementation and
testbed toolsets

A We collaborate with NICT HRC / SRC
researchers
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Our AS Topology Emulation Approact

A Dataset

I 2002¢ 2005
A Showip BGP dataset on WIEEB
A OregonlXRouteViewdataset
I 2006-
A/l1TLI'5 tNRr2S0O0Qa Lt@n HoOoedusS !'{b

A Abstraction Level
I 1 physical / virtual node == 1 AS
A An EBGP daemon runs on each node
A Also, several running code to be evaluated run on each node
I All EBGP sessions are established on a single flat VLAN

A Due to the consumption of VLAN Numbarsjcastrouting on the IP
layer is our initial focus



AS Topology Emulation Toolsets

A AnyBed

I XML:basedConfigrationGenerator and AS/OSPF topology
emulation experiment toolsets

I http://sourceforge.net/projects/anybed/

A OIL
I Health checker tools on AS topology emulation
I Several parts of OIL are includecAinyBed
A XENebula
I VM Multiplexer based on XEN
I http://tbn.starbed.org/XENebula
A LNView

I QT4based AS topology visualization and log animation tool
I https://iplab.naist.jp/research/traceback/



_ ferdBon-freaks
NerdboxToolset Chain for AS Topology

Emulation
1. Get AS Relationship dataset (ASRD)

from CAIDA NERDBOH

2.  Outfit asubgraphfrom ASRD by
AnyBed

3. Check aubgraphtopology by =) e o
LNView -

4. Create Quagga arlthux — .
configurations on each node by 7T, 7 ER R

5. Create the BGP topology and run
experiments byAnyBed e

6. Visualize log or status by OIL or S e
LNview _ -99.-2

7. Scale the test topology bYENebula A"VB‘*«‘i i |l g R
over 1,000 nodes \i :.: ‘ =

8. ControlScenaio®y AnyBed ‘GA e
SpringO%r XBurner ST T wer=

naccbiocfroska@wide:ad|p WiSolution Crew,Inc.  WIDE
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Outfitting ASRD to testbed

A Outfitting Filter Rules of ASRD . .. =
I TopNASes
I M HopsASedrom Root point o —o.
I RegionaASesvith 1hop e & Qa | e
aroundASes - e
I Shortest Paths among listed | 4 2
ASes Top 30 1 hop from AS 2500

T Combination

A http://www.usenix.org/event/c
set08/tech/full_papers/hazeya
ma/hazeyama_htnil

JP + 1 hop around AS Paths among Root DN



Feasibility Studies of AS topology

Emulation with VirtuaMachins

E Dr. Miwa (NICT SRC) reported the feasibility of AS topology
Emulation withXENebulan VISA 2009

A Throughput tests 250 nodes on 5 physical nodes

i Down to 1/10 throughput and RTT performance

A Merging emulated AS topology into WHIEmMp network

I Emulated JP AS Network (445ASesb@amPODvas Stable
i Throughput was 3®0Mbps innetperf, 98Mbps inperf

A The first 10K AS topology Emulation

i 150 physical nodes of Group F$tarBED
i Tuning on Linux kernel, XEN loopback device, Quaggay S 6 rdsburc@ allocation

algorithm
i Very unstable due to the ARP storm, overflow FDB entries

T Lack of control and measurement schemes



Measurement and control schemes

for XENebula

A We add measurement and control
schemes intoKENebuldor
demonstrations orinterop Tokyo
2009 and ACM SIGCOMM 2009

I syslogd

I sshddropbeay)

I Shell script OIL tools
I LNView

A InInterop tokyo 2009, We
required1lhour and halto create
a stable JP AS topology (680ASes)
over 50 physical diskless nodes
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NerdBox-freaks
Challenges on 10K AS topology

A The 2d 10K AS topology
Emulation in ACM SIGCOMM
2009

I LNViewanimation of BGP messages
I Static ARP entries
I Slow booting througlssh

E We used 222 physical nodes 8tarBED

I Each of Top 2BSeswvere assigned to a
whole physical node

T Unstable 2 middl&Sesn the rehearsal
were assigned to a whole physical node

I Other 9978 nodes were assigned virtua
machines
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ACM SIGCOMM 2009 Demo

A Result: Unstable

I We spent 3 days to boot up 1@igpd
i 10lbgpdy 2 RS& RARY QU 0220 dzLJ
A 7 nodes did not any response from network

A On other 94 nodesjomUremounted /dev/sdal in Read Only,
therefore,bgpdcould not create var/run/bgpd.pid

I Numerous RESET messages

U Now we are tackling tthe resource allocation
problemson AS topology Emulatiomith virtual
machines

U Memory, CPU, Network, I/O interrupts, and so on



NerdBon-freaks

Engineering toward Stable AS topolog
Emulation on Virtual Machines

A Now, we can cook the top 500 AS in

3 min.

over 100 physical nodes

|
I Tuning orttylinux
.

[
|

Auto static ARP registering tool

- Tuning on boot sequence methods

Measurementbased memory
allocation algorithm on Quagga

E a stable 2,50@\Segopology can be
created in 2 hours and half

E In 4,000ASesver 100physcahodes,
the bgpnetwork was never stable

Boot time on Top 508 Ses

Boot time on Top 2,50BSes



