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Background

ÅWe need a large-scale internet-like test environment for testing the 
actual running codes of internet scale applications
ïBecause a field trial experimentspends money and human resources 

to measure data, operate experiments , negotiate and announce to 
interests, and so on

ïBecause Legacy Network Simulators cannot run actual running codes, 
we have to rewrite for network simulators, and we cannot monitor 
effects from OS or hardware. 

Å Network Emulationmay produce the internet-like test environment
ïControllable, manageable, tractable
ïObserving everything
ïReasonable cost
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Rough Definition 

ÅNetwork Simulation
ïTest an algorithm or calculate some probabilistic behaviors 

on one or more computers (CPU, Memory, Storage)
ïAbstract various components by simulation models
ÅTCP/IP, OS, queuing, network topology, loss rate

ÅNetwork Emulation
ïTest running code or measure behaviors on one or more 

servers (CPU, Memory, Storage, Network)
ïUsing TCP/IP or other OS resources on an actual OS
ïAbstract various components by emulators
ÅWiFilink behaviors, delay, loss rate, network topology
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Internet Emulation

ÅEmulation which reflects some / whole 
characteristics of the Internet

ïNetwork topology

ïDNS topology

ïRouting 

ïTraffic

ïEnd node behavior

ïetc. 
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In the 9th CAIDA-WIDE Workshop

ÅI talked about our challenges on AS topology 
emulation
ïOfficial Records on Jan. 2008 
Å293 physical nodes with IP traceback experiments

Å5,000 virtual nodes on XENebula

ÅSee details in the presentation at 9th

CAIDA/WIDE Workshop
ïhttps://iplab.naist.jp/research/anybed/9th-caida-

wide-workshop-hazeyama.pdf 
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Our Current Work 

ÅResearch

ïAS Topology Emulation

ïOSPF Topology Emulation

ïTraffic Emulation

ÅRelease Engineering

ïDocumentation 

ïHands-on Workshop

ÅVisualization
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AS Topology Emulation

Å Initially, we started AS topology 
emulation for our IP Traceback 
Experiments from 2001

Å From 2006, we started the trial on full 
AS topology Emulation
ïWe have learned experiences and TIPS 

on StarBED
ïWe alosstarted release engineering of  

the IP traceback implementation and 
testbed toolsets 

ÅWe collaborate with NICT HRC / SRC 
researchers 
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Our AS Topology Emulation Approach

ÅDataset
ï2002 ς2005
ÅShow ip BGP dataset on WIDE-BB
ÅOregonIXRouteViewdataset

ï2006 -
Å/!L!5 tǊƻƧŜŎǘΩǎ LtǾп нōȅǘŜ !{b !{ wŜƭŀǘƛƻƴǎƘƛǇ 5ŀǘŀǎŜǘ ό!{w5ύ

ÅAbstraction Level
ï1 physical / virtual node == 1 AS
ÅAn EBGP daemon runs on each node
ÅAlso, several running code to be evaluated run on each node

ïAll EBGP sessions are established on a single flat VLAN
ÅDue to the consumption of VLAN Numbers, unicastrouting on the IP 

layer is our initial focus
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AS Topology Emulation Toolsets

ÅAnyBed
ïXML-based ConfigrationGenerator and AS/OSPF topology 

emulation experiment toolsets
ïhttp://sourceforge.net/projects/anybed/

ÅOIL
ïHealth checker tools on AS topology emulation
ïSeveral parts of OIL are included in AnyBed

ÅXENebula
ïVM Multiplexer based on XEN
ïhttp://tbn.starbed.org/XENebula/

ÅLNView
ïQT4-based AS topology visualization and log animation tool
ïhttps://iplab.naist.jp/research/traceback/ 
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NerdboxToolset Chain for AS Topology 
Emulation

1. Get AS Relationship dataset (ASRD) 
from CAIDA

2. Outfit a subgraphfrom ASRD by 
AnyBed

3. Check a subgraphtopology by 
LNView

4. Create Quagga and linux
configurations on each node by 
AnyBed

5. Create the BGP topology and run 
experiments by AnyBed

6. Visualize log or status by OIL or 
LNview

7. Scale the test topology by XENebula
over 1,000 nodes

8. Control Scenaiosby AnyBed, 
SpringOSor XBurner
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Outfitting ASRD to testbed

ÅOutfitting Filter Rules of ASRD
ïTop N ASes
ïM Hops ASesfrom Root point 

AS
ïRegional ASeswith 1hop 

around ASes
ïShortest Paths among listed 

ASes
ïCombination 

Â http://www.usenix.org/event/c
set08/tech/full_papers/hazeya
ma/hazeyama_html/
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Top 30 1 hop from AS 2500

JP + 1 hop around AS Paths among Root DNS 



Feasibility Studies of AS topology 
Emulation with Virtual Machins

ÉDr. Miwa (NICT SRC) reported the feasibility of AS topology 
Emulation with XENebulain VISA 2009

ÅThroughput tests 250 nodes on 5 physical nodes 
ï Down to 1/10 throughput and RTT performance

ÅMerging emulated AS topology into WIDE-Camp network
ï Emulated JP AS Network (445ASes) on StarPODwas Stable 
ï Throughput was 30-60Mbps in netperf, 98Mbps in iperf

ÅThe first 10K AS topology Emulation
ï 150 physical nodes of Group F on StarBED
ï Tuning on Linux kernel, XEN loopback device, Quagga, ·9bŜōǳƭŀΩǎresource allocation 

algorithm
ï Very unstable due to the ARP storm, overflow FDB entries
ï Lack of control and measurement schemes
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Measurement and control schemes 
for XENebula

ÅWe add measurement and control 
schemes into XENebulafor 
demonstrations on InteropTokyo 
2009 and ACM SIGCOMM 2009 
ïsyslogd
ïsshd(dropbear)
ïShell script OIL tools
ïLNView

ÅIn Interop tokyo2009, We 
required 1hour and halfto create 
a stable JP AS topology (680ASes) 
over 50 physical diskless nodes 
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Challenges on 10K AS topology

ÅThe 2nd 10K AS topology 
Emulation in ACM SIGCOMM 
2009
ï LNViewanimation of BGP messages
ïStatic ARP entries
ïSlow booting through ssh

ÉWe used 222 physical nodes on StarBED
ïEach of Top 20 ASeswere assigned to a 

whole physical node
ïUnstable 2 middle ASeson the rehearsal 

were assigned to a whole physical node
ïOther 9978 nodes were assigned virtual 

machines
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ACM SIGCOMM 2009 Demo

ÅResult: Unstable
ïWe spent 3 days to boot up 10K bgpd
ï101 bgpdƴƻŘŜǎ ŘƛŘƴΩǘ ōƻƻǘ ǳǇ
Å7 nodes did not any response from network
ÅOn other 94 nodes, domUremounted /dev/sda1 in Read Only, 

therefore, bgpdcould not create /var/run/bgpd.pid 

ïNumerous RESET messages 

üNow we are tackling to the resource allocation 
problemson AS topology Emulation with virtual 
machines
üMemory, CPU, Network, I/O interrupts, and so on
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Engineering toward Stable AS topology 
Emulation on Virtual Machines

Å Now, we can cook the top 500 AS in 
3 min.
ïover 100 physical nodes
ïTuning on ttylinux
ïAuto static ARP registering tool
ïTuning on boot sequence methods 
ïMeasurement-based memory 

allocation algorithm on Quagga 

É a stable 2,500 ASestopology can be 
created in 2 hours and half

É In 4,000 ASesover 100 physcalnodes, 
the bgpnetwork was never stable  
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Boot time on Top 500 ASes

Boot time on Top 2,500 ASes


