Internet measurement:
state of DeUnion




abysmal but unsurprising

= |ittle capacity to predict, depict, or even measure
traffic behavior on current and advanced networks

=~ few tools 1o engineer/operate networks or identify
traffic anomalies in real time




Internet’s resistance to modeling/measurement

evolution-based (good!) reasons

protocols, technologies, applications
independently developed and deployed
by no means synergistic
by all accounts rapid
‘punctuated’ but no equilibrium
"have done fine without modeling so far”
(let’s wait till modeling is cheaper than bandwidth)

but simulationfanalysis validation
(& lately other stuff) needs data

right granularities hard to come by
measurement technology just not there
argument for it also not there

"helps everyone”, but who pays?
losing battle?



Internet’s resistance to measurement

many would benefit
vendors, users, researchers, |SPs

|SPs would bear cost
multiple media: atm, pos, dwdm, mpls
logistics/management
privacy implications
analysisf/research obsolete after (before) done

........ how to justify/accomplish measurement?
(when market forces are torqued)

alternatives:
1) tools that positively affect an |SP’s balance sheet
2) regulatory intervention



payoffs

= insights for vendors re next generation hw/sw
requirement

~ calibration for users, e.g., monitoring setvice level
agreements




‘measurement tools lack

well-defined traffic metrics
e.g supporting SLAs or billing

uniformly applied methodologies

varied topologies, equipment, ISP practices
clear definition of measurement hypotheses or goals
measurement scalability

ability to explain phenomena
topology changes, routing loops, black holes

relevance to actual ISP problems or mechanisms for
fixing
communication of useful results



50 what happened instead

andrew odlyzko's excellent "myth of Internet growth” study (nov 2000)

‘traffic doubling every 90 days’
maybe for a few months in 1995-1935
in reality, no real data since 1995 (nsfhet sunset)
more like every 12-18 months for rest of 18903

financial markets (at least in US) believed (bubbly!) estimates
over 6 years, that means a factor of 16 million

assume (generously) SO0k users, 1.5kbps per user around the clock
and yet we’re mostly still using 28k modems, & only for an hriday, and ave Sk bits/sec

then
the math just does not work out
it took b years for true traffic growth data to finally manifest itself
(since providers would not release data, if they even had it)
via other metrics (hardware and bandwidth sales)

that's actually an embarrassingly pathetic willingness
to just ignore real data (or just invent it)



Internet traffic growth myths (cont.)

costs
tech stock bubble?

really takes new technologies a decade to penetrate
weh was exception, Internet is not

retarded technical developments

hegligence of what users what, and likely to get
community gets mired in sub—necessary GOS hubbub, AT, GRPLS

benefits
unparalled platform for innovation
open standards, rapid development of new services
big empty pipes was key factor in supporting revolution

lessons
25 year contracts for pipes should be amortized over 3
capacity planning impossible
simplify engineering (atm/sonet --> IP over WDM, GigE)



three ‘waves’ of application

first wave: shared (remote) use of computers
telnet, email, ftp

second wave: client/server model, formatted lang.
web

third wave: collaborative, peer-to-peer, interactive
napster, imesh, kazaa, gaming, video

emergence of third wave will require more real-time
interaction with and reaction to network status

the growth of these applications will be self-limiting
(by user frustration with performance) unless we have either:
a betfter grip on measurement

either done by the applications themselves (e.g., vat)
or wia some other middleware aspect of the infrastructure)

or no service-affecting queueing anywhere in the network
(seems unlikely)



four areas of measurement

= workload characterization (passive)

= topology (mapping, path dynamics)

« performance evaluation (active, passive)




‘workload characterization

= workload profiling (s/w & h/w design, architecture
optimizing, capacity planning)

w security

= performance analysis
~delay, loss, jitter?

~ QOS assurance across ISPs
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workload characterization: priorities
= coral/ocXmons (0C3,12,48,192 gigE)

= persistent, real-time, full-frame collection

~ dynamic packet filtering triggered by attack
precursors




‘wkld char. on OC48 backbone link: hardware

DAG - PCI network monitoring cards:

project at University of Waikato (New Zealand)

computer science department
http://dag.cs.waikato.ac.nz/

DAG4 card - ATM and PoS capture at OC48¢

2.5 GBit/sec link rate

exceeds PCIl bus bandwidth, requires filtering & compression
provides highly accurate timestamping

timestamp sync across boards available via cable and GPS

CAIDA/U Waikato collaboration (subcontract)



‘workload on OC48 backbone link: data
= data collected by CAIDA and Waikato Applied

Network Dynamics group
http://wand.cs.waikato.ac.nzf

= collected on OC48 commercial backbone link in San




‘workload on OC48 backbone link: analysis

use coralreef software suite
hitp://www.caida.org/tools/measurement/coralreeff
public domain

obtain quantitative parameters of captured traffic:
packet and byte rates ;
flows (src IP, src port, dest IP, dest port, protocol)




results: application characteristics
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results: trattic by (top 10) applications

= by bytes

wWww (79%)

unclassified TCP (4%)

kazaa - peer-to-peer file sharing system (for music) (2%)

1% or less: _

nntp — netnews; unclassified UDP; realaudio, smtp, napster, gnutella, ftp

© by packets

www (67%)

UﬂC|ﬂ$5JflEﬂ TCP/UDP (7%/3%)




workload char.: new Killer application?

Icompare to university commodity link (UCSD)
3-12 nov 01 (post-napster.demise)

application Ercoldown — 7 davys

b-Z5ps

Tue Wed Thu rei Sat Sun
min AU Ma ¥
B world wide web(S0) (WiWw) 1.36 M 5. 25 M 15,33 M
B KaZah tile sharang (KAZMN) 0,119 M .2 M 1717 M
O FTF Malad ~1ream CFTF_MATAI L M b B e B ' | 15, %1 WM
B SUIn (50U I 0.1 M 1.42 M .70 M
O other_i2r toaTher_1rZP) [WIRNLES | .52 M 2L 2 M
M Shodtcast MFS (SHOUTCAST) 0,02 M 0,71 M P =i |
Ll SHUtella t1le—-charing CEMUTELLA) o.02 M o, 77 M A.22 M
B Wi roWnll Media (WMS_MFRTAN L M [ RN | VL&A W
B SHTr (mail forwarding) CSMTR) o, o0 M 0,414 M 4.5 M
O ki=r Media sTreaming ctl CRISF) [NENTHRN . | 1= M o4 m
B Secure Web (HTTFS) 0,00 M o, 11 M S.10 M
B Secure Shell [SSH) o,.01 M 0,97 M E.E2 M
O Hapsier MEE CHMAPSTFR_DATAD n.rn M n.-14 M SR

A3MILY T3] T00LITE




results: flow interval spacing

oA data, change in fotal Hlows with varying intervals
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results: traffic by countries/continents

distribution of bytes, packets, flows by source and
destination countries

top source countries:

US - 1st by bytes and packets, 2nd by flows
Japan - 1st by flows, 2nd by bytes and packets
also: Canada, United Kingdom, Hong Kong, Denmark (but: 10 times

less bytes, packets, or flows than US or JP)

top destination countries:

Korea, US, China
also: Japan, New Zealand, Taiwan, Australia

suggests that routing policy for this link
directs most traffic to asia



= source/destinations pairs aggregated by
continents/regions

= 3D plots use XRT-based tool
tp:/fwww.caida.orgftools/utilities/graphing/graph_xrt3d.xml
y axes - § ol o




results: 3D tratfic matrices
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results:

3D traffic matrices




results: 3D tratfic matrices (continents)
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we see the following unexpected traffic at our
measurement location in San Jose, California, US:

- asia to asia - rather significant amount




(example)
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‘workload on OC48 backbone link: conclusions

we infer applications using port mappings
dominated by WWW, filesharing, and gaming applications

flow duration
relatively short timeouts (i.e. 4 seconds) may be adequate

traffic destinations
dominated by East Asia (KR, TW, CN, JP) and US

significant traffic ‘anomalies’ through San Jose

western europe - western Europe
eastern asia - eastern asia
likely typical, routing policies a function of economic and regulatory

realities



‘workload on OC48 backbone link: conclusions

= unique
first and only OC48 flow monitor worldwide
caida’s public tools analyze data without modification

= software implemented
CoralReef, NeTraMet, custom routines (CAIDA)
custom routines by U. of Waikato, others
darpa/nsficaida members funded

...........



now what?

= ‘'seamless’. ho such thing

" measurement tools/infrastructure
well-considered
strategically deployed
collaboratively maintained |
~ more infrastructure-relevant research on resulting







