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e A"/0" scan from a botnet
* Scanning SIP Servers with a specific query on UDP

port 5060 and SYNs on TCP port 80

2011-02—02 12:15:18.913184 IP (tos 0x0, ttl 36, id 20335, offset 0,
flags |[none|, proto UDP (17), length 412) XX.10.100.90.1878 > XX
.164.30.56.5060: [udp sum ok| SIP, length: 384

REGISTER, sip:3982516068@XX.164.30.56 SIP /2.0

Via: SIP/2.0/UDP XX.164.30.56:5060; branch=1F8b5C6T44G2CJt; rport

Content—Length: 0

From: <sip:3982516068@XX.164.30.56 >; tag
=1471813818402863423218342668

Accept: application/sdp

User—Agent: Asterisk PBX

To: <sip:3982516068@XX.164.30.56 >

Contact: sip:3982516068@XX.164.30.56

CSeq: 1 REGISTER

Call-ID: 4731021211

Max—Forwards: 70

Cooperative Association for Internet Data Analysis
University of California San Diego




DARKNE [

The UCSD Network lelescope

INFECTED HOST
SCANNING
THE INTERNET

UCSD NETWORK TELESCOPE a a _’ a

DARKNET XXX.0.0.0/8

Cooperative Association for Internet Data Analysis
University of California San Diego




OVERVIEW

isolating the “SipScan”

* [hanks to the unique payload fingerprint we could
isolate it without inferences
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OVERVIEW

some quick statistics

# of probes (1 probe = 1 UDP + multiple TCP pkts) 20,255,721
#of source IP addresses 2,954,108
# of destination IP addresses 14,534,793
% of telescope IP space covered 86,6%
# of unique couples (source IP - destination IP) 20,241,109
max probes per second 78.3
max # of distinct source IPs in 1 hour 160,264
max # of distinct source IPs in 5 minutes 21,829
average # of probes received by a /24 309
max # of probes received by a /24 4472
average # of sources targeting a destination 1589
max # of sources targeting a destination 14
average # of destinations a source targets 6.85
max # of destination a source targets 17613
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UNSPOOFED

the “Egyptian Killswitch™ (Feb 201 1)

* No SipScan pkts are

geolocated to Egypt
during the Egyptian
outage!

Re-announced Egyptian IPv4 Prefixes
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Animation created with an improved version of

Cuttlefish, developed by Brad Huffaker
http://www.caida.org/tools/visualization/cuttlefish/
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/0 SCAN

DShield
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/0 SCAN

MAWIIWIDE
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*\We identified flow-level properties (e.g. | pkt + PS size) that allowed to spot the
same traffic in MAWI/WIDE traces, which are anonymized.
e A few different /8 networks were found in the MAWI traffic associated with the
Sipscan
‘ Cooperative Association for Internet Data Analysis http://mawi.wide.ad.jp/mawi/

University of California San Diego



http://www.dshield.org
http://www.dshield.org

Explol
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# UDP Packets seen by the UCSD Network Telescope
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HILBERT CURVE
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* [he |-dimensional IPv4 address
space Is mapped Into a 2-
dimensional image using a Hilbert
curve

e CIDR netblocks always appear as
squares or rectangles in the image.
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Software for hilbert-based IP heatmaps @ http://www.measurement-factory.com
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REVERSE BY TE ORDER

brogression

Cooperative Association for Internet Data Analysis
University of California San Diego



Hosts per location: Packets per location:

74- 176
423-1 .61k

1.81k=2, 40k
899-2,11k

B s AN -
2011-01-31 21:07 UTC MONDAY

Target Hosts (X.b.c.d/8) Target Hosts (X.d.c.b/8) {(reverse-engineered)




BOT TURNOVER

new src IPs arrive constantly
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BOT TURNOVER

most src IPs leave constantly
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COVERAGE & OVERLAP

fferent phases w/ different parameters?

Coverage Overlap
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COVERAGE & OVERLAP

different phases w/ different parameters?
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SIPSCAN FEATURES

some are unique

» Operated by a botnet

* Global vs Global

* Observed by a /3

* No Inferences on pkts: unigue payload “signature”
e asting |2 days

* Sequential progression In reverse byte order

e Continuous use of new bots

e Stealth: [P progression, speed, use of new bots

e Coordination between sources (global sequential
progression and small redundancy)

* [argeting SIP
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