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VWhy does spoofing matter?

» Attacker sends packet with spoofed source [P address

* Recelver cannot always know It packet's source Is authentic

src dst src dst
small | payk,ad large
request response
packets VIR | payload| R [V packets

Attacker A Receiver R Victim V
Volumetric Reflection-Amplification Attack



Defenses

* BCP38: Network ingress filtering: defeating denial of service
attacks which employ IP Source Address Spoofing

- https://tools.ietf.org/html/bcp 38

- May 2000

* BCP84: Ingress filtering for multi-homed networks
- https://tools.ietf.org/html/bcp84

- March 2004

* Not always straightforward to deploy “source address
validation” (SAV): BCP84 provides advice how to deploy


https://tools.ietf.org/html/bcp38
https://tools.ietf.org/html/bcp84

Tragedy of the Commons

* Deploying source address validation is primarily for the
benefit of other networks

* Incentive not clear for some networks
- majority of networks do seem to deploy filtering

- filtering gives an operator moral high-ground to pressure
other networks to deploy, which does benefit the operator

- "Cyber Insurance’ takes into account security
practice of the network: QuadMetrics.com

» |ISOC RoutingManifesto.org: Mutually Agreed
Norms for Routing Security (MANRS)



http://quadmetrics.com
http://routingmanifesto.org

Which networks have deployed filtering!

* No public data that allows a network to show
that they have (or have not) deployed filtering

- OpenResolverProject: allows detection of which

networks have not deployed filtering based on DNS request
forwarding

- requires a buggy open resolver
- public reporting at network and AS level

- MIT/CMAND Spoofer Project. ageregate statistics of
spoofability based on crowd-sourced tests

- user had to manually run tests

- no public reporting at network or AS level



Spoofer: Client/Server Overview
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Spoofer: Client/Server Overview

» Client tests ability to spoof packets of different types

- Routed and Private

- |Pv4 and IPv6
* traceroute to infer forward path to destinations
* tracefilter to infer first location of filtering in a path

- traceroute but with spoofed packets

* Filtering prefix granularity: how many addresses in the same
network prefix can be spoofed?



CAIDA Spoofer Project: New Features

- Client/Server system provides new useful features

- by default publish anonymized results, and
by default share unanonymized results for remediation

- Runs In background, automatically testing new networks the
host Is attached to, once per week, IPv4 and IPv6

- GUI to browse test results and schedule tests

- Speed improvements through parallelized probing

https://spoofer.caida.org/recent_tests.php



CAIDA Spoofer Project: New Features

* Reporting Engine publishes outcomes of sharable tests

- Allows users to select outcomes
* per country: which networks in a country need attention?
» per ASN: which subnets need attention!?
» per provider: which of my BGP customers can spoof?

- What address space does an AS announce, or could act as
transit for! |s that address space stable!

» Useful for deploying ACLs

https://spoofer.caida.org/recent_tests.php
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Scheduler: ready

Client GUI

Spoofer Manager GUI

Pause Scheduler

Prober: next scheduled for 2016-08-29 15:13:35 NZST (in about 6 days) Start Tests

Lastrun: 2016-08-22 13:58:07 NZST

Result history: Hide old blank tests
date IPv ASN private routable log report
4 45267 +/ blocked +/ blocked
2016-08-22 13:58:07 NZST lcg | report
6 45267 +/ blocked +/ blocked
2016-08-2117:06:13 NZST | 4 | 9500 +/ blocked +/ blocked log | report
4 |45267 +/ blocked +/ blocked
2016-08-15 12:42:47 NZST leg | report
6 (45267 «/ blocked +/ blocked
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Client/Server Deployment

* Since releasing new client iIn May 2016, increasing trend of
more tests (yellow line)

- Benefit of system running in background
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Reporting Engme Recent [ests

Spoof | Spoof [|Adjacency
Session Timestamp Client Prefix Country NAT Private [Routable | Spoofing Results
2017-05-16 Full
221521 02:44-34 90.185.119.x/24 39554 (Fullrate) dnk {Denmark) yes | blocked |blocked |nane m——
2017-05-16 101.184.212.x/24 |1221 (ASN-TELSTRA) aus (Australia) yes [rewritten |rewri‘tten |n0ne Full
221520 P . ! | Full
02:44:33 2001:8003:6¢cxx::/40|1221 (ASN-TELSTRA) no |blocked |blocked [none report
221519 [29017-05-16 203.188.246.x/24 9832 (ISN-AS-AP) bgd (Bangladesh) |yes ||blocked [ irtl none Ful
02:42:10 A report
221518 ||2017-05-16 121.136.116./24  |4766 (KIXS-AS-KR) kor (South Korea)  |yes  [rewritten |rewritten |[none Ful
02:41:08 | | report
2017-05-16 . Full
221516 02:40:45 185.77.248.x/24 58018 (INTECO-AS) rou (Romania) yes [unknown |unknown [none ——
2017-05-16 : : Full
221515 02:40:08 112.215.174 x/24 24203 (NAPXLNET-AS-ID) idn (Indonesia) yes |unknown |unknown [none ———
221514 [2917-05-16 182.48.233.0/24  |45769 (DVOIS-IN) ind (Indiia) yes |rewritten |rewritten |none Ful
02:35:58 A report
2017-05-16 . . Full
221513 02:34-01 112.215.174.x/24 24203 (NAPXLNET-AS-ID) idn (Indonesia) yes |unknown [unknown [none ——
221512 [2017-05-16 40208241 x/24  |133481 (AIS-Fibre-AS-AP) tha (Thailand) yes |rewritten [rewritten [none Ful
02:33:57 4 | report
2017-05-16 . . Full
221511 02:33:52 88.221.209.x/24 12222 (AKAMAI) pol (Poland) yes | rewntten‘ rewritten | none ———
2017-05-16 : Full
221510 02:26:02 203.212.115.x/24 (9976 (ICNDP-AS-KR) kor (South Korea) |yes A blocked oot
2017-05-16 . Full
221509 02:25:42 129.71.148 .x/24 7925 (WVNET) usa (United States) ||yes |unknown |unknown [none m—
2017-05-16 gbr (United Full
221508 02:25:03 86.158.11.x/24 2856 (BT-UK-AS) Kingdom) yes |blocked |blocked [none ———
2017-05-16 i . . . Full
221507 02:24°55 49 228.110.x/24 133481 (AlS-Fibre-AS-AP) tha (Thailand) yes rewntten‘ rewritten | none ———
2017-05-16 Full
221505 02:24°55 90.145.220.x/24 29396 (UNET nld (Netherlands) yes |blocked |blocked [none report
2017-05-16 Full
221504 02:24-55 I61.40.38.)(!24 3786 (LGDACOM) kor {South Korea) yes | blocked |blocked [none o—
I [2017-05-16 I I I | I [Full
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Reporting Engine: Recent lests

Session Timestamp Client IP ASN |Country INAT :r?\?a‘:fe Rgsfafle v4sl::2:$zrg|cy Results
78449 [2016-10-14 12:30:59/[192.0.47 . 16876 [usa yes |[blocked [l LI Full report
28448  12016-10-14 12:30:31 108.210.231.x ||7018 ||usa yes |blocked |blocked one Full report
2602:306:cdxx:: [7018 no |[blocked [blocked
78446 (2016-10-14 12:25:13|198.108.60.x 237 ||lusa yes |blocked |blocked Full report
78440 [2016-10-14 12:14:30/[209.159.210.x |[20412[usa  |[yes --_ Full report
70.194.6.x 22394 |usa yes n [rewritten
78437 |2016-10-14 11:56:25 none Full report
2600:1007:b0xx::/[22394 no |[blocked [blocked
78435 |2016-10-14 11:45:05|72.89.189.x 701 |lusa yes |blocked |blocked ([none Full report
28418 12016-10-14 10:52:02 128.164.13.x 11039 ||usa no [blocked (blocked 16 Full report
2620:106:c0xx:: [11039 no
78416 |[2016-10-14 10:43:55128.164.13.x  |11039jusa  [no [blocked [blocked [/16 Full report
78405 [2016-10-14 Full report
———r———1 Able to break down by country, pernaps ——
on borerord useful for regional CERTSs. —
| In this case US-CERT et
78385 |2016-10-14§ Full report
78381 [2016-10-14 B 1(Ci R o) o]0 (1 R To) 6jo5 (1o g s loaicanin Full report
78375 [2016-10-14 08:20:09/[192.0.47 x [16876/[usa  [yes |[blocked |[oniel LI Full report
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Reporting Engine: Recent lests

Session Timestamp Client Prefix ASN Country NAT Psrli,\?a‘z; Rs&z c:)fle Asdgzg:i':‘cgy Results

222064 |2017-05-16 14:16:30 [80.100.158.x/24 3265 (XS4ALL-NL) nid (Netherlands) [yes _|rewritten_ rewrntten [none Full report

222050 [2017-05-16 13:59:59 (89.99.32.x/24 6830 (LGI-UPC) nild (Netherlands) |yes _|rewritten_ rewritten |none Full report

82.85.208.x/24 3265 (XS4ALL-NL) nid (Netherlands) |yes |blocked |blocked |none
222011 [2017-05-16 12:56:43 ' Full report
2001:980:89xx::/40 |3265 (XS4ALL-NL) no |blocked |blocked |/48

221969 [2017-05-16 12:03:58(85.148.133.x/24 9390 (EuroNet) nid (Netherlands) |yes |blocked ||blocked |none Full report

221965 [2017-05-16 12:00:37 [92.109.187.x/24 6830 (LGI-UPC) nild (Netherlands) |yes A|rewrittenA rewritten |none Full report

221939 |2017-05-16 11:37:04 |143.176.95.x/24 13127 (Versatel) nld (Netherlands) |yes ,|"eW"me“, rewritten |none Full report

221841 72017 -05- 16 09: 29 23 185 168 227. xi24 49628 nld (Netherlands) |yes _|rewritten_ rewritten |none Full report

S g nld (Netherlands) [yes |unknown [unknown |none Full report

nld (Netherlands) |yes :blocked blocked |none Full report

nid (Netherlands) [yes [blocked |blocked |none Full report

33, ) nid (Netherlands) |yes |blocked |blocked |none Full report

221400 [2017-05-16 00:30:42 145.103.114.x124 1103 (SURFNET-NL) nid (Netherlands) [yes [blocked [blocked |/26 Full report

221393 [2017-05-16 00:21:08 [145.103.114.x/24 (1103 (SURFNET-NL) nld (Netherlands) [yes |blocked |blocked |16 Full report

[Ananan nnaw ne 40 anna anllnan 70 477 na [aAnn et SRS v R R —— PerTE—

.««(NO positive test since last week:)

217622 (2017-05-12 02:36:37|86.92.178.x/24 1136 (KPN) nid (Netherlands) [yes [rewritten y|rewritten [none Full report
217446 |2017-05-11 21:39:25|77.174.133.x/24 12871 (NL-CONCEPTS) nid (Netherlands) |yes _rewritten_|rewritten |none Full report
217412 |2017-05-11 20:36:18 [169.47.143.x/24 36351 (SOFTLAYER) nid (Netherlands) |no ||blocked [blocked |none Full report
217270 (2017-05-11 16:46:53 (217.117.232.x/24 16281 (UTELISYS) nid (Netherlands) [yes |unknown [g=el7=0081/20 Full report
217184 |2017-05-11 14.28:31 [85.145.184.x/24 50266 (WIERICKE) nid (Netherlands) [yes [blocked |blocked [none Full report
217157 |2017-05-11 13:37:09 |62.195.97 x/24 6830 (LGI-UPC) nld (Netherlands) [yes |[blocked |blocked |none Full report
217122 |2017-05-11 12:46:46 |77.250.234.x/24 6830 (LGI UPC) nld (Netherlands) [yes |blocked |blocked |none Full report
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Reporting Engine: Recent lests

Spoof | Spoof |v4 Adjacency
Session Timestamp Client IP ASN |Country INAT Private |Routable| Spoofing Results
78449 [2016-10-14 12:30:59/[192.0.47 . 16876 [usa yes |[blocked [l LI Full report
108.210.231.x ||7018 ||usa yes |blocked |blocked
78448 |2016-10-14 12:30:31 none Full report
2602:306:cdxx:: (7018 no [blocked |blocked
78446 |2016-10-14 12:25:13({198.108.60.x 237 ||lusa yes |blocked |blocked Full report
78440 [2016-10-14 12:14:30/[209.159.210.x Ygagi2fusa  |[yes --_ Full report
70.194.6.x 22394 dga yes n |rewritten
78437 |2016-10-14 11:56:25 none Full report
2600:1007:b0xx:: (22394 no |blocked |blocked
78435 |2016-10-14 11:45:05|72.89.189.x 701 |lusa yes |blocked |blocked ([none Full report
28418 12016-10-14 10:52:02 128.164.13.x 11039 ||usa no [blocked |blocked 16 el ;
-10- :52: ull repo
2620:106:00xx:: 4g039 no :
78416 |2016-10-14 10:43:55(128.164.13.x 11038 . * [
128.164.13.x 11038
78405 |2016-10-14 10:10:17 —
2620:106:cOxx:: [11039
78402 |2016-10-14 09:51:52(216.227.79.x 13673 |usa ,
IPv4: /24
28288 [12016-10-14 08:62-15 216.47.128.x 29825 |usa
Y 2620:f3:80xx:: (29825 IPv6: /40
78385 |2016-10-14 08:48:22 (50.54.90.x 5650 ||usa |
78381 |2016-10-14 08:32:18(73.194.189.x 7922 ||lusa yes |blocked |blocked ([none Full report |
78375 [2016-10-14 08:20:09/[192.0.47 x 16876/usa  [yes |[blocked [Eoiil LI Full report
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Reporting Engine: Recent lests

Session Timestamp Client IP ASN |Country INAT l?r?\?a‘:fe Risfa(:;e v4sl::2:?:;cy Results

78449 [2016-10-14 12:30:59/[192.0.47 .x 16876 [usa yes |[blocked [l LI Eull report
108.210.231.x 7018 |lusa __ |yes |[blocked |[blocked

78448 |2016-10-14 12:30:31 ' none Full report
2602:306:cdxx:. (7018 no |blocked |blocked

78446 [2016-10-14 12:25:13[198.108.60.x (237 |usa  |[yes |[blocked [blocked |[/22 Full report

78440 [2016-10-14 12:14:30/[209.159.210.x |[20412usa  |[yes (il el O [Full report
70.194.6.x 22394 |usa yes |rewritten |rewritten

78437 |2016-10-14 11:56:25 : : (norg Full report
ot DUXX:. no |blocked |blocked

78435 |2016-10-14 11:4#%05 |72.89.189.x 701 |lusa yes |blocked |blocked |none Full report

28418  [10016-10-14710:52:0> 128.164.13.x 11039 ||usa no |blocked |blocked 16 Full report
2620:106:c0xx:: |[11039 no

78416 |[201 Giefirisidinkisnscsiioinirtsinmam Aot e s oot bt " [Full report

78405 201k NATs behave differently: Y Ful repor

7ea02 |04 Some may block spoofed traffic BT

o0 201 Some uselessly rewrite | [t rooon

Some do not revvmte and pass spoofed pac|<ets

78385 #2016 s ) g . Full report

78381 |2016 10-14 08:32: 18|73194 189x  |[7922 |jusa es |[blockag |blocked |none Full report

78375 \2016-10-14 08:20:0950872 7 x 16876/|usa  ||yes |[blocked (el I [Full report
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Reporting Engine: Recent lests

Session Timestamp Client IP ASN |Country INAT :r?:a‘:fe Rgsfa:fle v4sl::::$zrg|cy Results

78449 [2016-10-14 12:30:59/[192.0.47 . 16876 [usa yes |[blocked [l LI Full report
108.210.231.x ||7018 ||usa yes |blocked |blocked

78448 12016-10-14 12:30:31 none Full report
2602:306:cdxx:. (7018 no |blocked |(blocked

78446 [2016-10-14 12:25:13][198.108.60.x  [237 [usa  |[yes |pblocked |[blocked |[/22 Full report

78440 |[2016-10-14 12:14:30[209.159.210.x  [20412[usa |[yes -- Full report
70.194.6.x 22394 |usa yes n |rewritten

78437 |2016-10-14 11:56:25 none Full report
2600:1007:b0xx:: [22394 no [blocked |[blocked

78435 |2016-10-14 11:45:05|72.89.189.x 701 |lusa yes |blocked |blocked ([none Full report

28418 12016-10-14 10:52:02 128.164.13.x 11039 ||usa no |blocked |(blocked 16 ul report
2620:106:c0xx:: |[11039 no

78416 (201 Gyileaieinsidbebiininime irir roiiniainiinmemuit Shomsin PSSP P Srmtiisis Full report

78405 (2016} {/ |Full report

02 [2od Some spoofing from behind a NAT t Fuiroron

roaes pord prevented by egress filtering | [t rooon

78385 201 Ao bR i A A o o oS st Y I SR Yo Full report

78361 [2016-10-14 08:32:18|73.194.189x  [7922 |[usa yes [blocked |blocked |none Full report

78375 [2016-10-14 08:20:09/[192.0.47 x 16876/usa  [yes |[blocked [Eoiil LI Full report
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Reporting Engine: Recent lests

Spoof | Spoof |v4 Adjacency
Session Timestamp Client IP ASN |Country INAT Private |Routable| Spoofing Results
78449 [2016-10-14 12:30:59/[192.0.47 . 16876 [usa yes |[blocked [l LI Full report
108.210.231.x ||7018 ||usa yes |blocked |blocked
78448 (2016-10-14 12:30:31 none Full report
2602:306:cdxx:: ||7018 no ([blocked (blocked
78446 |2016-10-14 12:25:13({198.108.60.x 237 ||usa yes |blocked |blocked Full report
78440 [2016-10-14 12:14:30/[209.159.210.x |[20412[usa  |[yes --_ Full report
70.194.6.x 22394 |usa yes n [rewritten
78437 (2016-10-14 11:56:25 none Full report
2600:1007:b0xx::||22394 no [blocked (blocked
78435 |2016-10-14 11:45:05|72.89.189.x 701 |lusa yes |blocked |blocked ([none Full report
28418 12016-10-14 10:52:02 128.164.13.x 11039 ||usa no [blocked |blocked 16 el ;
-10- :52: ull repo
2620:106:c0xx:: [11039 no .
78416 2016-10-14 10:43:55 128.1647.13.x 11039 usa no blocked blocked (/16 Il report
784: § |Fulreport
4 Some networks may have deployed [Pv4 filtering, ¢ gl report
7834 but forgotten to deploy IPv6 filtering { |Fullreport
7831 § ||[Full report
F TR i At 7 < ¥ Al L7 o o A s 38 TR RSe[| report
78375 [2016-10-14 08:20:09/[192.0.47 x [16876/[usa  [yes |[blocked |[oniel LI Full report
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Notifications and Remediation

» Currently, we (Matthew) manually send notifications to abuse
contacts of prefixes from which we received spoofed packet

Session Timestamp Client IP ASN
133300 [2017-01-24 19:44:30 et X P90 weekly tests show spoofed
= e ackets are now blocked
131277 [2017-01-17 18:32:55 Hoearo 02X 9249 P | i
2405:8400:10xx:: [9245 Thanks, Compass. ;
131065 [2017-01-17 10:31:29(182.48.139.x  |9245 0] 010301071013 CC10 MM T ittt 411 3 0
130402 [2017-01-16 12:20:57|182.48.139.x  [9245 [nz no [blocked |blocked [/19 Full report
103356 |[2016-12-02 05:45:47 [182.48.155.x (9245 [z yes |[blocked [0 (I Full report
103293 |[2016-12-02 04:02:44 [182.48.155.x  |[9245[nzl yes |[blocked [0 (I Full report
100969 [2016-11-28 20:05:43/[182.48.156.x  |[9245||nz! yes [blocked [l [ Full report

* remediation rate: |/5 ASes In majority native english speaking

 |/6 for rest

20



Other Remediation Strategies

ACLs are the “best [it ... when the configuration is not too
dynamic, .. If the number of used prefixes is low". - BCP84

Address Space Announcements: 9876 (NOWNEW-AS-AP)

Year
Month

2C15 2016 2017
Jen Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec Jan

202.56.32.0/20
202..37.240.0/21
202.56.48.0/21
163.47.236.0/22
103.8.140.0/22
203.92.24.0/23
103..5.126.0/23
103.22.234.0/23

-+ o e, .y A= e, o . . . . - - . . - -+ -+ -+ 4
T T T T T T T T T T T T T T T . . . . . . . T T T T

Month
Year

Jan Feb Mar Apr May Jun Jul Aug Scp Oct Nov Dec Jan Fcb Mar Apr May Jun Jul Aug Ecp Oct Nov Dec Jan
2015 2016 2017

https://spoofer.caida.org/prefixes.phplasn=987/6

https://spoofer.caida.org/provider.php

VWebpages by Stuart Thomson, Walkato



Practicality of Ingress Access Lists

ACLs are “the most bulletproof solution when done properly”, and
the “best fit ... when the configuration is not too dynamic, .. if the
number of used prefixes is low”. - BCP84

During 2015, ~5% and ~3% of ASes announced different |Pv4
and IPv6 address space month-to-month, respectively.

25 ||||||| I ||||||| I ||||||| I ||||||| I ||||||| I ||||||| I ||||||| I ||||||| I ||||||| I | LI
% Il I1Pv4
220 . BCP-38 . BCP-84 IPv6  x
i . i
2151 A = =
kS g
- 1 O W » e
S Fa . .
— X f ;<*++++++++++++ + Wy & ++++++ A
é 5 L § )sS( X xH " h¥ y e ] ++ ++ Tt ++++*'+++'_++++++-F*'++ -1+P*'"'*'4-|++-l"'l+"""'+ H-FH++++'*'H'++"++'*‘*'++++++i-+++'*‘*'i~h+++++|-++l-§-_,+ —
X Xx X x>< X Ko o X R0ss 000 S0 x 2 A ’°°W%%&§WW
LL< O ||||||| L i L bye 1 >I(»I(>{,"XP< |X’E,"x| |»°|( M&%&I’(&. L1 I&M%X%WIWI L1 le cao b |1
Jan Jan Jan Jan Jan Jan Jan Jan Jan Jan
08 00 02 04 06 08 10 12 14 16

Source: Routeviews and RIPE RIS data
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Fraction of Stub ASes

Practicality of Ingress Access Lists

ACLs are the "best [it ... when the configuration is not too
dynamic, .. If the number of used prefixes is low". - BCP84

In August 2016, 86.9% of stub ASes would require an [Pv4
ACL of no more than 4 prefixes. More than half of IPv4 ACLs
defined In January 2012 would still be unchanged today.

1 | : B I & N \ ‘
= I S
0.8 . go 0.8 - A ——
<
0.6 - -4 S 06 -
August 2016: =
04 - IPv4,46693 ASes | § 04 — IPv4 ASes =
02 IPv6, 7265 ASes 48 ook —— IPv6 ASes ol
s
0 I I I I 0 Lo T T FUTTTY FUTETI FYTETY NRTTI FAUTT Frem
0 2 4 6 8 10 Jan Jan Jan  Jan  Jan
# Prefixes in Ingress ACL 12 13 14 15 16

Source: Routeviews and RIPE RIS data
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Growing evidence of remediation

https://spoofer.caida.org/remedy.php

This page contains evidence of remediation that we have gathered automatically. For each test from a given IP address that we received a spoofed packet
from, we search for subsequent tests from that IP address where spoofed packets were blocked.

ASN Country IP Address Received Timestamp (Blocked Timestamp
9832 (ISN-AS-AP) bad (Bangladesh) 203.188.246.x/24 |2017-05-16 02:42:10 |2017-05-16 06:24:47
209 (CENTURYLINK-US-LEGACY-QWEST) usa (United States) 76.4.117.x/24 2017-05-11 19:40:23 (2017-05-15 19:32:58
136301 aus (Australia) 103.90.236.x/24 2017-05-14 23:45:56 |2017-05-14 23:53:08

577 (BACOM)

can (Canada)

142.114.82.x/24

2017-05-09 20:01:07

2017-05-11 17:18:46

27759 hti (Haiti) 200.2.133.x/24 |2017-05—10 12:06:41 |2017-05-11 09:57:08
2121 (RIPE-MEETING-AS) dnk {Denmark) 2001:67¢:xx::/40 |2017-05—08 00:35:44 (2017-05-09 01:13:52

209 (CENTURYLINK-US-LEGACY-QWEST) usa (United States) 76.4.126.x/24 |201 7-05-08 11:17:23 (2017-05-08 18:26:16
1653 (SUNET) swe (Sweden) 193.10.0.x/24 2016-12-15 06:12:06 (2017-05-02 08:49:54
1653 (SUNET) swe (Sweden) 2001:6b0:xx::/40 2017-05-02 01:36:01 (2017-05-02 08:00:56
7018 (ATT-INTERNET4) usa (United States) 172.9.21.x/24 2017-03-16 21:27:30 (2017-04-30 19:16:50

237 (MERIT-AS-14)

usa (United States)

2001:48a8:68xx::/40

2017-03-08 13:46:43

2017-04-18 08:40:02

21804 (ACCESS-8K)

can (Canada)

24.72.6.x/24

2017-02-20 15:08:53

2017-04-14 08:41:04

333880 (PAF)

swe (Sweden)

192.165.72.x/24

2017-04-11 02:24:34

2017-04-13 06:09:25

34244 (TELESERVICE)

swe (Sweden)

2a02:80:3fxx::/40

2017-04-11 02:24:34

2017-04-13 06:09:25

24211 (DETIK-AS-ID)

idn (Indonesia)

103.48.221.x/24

2017-04-11 00:31:13

2017-04-12 20:16:47

32107 (WAVE-CABLE)

usa (United States)

24.113.209.x/24

2017-04-07 18:23:10

2017-04-07 20:41:16

237 (MERIT-AS-14)

usa (United States)

198.108.63.x/24

2017-03-08 13:46:43

2017-04-06 11:12:19

13857 (ONLINEMAC)

usa (United States)

206.212.236 .x/24

2016-11-03 09:21:30

2017-04-05 13:12:24

4608 (APNIC-SERVICES)

nld (Netherlands)

2001:dcD:a0xx::/40

2016-11-20 20:27:08

2017-04-02 16:36:45

7922 (COMCAST-7922)

usa (United States)

2601:601:80xx::/40

2017-03-21 22:00:13

2017-03-29 09:26:06



https://spoofer.caida.org/remedy.php

Other Remediation Strategies

 Enhanced data access to authorities

» All tests In given country, network.

» Unanonymized
 Language translation of notifications

* Not in current DHS contract

* ICANN helping with translation of notification language
 Region-specific emails to operator mailing lists

» Have presented to NANOG, NZNOG, AusNOG meetings

* Private notifications to all observably spoofing networks

» Next step: hall of shame/fame
25



Should | install the client!?

e Yes!

* Room full of laptops and people who travel (use different
networks). Great opportunity to collect new users and grow
visibility of filtering deployment practice

* What about NAT?

- Not all NAT systems filter packets with spoofed source
addresses

- Roughly 35% of test results that showed spoof-ability were
conducted from behind a NAT

26



Expanding View of Filtering Policy

» Use CAIDA traceroute data to infer customer-provider links
to stub ASes that imply lack of ingress filtering by provider

» Goal:
- expand view of filtering policy
- spur addrtional deployment of ingress ACLs

» Method suggested by Jared Mauch (NT 1), joint work with
Qasim Lone, Macie] Korczynski, Michel van Eeten (TU Delft)

https://spoofer.caida.org/trspoof.php
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Iraceroute Spoofer
Provider #1 3 i Provider #2

Packet should be
filtered by #2 because

Source address the source address
is from Vantage Vv ‘ S belongs to a different
Point (VP) running ﬂetWCll”kb t/ZE;ﬂ the
traceroute StU

28



Iraceroute Spoofer: 3356-5088

12.8346.1 7018

12.123.16.85 7018 gar26.dlstx.ip.att.net

4.68.62.229 3356_3549

4.69.138.233 3356_3549 ae-2-52.earl New York2.Level3.net
4.69.138.233 3356_3549 ae-2-52.earl New York2.Level3.net

3356_3549 NEWSCORP.ear1 NewYork2.Level3.net
3356_3549 5-1-8-253.earl NewYork2.Level3.net m
4.71.172.146 3356_3549 NEWSCORP.earl NewYork2.Level3.net

206.15.96.0/19

Customer=Provider Link
Suggested Ingress ACL

https://spoofer.caida.org/trspoof.php
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Summary

* Reporting Engine publicly shows outcomes of sharable
tests, ~ |OK unigue IPs in hundreds of ASNs per month.

- Allows users to select outcomes
* per country: which networks in a country need attention?
» per ASN: which subnets need attention!?
» per provider: which of my BGP customers can spoof?

- Allows operators to view address space announced by an
AS, or could act as transit for; over time.

- Please Install and use the system!

https://spoofer.caida.org/

30
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: Feedback:

- spoofer-info@caida.org
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