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ARTEMIS APPROACH

self-managed detection & mitigation
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service targeting defense
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A BGP OBSERVATORY

driven by scientific curiosity and
experimentation
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A BGP OBSERVAIORY

“I’m a scientist, not a philosopher!”
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BGP OBSERVAIORY

why?

eOperators’ debug tool

eSituational Awareness / Intelligence

e Research on Hijacks and BGP anomalies
e Testbed for developing hew techniques

¢ Techniques useful when defending also from
hijacks of prefixes not owned by user...
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OBSERVATORY
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OBSERVATORY

demo

BGP Hijacks Observatory

The BGP Hijacks Observatory is a CAIDA project to detect and characterize 591 2 4 4k 27 OGB
BGP hijacking attacks, including stealthy man-in-the-middle (MiTM) Internet - - ) .
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Potential Victim Potential Attacker Largest Prefix # Prefix Events Start Time Duration Type

B zain-as == |S|-AS 197.190.0.0/16 1 pfx (65536 addrs) 2019-04-15 21:35:00 5 min origin hijack (moas)
- - CAIDA's BGP Hijacks
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WANTED / FUTURE WORK

oGT / Human in the Loop
ealso leveraging ARTEMIS

eBetter data: AS Relationships, AS20rg, AStraceroute, ...

eFaster data: RouteViews, ...
e More data: more BGP monitors
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