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SOLUTIONS IN USE (1/2)
Proactive: RPKI

Yes (ROA & ROV) - 12%

Yes (ROA) - 15%

Yes (ROV) - 1%

No - 71%

I do not know - 1%

(a) Q11: Do you use RPKI in your
network?
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(b) Q12: If no (in Q11), what are the
main reasons for not using RPKI?
(optional)

Yes - 60%

No - 36%

I do not know - 4%

(c) Q13: Do you use in your net-
work any other defense mecha-
nisms (other than RPKI) that protect
your/others’ pre�xes from BGP pre-
�x hijacking?
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(d) Q14: If yes (in Q13), what mech-
anisms do you use? Could you pro-
vide a brief description? (open ques-
tion/answers - optional)
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(e) Q15: In your network, howwould
you learn about a hijacking incident
against your pre�x(es)?
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(f) Q16: If you use a local or third-
party detection service or system,
could you please give us more details
about it? (open question/answers -
optional)
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(g) Q17: How would you mitigate a
hijack against your pre�xes if you
were noti�ed about an on-going
event?

Yes - 15%

No - 61%

I do not know - 24%

(h) Q18: Would you outsource func-
tions relating to the detection and
mitigation of pre�x hijacking inci-
dents to a third-party, if this helps
your organization reduce its risks?
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(i) Q19: If no (in Q18), what are the
main factors that would a�ect your
decision not to outsource pre�x hi-
jacking mitigation? (max 2 answers
- optional)
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(j) Q20: Assuming you fully trust an
outsourcing organization for pre�x
hijacking mitigation, what is the in-
formation/control (if any) you are
still NOT willing to share/allow?
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Importance of characteristics

(k) Q21: How important do you con-
sider the following characteristics
for the deployment of a new defense
system in your network?

Importance (0: Low ... 3:High) 0 1 2 3
E�ectiveness of mitigation 0 % 2.7% 49.3% 48.0%
Fast mitigation 2.7% 14.7% 38.7% 44.0%
Self-managed/operated 1.3% 18.7% 38.7% 41.3%
Ease of operating/troubleshooting 0 % 21.3% 40.0% 38.7%
Low cost 6.7% 17.3% 52.0% 24.0%
Ease of installation 1.3% 30.7% 53.3% 14.7%
Minimum changes to network con�guration 5.3% 26.7% 49.3% 18.7%
Low false positives (detection) 2.7% 12.0% 29.3% 41.3%
Privacy (e.g., routing policies) 8.0% 32.0% 32.0% 28.0%
Low false negatives (detection) 1.3% 13.3% 36.0% 34.7%

(l) Detailed answers for Q21

Figure 3: Survey results – Defenses against BGP Pre�x Hijacking
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[1] NIST. RPKI Monitor https://rpki-monitor.antd.nist.gov/. May 2018 
[2] P. Sermpezis, et. al., "A survey among Network Operators on BGP Prefix Hijacking", in ACM SIGCOMM CCR, Jan 2018. 

•Only 8% of prefixes covered by ROAs [1]  

•Why? → limited adoption &  
                costs/complexity [2]  

•Does not protect the network against  
  all attack types 

Reasons for not using RPKI [2]

Foundation for Research and Technology-Hellas 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SOLUTIONS IN USE (2/2)
Reactive: 3rd Party Services

[1] NIST. RPKI Monitor https://rpki-monitor.antd.nist.gov/. May 2018 
[2] P. Sermpezis, et. al., "A survey among Network Operators on BGP Prefix Hijacking", in ACM SIGCOMM CCR, Jan 2018. 

•Comprehensiveness: detect only 
simple attacks
•Accuracy: prone to false positives (FP) & 
false negatives (FN)
•Speed: manual verification & then manual 
mitigation
•Confidentiality: need to share private 
info, routing policies, etc.
  How much time an operational  

network was affected by a hijack [2]
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(a) Q1: Which term(s) would best
characterize your organization?
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(b) Q2: In which continent(s) does
your company operate?

(c) Q3: In which country(-ies) does your company
operate? (optional)
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(d) Q4:What is your position in your
company?

Figure 1: Survey results – Information about the participants and their organizations
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(a) Q5: Do you know what BGP pre-
�x hijacking is and how it can hap-
pen?
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(b) Q6: How concerned are you
about BGP pre�x hijacking incidents
on the Internet?
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(c) Q7: Are you concerned that your
network may be a victim of a BGP
pre�x hijacking incident in the fu-
ture?

no
impact ⇠min. ⇠hours

few
services/ 0% 9.3% 28.0%
clients
many

services/ 0% 9.3% 48.0%
clients

(d) Q8: How severe do you consider the
potential impact of a BGP pre�x hijacking
against your network?

Yes - 41%

No - 52%

I do not know - 7%

(e) Q9: Has your organization been
a victim of a BGP pre�x hijacking
incident in the past?
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(f) Q10: If your organization was a
victim of a BGP pre�x hijacking inci-
dent, for how long was your network
a�ected? (optional)

Figure 2: Survey results – Knowledge and Experience with BGP Pre�x Hijacking
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DETECTION BY 3RD PARTIES
…

3rd Party  
Detection
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ARTEMIS APPROACH
self-managed detection & mitigation

ARTEMIS
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A PARADIGM SHIFT 
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From 3rd party monitoring to Self-Operated

3rd Party
•Evasion

•Detect only simple attacks
•Accuracy

•Potential for lots of FPs
•or alternatively lots of FNs

•Speed
•Manual verification &  
  then manual mitigation

•Privacy
•Need to share private  
  information

•Evasion
•Covers all attack configurations

•Accuracy
•0% FP, 0% FN: for most attacks
•0% FN for the remaining ones 
(or manage FP-FN trade-off)

•Speed
•Automated mitigation: 
neutralize attacks in a minute

•Privacy & Flexibility
•full privacy

ARTEMIS

Sermpezis et al. , “ARTEMIS: Neutralizing BGP Hijacking within a Minute“  
IEEE/ACM Transactions on Networking 2018



ARTEMIS
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BMP/BGP

ARTEMIS

Sermpezis et al. , “ARTEMIS: Neutralizing BGP Hijacking within a Minute“  
IEEE/ACM Transactions on Networking 2018

self-managed detection & mitigation
https://github.com/FORTH-ICS-INSPIRE/artemis



TEST DEPLOYMENT
https://github.com/FORTH-ICS-INSPIRE/artemis
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NSF OAC-1848641 — Sep 2018 - Aug 2019 
Experimental Deployment of the ARTEMIS  
BGP Hijacking Detection Prototype in  
Research and Educational Networks



ARTEMIS DEMO
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http://www.inspire.edu.gr/artemis/demo/ 
username: “guest" — password: "guest@artemis2018"

http://www.inspire.edu.gr/artemis/demo/
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