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What is Pathfinder?

traceroute annotations

Service that supports: %

*Tagging (annotating) traceroutes

*Requesting traceroute execution l A'A

. A
-Searching traceroutes by tag  (EEEEES



Pathfinder Annotations:

Input: 52.24.193.13 184.104.193.234  184.105.223.225  112.174.88.113
. traceroute O () () { )
Output Annotations: —
o Country [ us USA J [ KR South Korea ]

¢ organization [%—UCSD ] [ @ Hurricane Electric ] [kt KoreanT. ]

e Vendor ['é'l's'(':'c;' Cisco J [@Mé Huawei J [ e Giseo ]

HHHHHH




Annotations Sources:
T hasmwve | Acive

BGP Collectors Geolocation WHOIS Servers Distributed
Service . ﬁ Monitors
RIPE . AFRINIC & lacnic'® P
Ncc M :'“E'JIIH E‘IEmEnt@ S ; ARCHl'pELAGof{\Aﬁ,/}
—ARIEN-)APNIC :
Country X X X
Autonomous
X
Systems
Organization X

Vendor X



Traceroute Upload
post request

[ Array of traceroutes
{ single traceroute
"location": { .
n _- . u 1 monltor
city": "Seoul", .
I 1 11 I Iocatlon
iIso": "KR",

"longitude": 125.8519721,
"latitude": 37.5111456

}I
"data": "--warts json dump 1--" JSON/warts

}
{

"location": {
‘city": “San Dlego”,




Traceroute Upload

post request

{

}

"location": {
"city": "Souel",
"iso": "KR",
"longitude": 125.8519721,
"latitude": 37.5111456
]

"data": "--warts json dump 1--"

1

"location": {
‘city": “San Dlego”,

response

/

{

_y[582563,

A

}

Array of trace_ids
"data": [

trace_id

582564 trace id

"errors": []




Traceroute Annotations

get request

{

}

"data": [

http://api.../v2/traceroutes[582563

response

582563,

1x

582564
]I

"errors": []

"totalCount": 2,
"pageSize": 500,
'page": O,

header

"data": [

{
"id": 582563,
"vp'i{
"country": {
"iso": "KR",
"iso3": " KRS",

traceroute

"name": "South Korea",

"method": "user'

}

I
!




Traceroute Annotations
response

{

"totalCount": 2,
"pageSize": 500,

header

"page": O,
"data": |
{ traceroute
"id": 582563,

"vp": { "country"{ "iso":"KR", "name":"South Kor...
"src": {"ip": "192.168.0.62", "reserved": { "nam...
"dst": { "ip": "41.211.16.227", "asn": { "asn": 35...

"hops": |

{"ip":"112.190.77.9", "asn": { "asn": 4766, ...
{"ip":"41.211.16.227", "asn": { "asn": 35091, ...

annotations

vantage point
Source IP
Destination IP

hops
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IP Annotations

{

'ip": "112.190.77.9",

"asn": AS
"asn": 4766,
"name": "Korea Telecom"”,
"country": {
"iso": "KR",
"iso3": "KOR",
"name": "South Korea",
"threat": 3

J

method": "bgp",
"threat": 3

"country": { country
IIiSOII: ”KR“,
"iso3": "KOR",

"name": "South Korea",
"method": "net",

"threat": 3

1,

‘organization": { org
"name": "Korea Telecom”,
"method": "bgp"

1,

"vendor": { vendor
"id": 25506,
"name": "H3C",
"country": {
"iso": "CN"
b
"threat": 10,

"method": "snmp"




Traceroute Annotations

{

}

"data"
582563,

Al

http://pathfi..

Jtraceroutes/

582563

naula FPIAIE{EER TRACEROUTES ABOUT UPLOAD TRACE T

f

582564

]

“errors

]

© 172.101.1.46 (src) — 124.240.214.145 (dst)
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Pathfinder Archltectu re )

el =N
ARCHIPELAGO 4\ _

Users sends requests to Pathfinder for: Pathfinder returns: ——
(1) run traceroutes from ark monitor = (18283) IP-annotated traceroutes @~ _—— " mnnltnrs o ---1_\
(2) annotate submitted traceroutes (4) annotated IPs " Internet _ - )

Alld n - <
(3) search stored traceroutes
(4) annotate submitted IP addresses tagged traceroutes users
traceroute requests

iqi o RIPE - Ark

digital element & Nee 8 Tag < Controller

— = . traceroutes
(_ IP geolocation ) ¢ BGP collectors Traceroutes
' | ] store/retrieve
traceroutes IPs

rJAPNIC lac r'1]1:l‘lll"‘= iTmcemutesj tags,

- — hostnames

i WHDIS servers :;,;'x' tagged IPs tﬁgﬂ—llPs
) T ~ P hostnames
ARIN- arRic i A =y | > oo
Combine IP Ranges Tag IPs -
—- ‘_h"_ IP tags
PRanges | | org/country 7t IS [T Controller
Static IP Annotation Data Sources static Pathfinder Active measurements

We combine geolocation, BGP, and RIR Whois  Pathfinder accepts requests to provide  Arktrace controls Ark monitors to run
data to create a lookup table of IP annotations. annotations and run traceroutes  traceroutes and perform active

measurements to infer annotations



Pathfinder Questlons’

Users sends requests to Pathfinder for: Pathfinder returns: s 1114 17,0 L

(1) run traceroutes from ark monitor e (182&3) IP-annotated traceroutes monitors

(2) annotate submitted traceroutes Alld (4) annotated IPs Internet

(3) search stored traceroutes

(4) annotate submitted IP addresses tagged traceroutes users

traceroute requests
@ RIPE - _ Ark
slament A Nee % Tag < Controller
- - traceroutes
IP geolocation BGP collectors Traceroutes
| store/retrieve
traceroutes IPs
() APNIC S ‘Traceroutes | ) tags,
: — ostnames
WHOIS servers tagged IPs
I IPs * tags| IPs hostnames
ARIN-  AFRINIC I3 Yy T > .
e . E— S— - IPs = Ps | Hoiho
Ipcr;{m ine | _| IPRanges IFE’lg — IP tags
anges h__nrgfcnumr{_ H' ° tags | Controller
Static IP Annotation Data Sources “static” Pathfinder

Active measurements
We combine geolocation, BGPF, and RIR Whois  Pathfinder accepts requests to provide

. . Arktrace controls Ark monitors to run
data to create a lookup table of IP annotations. annotations and run traceroutes

traceroutes and perform active
measurements to infer annotations 14
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