
Data and analysis on CAIDA’s 

100G packet traces
Ricky Mok, Brendon Jones, Daniel Andersen, and kc claffy 

(CAIDA)

This work is partially supported by NSF CNS-2120399



100G Traffic traces

Sample 1-hour traffic (headers-only) once per month from a link between two 

cities in a Tier 1 ISP

IPs are anonymized using CryptoPAn 

https://catalog.caida.org/dataset/passive_2024_pcap_100g

https://catalog.caida.org/dataset/passive_2025_pcap_100g

https://catalog.caida.org/dataset/passive_2024_pcap_100g
https://catalog.caida.org/dataset/passive_2025_pcap_100g


Traffic statistics

Los Angeles <> DallasLos Angeles <> San Jose

https://www.caida.org/catalog/datasets/100g_trace_stats/



Combined view with other data

However, IP anonymization prohibited us from joining other datasets. 

● prefix to AS 

● IP geolocation

● AS-org

We are planning to provide additional metadata for the trace

● Anonymized prefix-to-AS mapping table

● IP geolocation to the anonymized addresses



Roll back in time

CAIDA collected similar traces in the same ISP in the past

NYC<>BR



Changes in traffic sources

The top ASes dominated in traffic volume

More prominent in IPv6



Traffic country origin

We studied the IP geolocation of endpoints between MAWI trace and CAIDA’s 

trace (Kudo: Kenjiro Cho)



Passive RTT analysis

SYN-and-ACK time

CAIDA’s traces are more likely to be able to capture RTTs



Passive RTTs

RTTs observed in MAWI traces decreased over time. Recent CAIDA traces 

showed a long RTT, as it serves high percentage of international traffic.



Conclusion

We are straightening out the methods and 

data to facilitate research with the traces

(without sacrificing too much privacy)


