
DarkSIM detected concurrent anomalies in all ports but 
TCP/860 (for the subset pictured) roughly 9 days after 

high-severity RCE vulnerabilities were released on Feb. 14, 
2023.

Unique source and destination IPs observed in SDSC 
greynet
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- Derive threat intelligence from Internet 
Background Radiation (IBR) sent toward 
UCSD network telescope (UCSD-NT) and San 
Diego Supercomputer Center (SDSC)'s 
production network to improve the robustness, 
integrity, and resilience of SDSC's 
cyberinfastructure

- Expand the capability of UCSD-NT 
infrastructure to 
1) cope with new traffic source and growing 
IBR traffic volume
2) facilitate the sharing of data with 
researchers and industry partners

- Deployed 400Gbps traffic aggregators to SDSC 
production networks

- Developed software tools to automatically 
identify usable addresses for monitoring wi                            
th iBGP tables

- Migrated traffic processing to new infrastructure 
supported by this award

- Developed DarkSIM, a timeseries-based ML 
method to detect anomalies in IBR
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This material is based upon work supported by the 
National Science Foundation under Grant #2319959. 
Any opinions, findings, and conclusions or 
recommendations expressed in this material are 
those of the author(s) and do not necessarily reflect 
the views of the National Science Foundation.
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