Censorship in Libya

In February 2011 protests erupted in Libya, calling
for an end to the Gaddafi regime. On the night of
February 18 the government imposed an “Internet
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1.Protected Repository for the Defense of Infrastructure Against Cyber Threats (PREDICT).
https://www.predict.org

Witty Worm Sipscan
On Friday March 19, 2004, an Internet worm began On February 2011 a botnet known as
to spread, targeting a buffer overflow vulnerability Sality performed a heavily-coordinated
T in several Internet Security Systems products with scan lasting 12 days and involving
AnaIVSIS Team firewall and intrusion detection capabilities. Witty about 3 million distinct source IP
. was the first widely propagated Internet worm to addresses. The probing activity, looking
Emi Ie A ben ke C I affy carry a destructive payload and spread through a for SIP servers, probably targeted the
" " y y y host population in which every compromised host entire IPv4 address space with a
Alberto Dainotti  Alistair Kin g was doing something proactive to secure their reverse-byte-order progression of the IP
Brad |ey Huffaker David Nloore computers and networks. Witty spread through a addresses.
population almost an order of magnitude smaller
Colleen Shannon than that of previous worms, demonstrating the This image is a snapshot (Wed Feb 2

09:34:00 2011 UTC) of our “World Map”
animation visualizing the spatial and
temporal dynamics of this scan. Circles
show the geographic coordinates of
bots participating in the scanning activ-
ity. The size of a circle is proportional
to the number of hosts and the color
indicates the number of packets sent.

potency of automated worms to rapidly compro-
mise an entire population (of machines running a
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niches without a software monopoly. This image is
" a snapshot (Fri Mar 19 21:00:36 2004 PDT) from an
J u Stl n C h en g B rad Iey H Uﬁa ker animation representing the spread of the Witty
worm in the United States. The animation is part of
a study' of this worm based on the analysis of data

X -
| 4
from the UCSD Network Telescope. Fri Mar 19 21:00:36 2004 (PDT) -. h?fb;f‘uuuj)ﬁé%idg:&"g

e
The Spread of the Wittty Worm : 4973 Copyright {(C) 2003, 2004 UC Regents

'http://www.caida.org/research/security/witty

SDSC

San Diego Supercomputer Center, University o f California San 2 GAC Y SAN DIEGO SUPERCOMPUTER CENTER

————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————— 3 ogm -
9500 Gilman Drive, mc0505, La Jolla, CA 92093-0505 858-534-50000 | www.caida.org/ University of California wlgltal
" ' SanDiego envoy




