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25 August 2013, all 9,271 /24 blocks within SWITCH were
announced in BGP, but only 49% of these blocks generated
bidirectional flows. Assuming these are the only used /24
blocks in SWITCH, we should not infer an intra-AS coverage
above 49% for this AS (instead of considering 100% of
the routed /24 blocks according to our definition of upper
bound). ISI’s infers 20.9% intra-AS coverage for this AS;
our combined approach (without data from the SWITCH VP)
reaches 33.1%. Still almost 16% of the blocks of the AS
(which are used) are not discovered by our approach, showing
space for further improvement. However, for all other ASes
we would include the SWITCH VP in our analysis (thus using
4 VPs instead of 3), potentially resulting in a higher intra-AS
coverage.

VII. IPv4 CENSUS 2013: RESULTS AND IMPLICATIONS

How is (un)used space distributed across RIRs, ASes, coun-
tries and continents? Which ASes or countries make the worst
use of the space they have been assigned? Would previous
scientific studies of Internet-related phenomena change if they
used this dataset instead of other related data sets?

While our results expand our knowledge of which portions
of the space are used, they establish only a lower bound on
the amount of address space we believe is used. They do
not provide a lower bound on the amount of unused space,
except for the obvious lower bound — the amount of unrouted
space. However, this is the first IPv4 census dataset available
to researchers [10] that includes ASes and network blocks
that are not responsive to ICMP probing. In addition, a recent
estimate of the used space that ICMP-based methodologies
fail to observe [15] suggests that our estimates are quite close
to the actual amounts of unused and used space. [15]. All our
data is from approximately the same time frame (from July
2013 through Oct 2013). In the following analysis, we assume
that usage of the address space does not change significantly
within a period of 4 months.

Figure 7 illustrates’ a Hilbert map of IPv4 address space
utilization based on our results, taxonomized in Figure 1. The
IETF reserved space accounts for 2.3M address blocks, or
13.7% of the entire IPv4 address space (grey). The remaining
usable 14.5M address blocks consist of 5.3M (37%) used
(light blue), 5.1M (35%) routed unused (dark blue), 3.4M
(23%) unrouted assigned (purple), and 0.7M (5%) available
(black). It is striking that most of the usable address space
is actually unused. An enormous amount of IPv4 address
space is assigned to organizations that do not even announce
it on the Internet (i.e., there is no need to perform inference
through additional active/passive measurements to sketch this
phenomenon). In addition, since we verified that several of
these organizations announce on BGP other address blocks
they have been assigned, such number also suggests that our
inference of large unused routed space is realistic.

A. View by allocation, geographic area, and AS
Figure 2 classifies IPv4 addresses by their RIR region, or as
legacy addresses if they were allocated before the RIR system

3Full resolution of this image and other visualizations from this work are
available at [52].
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Fig. 7: Hilbert map visualization showing the utilization of the
address space according to our taxonomy. The IPv4 address space is
rendered in two dimensions using a space-filling continuous fractal
Hilbert curve of order 12

[53], [54]. Each pixel in the full-
resolution image [52] represents a /24 block; [igas 22 indicates
used, Wiy 2T routed unused, unrouted assigned,
unassigned, and reserved by RFC blocks.

began. Legacy addresses were allocated by the central Internet
Registry prior to the RIRs primarily to military organizations
and large corporations such as IBM, AT&T, and Apple. Some
of this space is now administered by individual RIRs. We
use the IANA IPv4 address space registry [55], which marks
legacy space and its designation at a /8 granularity. The figure
shows that 42% of the usable address blocks are legacy; these
blocks are more lightly utilized (9.5% of the legacy) and
include more unrouted assigned (45% of the legacy) addresses
than the RIRs (56% and 7.7% of the RIR address blocks,
respectively). Interestingly, the combined set of legacy routed
unused and unrouted assigned addresses is similar in size
(5.1M /24s) to the entire used address space (5.3M /24s)!
ARIN, RIPE, APNIC, and LACNIC have 50%, 65%, 54%
and 68% of their address blocks used, respectively, in contrast
to AFRINIC which has fewer of their blocks used (31%) and
many more available (38%) address blocks than other RIRs
(6.7% of other RIR addresses are available).

Table IX(a) lists the top-5 continents and countries in routed
unused and unrouted assigned [24s. 52.2% of the routed
unused space and 72% of unrouted assigned space is in North
America, primarily in the U.S., where most legacy allocations
were made. Asia follows, with China owning 8.79% and
5.7% of the global routed unused and unrouted assigned
space, respectively, and then Europe. Other continents (South
America, Oceania, and Africa) have between 0.93% and 2.13%
of the global routed unused and unrouted assigned space.
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Top Continents
By Routed Unused /24s By Unrouted Assigned /24s

North America 52.2% North America 72.0%
Asia 22.3% Asia 13.1%
Europe 19.7% Europe 12.1%
South America 2.13% Oceania 0.97%
Oceania 1.92% Africa 0.93%

Top Countries
By Routed Unused /24s By Unrouted Assigned /24s

USA 49.8% USA 67.5%
China 8.79% China 5.70%
Japan 6.22% United Kingdom 5.39%
Germany 4.85% Japan 4.21%
South Korea 2.72% Canada 3.73%

(a) Top continents and countries in unused and
unrouted assigned /24s.

Top ASes in unused /24s
AS Name & Number Routed Unused /24s (%)
DoD NIC (721) 190k (3.82%)
Level 3 (3356) 157k (3.16%)
HP (71) 126k (2.54%)
China Telecom (4134) 106k (2.13%)
UUNET (701) 105k (2.12%)

(b) Top ASes in routed unused /24s

TABLE IX: Top continents, countries, AS names, and AS numbers in
unused and unrouted assigned /24s. North America and USA have a
large fraction of the assigned, but unused or unrouted address space.

N o

r T T
0% 20% 40% 60% 80%

Fig. 8: Per-country percentage of unused space (routed unused +
unrouted assigned) out of the assigned. The U.S. is red in this map
due to a few very large allocations heavily unutilized, while some
African countries are red because they use a very small fraction of
their (also small) assigned space.

Figure 8 visually illustrates the per-country ratio of assigned
unused (the sum of routed unused and unrouted assigned) over
assigned (that is, usable minus available) space, suggesting
which regions are using space most and least efficiently. The
U.S. is red in this map due to a few very large allocations,
while some African countries are red because they use a very
small fraction of their (also small) assigned space.

Figure 9 compares address space assigned to countries
to per-country population [56] and Gross Domestic Product
(GDP - we used “purchasing power parity” from CIA’s World
Factbook [57]). We observe notable disparities between used
/24s and population. For example, USA has 25% of the used
/24s, but only 4.44% of the population. In contrast, African

countries have only 1.8% of the used /24s, but 16% of the
world population. The per-country used /24s correlate much
better with the distribution of GDP (0.960 correlation), than
with population (0.517 correlation), suggesting that economic
inequalities could explain the differences in the used /24s. We
can also observe disparities in the distribution of used and
unused addresses: due to legacy allocations USA holds 49.8%
of the routed unused and 67.5% unrouted assigned space, but
25% of the used space. The distribution of the unrouted as-
signed space is more uneven than of the routed unused space.
These superficial but interesting observations demonstrate that
our data and methods could enable economists and social
scientists to pursue lines of inquiry not previously possible.

Table IX(b) lists the top ASes by routed unused /24s (we
do not have per-AS data for unrouted assigned space). The
top ASes are the Department of Defense (DoD) Network
Information Center (NIC), followed by Level 3, HP, China
Telekom, and finally UUNET.

B. Implications for scientific and commercial research appli-
cations

The characteristics of this census dataset also have impli-
cations for a range of scientific research of the Internet, as
well as the now active commerical market for [Pv4 addresses.
The most notable scientific applications of our methodology
and results are projects that incorporate routed address space
metrics into estimates of the size, degree, type, or malicious-
ness of ASes [9], [58]-[61]. As an illustration, Figure 10
shows the overestimation error one would make by using a
canonical BGP-routed address space metric to reflect how
much address space an AS is actually observably using, for
five types of network providers of various sizes. For each AS,
we calculate overestimation error as the fraction of routed
/24 blocks we infer as unused out of the routed /24 blocks.
Median overestimation error generally increases with the size
of the AS, perhaps due to large ASes under-utilizing their
allocations. Large Enterprise ASes (>1k /24s) result in the
most dramatic overestimation, with a median overestimation
error of 96%. Figure 11 shows the overestimation error when
using the same (BGP-routed address space) to reflect each
country’s Internet footprint. Both figures also show that there
is no simple formula to translate between routed address space
and actually used address space — the difference varies widely
by AS and country, independently from the number of routed
124s.

We use CAIDA’S AS Rank [9] to illustrate a concrete
example of how switching from BGP data to our census
dataset can impact scientific analysis of Internet structure.
CAIDA uses publicly available BGP data to infer business
relationships among ASes and provides a ranking of ASes
based on a measure of their role in the global Internet routing
system. The specific measure AS Rank uses is based on the AS
customer cone, which is the number of /24 blocks that the AS
can reach via its customers, i.e., by (recursively) crossing only
customer links. To capture more complex peering relationships
than those inferred from the simple provider/customer/peer
model, CAIDA refines this definition of AS customer cone,
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Fig. 9: Comparison of address space assigned to countries with per-country population and GDP. The width of a country (and continent)
represents its relative size within a dataset. E.g., the top bar shows the percentage that each country contributes to the global population,
with China (cn) contributing the most (1.36B, 18.9%). The correlation between datasets can be observed by comparing bars. We observe
that there is not a strong correlation between population (top bar) and number of used /24 blocks of a country; in large part due to high
usage by the USA. There is however, a strong correlation between the GDP (2nd from top) and number of used /24 blocks of a country
(3rd bar). Not only does the USA dominate /24 block usage, it also represents a significant portion of both the routed unused and unrouted
assigned bars, with 49.8% and 67.5% respectively. An interactive version of this visualization is available at [52].
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Fig. 12: ASes ranked by: the number of /24 blocks in their customer cone (all), used /24 blocks in their customer cone (used), and Dyn’s
transit addresses (dyn). AS color is dependant on if used or all rank was closer to dyn. | Green means used was closer to dyn’s ranking.
- means all was closer to dyn’s ranking. ' Dark grey means they are at the same distance from dyn’s ranking. Grey means dyn

provided no ranking. Used ranked 7 ASes closer to their dyn ranking, while all had only 4.

restricting it to only blocks from the set of prefixes that the
AS is observed announcing to its peers or providers [9].

Recomputing the AS customer cones by filtering out /24
blocks that are routed unused (leaving only used blocks)
significantly changes the AS ranking order. The resulting
ranking (Figure 12, described further at [62]) makes CAIDA’S
AS rank closer to Dyn’s IP Transit Intelligence AS ranking,
which is inferred with proprietary techniques to estimate actual
transit traffic [63].

In a more recent commercial context, exhaustion of IPv4
space has motivated the emergence of an entire industry
focused on brokering IPv4 address markets [64]-[67]. Precise
knowledge of which addresses are unused or lightly used
is a competitive advantage on this market. Specifically, it
could improve the accuracy of analysis of (or prediction of
likely future) address blocks transfers in the grey market,
but also provide brokers with marketing information to target
potential customers. Furthermore, improved understanding of
how address utilization increases as a result of market activity
can inform research and potential regulatory oversight.

VIII. FUTURE DIRECTIONS

In addition to the applications of census measurements that
have been well articulated by [13], there are many possible
future directions for this work. To enhance our methodology,
we would like to further improve our ability to infer spoofed
traffic and validate such inferences, perhaps by responding to
darknet traffic. We would also like to investigate the use of
UDP or other protocol traffic at R-ISP and IXP vantage points,
and analyze in more detail what addresses are less visible to
traffic measurement e.g., internal CDNs or quiet networks. As
always, additional vantage points and ground truth information
from operators would help improve the integrity of the method.

For a periodic global Internet census that tracks changes
over time, we imagine a hybrid approach that first infers used
IP address blocks based on passive measurements from one
or more (live or dark) traffic vantage points, then probes only
those address blocks that cannot be confidently inferred as
in use. This approach could dramatically improve coverage
over state of the art methods, while minimizing measurement
overhead and potential irritation of network operators with
aggressive firewalls. When performing a periodic census, our
proposed taxonomy and definitions of coverage will help to
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Fig. 10: Overestimation error (top graph) when using routed address
space instead of our census as a rough metric for AS size. ASes
are grouped according to the classification scheme proposed by
Dhamdhere et al. [60] and sorted by number of routed /24 blocks
(the = label indicates the minimum value in the bin). The bottom
graph shows the number of ASes per bin. Median overestimation
error generally increases with the size of the AS, perhaps due to
large ASes under-utilizing their allocations.
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Fig. 11: Overestimation error when using routed address space
instead of our census as a rough metric for a country’s footprint
of activity on the Internet. Countries are grouped by continent and
sorted by number of routed /24 blocks (y value on bottom graph).
The top graph shows the overestimation error for each country. As
is also evident in Figure 8, activity in African countries would
be significantly overestimated using routed address space. Most
importantly, there is no significant correlation between the the number
of per-country routed /24s and the resulting overestimation error.

quantify and track changes in space utilization over time.
Finally, the unscalability of active scanning to the IPv6 address
space was one motivation to explore our hybrid apporach,
but we do not know how well distributed passive traffic
observation alone could effectively support a future IPv6
census.
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