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Fig. 2: RPKI-invalid IPv4 prefix-origin pairs from networks that publicly an-
nounced RPKI filtering deployment, vertical lines show the announcement date
of deployment completion (dashed) or beginning of deployment (dotted).

els of filtering deployment in larger networks: only 2 of the 36 full-feeder ASes in
the top 100 CAIDA AS Rank do filter invalid prefix-origins and 10 out of the 93
ASes in the top 1,000 CAIDA AS Rank filter. We only find one out of 36 content
providers filtering invalid prefix-origins. RIPE, ARIN and APNIC are the regions
with most full-feeder ASes, and we find 22, 5, 1 filtering ASes, representing 13%,
8% and 3% of full-feeders ASes from these regions respectively.

3.3 A closer Look at Filtering Networks

Comparison with public announcements of RPKI filtering: Five transit
ISPs that provide direct and full BGP feeds to one of our considered collectors
have publicly stated that they have deployed or are currently deploying RPKI-
invalid filtering: AT&T (AS7018), KPN (AS286), Seacom (AS37100), Workon-
line Communications (AS37271) and Telia (AS1299) [1, 2, 6, 7]. Figure 2 shows
the count of invalid prefix-origin pairs propagated by these five ASes during 2019,
annotated with their public announcement date of filtering implementation.

In our data, we see over 4,000 invalid prefix-origins from all networks in early
2019. In mid February 2019, AT&T publicly stated that they started filtering
RPKI-invalid route announcements and afterwards we only detect a few hundred
invalid prefix-origins sent to collectors by AT&T. In early April 2019, two major
African ISPs, Workonline Communication and Seacom, announced completion
of deployment of RPKI filtering, after which we observe only several hundred
invalid prefix-origins from these two networks. However, these ASes have en-
countered operational issues when deploying RPKI filtering and have (partially)
stopped filtering for some periods of time, see intermittent upticks [22].

In late June 2019, KPN announced completion of deployment of RPKI-
filtering and has only propagated a few dozen invalid prefix-origins to collectors
since. Finally, in mid September 2019, Telia announced that it began to deploy
RPKI filtering. Shortly after their announcement, we detect a continual decline
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in the number of invalid prefix-origins forwarded by Telia. However, since RPKI
enforcement deployment is not finished at the time of this writing, we still see
over 2,000 invalid prefix-origins from Telia in early 2020, hence not meeting our
detection thresholds yet. Our method detected RPKI-invalid filtering after all
announcements of completion of full deployment of RPKI filtering.
Partial RPKI filtering: In our longitudinal study, no full-feeder network
ever filters all RPKI-invalid announcements. Besides some expected short-term
churn, e.g., caused by delays when updating filtering rules, we identified 3 main
reasons for persistent partial RPKI filtering: (i) selective RPKI Trust Anchor
(TA) filtering: we find 6 networks not validating ROAs from the ARIN TA, re-
sulting in a higher share of propagated invalid prefix-origins. Indeed, legal bar-
riers limiting availability of ARIN ROAs have been reported [30]. (ii) Selective
filtering depending on AS relationships: several network operators announced
to implement filtering only for routes received from peers, but not customer
networks [2]. (iii) Operational deployment issues: network operators reported
compatibility issues with RPKI validator implementations and router software,
prompting them to deploy RPKI-filtering in a subset of their border routers [22].

4 RPKI to the Rescue: Conflicting Announcements

Our findings of increasing deployment of RPKI filtering in the recent years mo-
tivate us to study the effect of filtering in more detail. We first introduce how
we process our dataset to allow for analysis of visibility of individual routing
events and study the overall visibility of valid/invalid prefixes. Next, we show-
case several relevant real-world case studies of conflicting, and hence potentially
malicious, prefix announcements. Visibility of a prefix in the global routing table
translates directly into its reachability, and thus serves as a proxy to study the
benefit of RPKI filtering in the wild. In this section, we present our findings for
IPv4. Our findings for IPv6 are similar and can be found in the Appendix.

4.1 Tracking Visibility in the Global Routing Table

Aggregating prefix-origin snapshots into timelines: To study the visibility
of RPKI-registered prefixes, we leverage our fine-grained BGP dataset, consist-
ing of per-feeder snapshots of all prefix-origin pairs every 5 minutes in September
2019 (cf. § 2.2). As a first step, we aggregate adjacent prefix-origin pairs into
continuous timelines. We require (i) that the maximum deviation in visibility
within each timeline is less than 10%, otherwise we terminate the timeline and
start a new one. We express visibility of a prefix-origin pair timeline as the
fraction of active feeder ASes that propagate a route to given prefix and origin
AS. Secondly, (ii) we require consistent RPKI state (valid/invalid ASN/invalid
length/unknown) for each prefix-origin timeline.5 The resulting timelines con-
sist of a tuple of a prefix, an origin AS, a visibility level, its RPKI state, and

5 For 0.37% IPv4 prefix-origin timelines, the RPKI state changed due to churn in the
RPKI database caused by changes of RPKI entries during our measurement window.
We remove these instances.
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Prefix-origin timelines count %

IPv4 total 883,400 100%
RPKI covered 147,870 16.7%

RPKI-valid 139,537 15.8%
RPKI-invalid ASN 4,203 0.47%
RPKI-invalid length 4,130 0.46%

Table 1: Properties of our IPv4 prefix-
origin timelines and their respective
RPKI validity states (September 2019).

Fig. 3: CDF of IPv4 prefix-origin pairs
by visibility during September 2019 for
different RPKI states.

timestamps. We filter prefix-origin timelines with a private AS number or AS-
Set as origin, and prefix-origin timelines with very low visibility, i.e., seen by 3
or fewer peers, since such very low visibility prefixes are unlikely to represent
actual events in the global routing table. Table 1 shows the properties of our
resulting dataset.
Overall prefix-origin visibility by RPKI state: Figure 3 shows CDFs of the
visibility of prefix-origin timelines, expressed as percentage of active feeder ASes
seeing a prefix-origin. Overall, we find that RPKI-valid as well as RPKI-unknown
prefix-origins (i.e., prefixes not covered by validated ROAs) show similar visibil-
ity levels, with 80% of all prefix-origins seen by 80% or more of feeder ASes (see
green and blue lines). RPKI invalid prefix-origins, however, show vastly differ-
ent visibility: some 20% of these prefix-origins are very localized announcements
(seen by less than 5% of feeder ASes, see orange and red lines), and we spec-
ulate that these cases are instances of misconfigurations, whether in BGP or
RPKI records, which happen to also show up as RPKI-invalid artifacts. More
importantly, we find that even invalid prefix-origins with higher visibility show
distinctively lower visibility when compared to valid prefix-origins (see concen-
tration of RPKI-invalid at around 70%, compared to over 80% for RPKI-valid).
This difference in prefix-origin propagation is the direct result of filtering of
RPKI-invalid announcements.

4.2 Conflicting Prefix Announcement Scenarios

Next, we study RPKI in action, i.e., we want to understand if registration in
the RPKI benefits networks in cases of conflicting announcements. In particular,
we cover 3 scenarios: (i) Multiple Origin AS (MOAS) announcements: instances
where two equal prefixes are announced with two different origins, often caused
by intentional or unintentional prefix hijacks; (ii) subMOAS announcements:
instances where an announcement of a more specific prefix points to a different
origin AS, also a potential prefix hijack scenario; (iii) same-origin subprefixes,
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instances where a more specific prefix is visible, points to the same origin AS
as its parent, but fails RPKI validation due to max length restrictions. This
scenario is what we would expect to see in the case of a path hijack, the most
advanced form of prefix hijacks [27]. We note that in this work, we do not attempt
to classify instances of conflicting prefix announcements into malicious activity
vs. misconfigurations. Instead, we base our notion of illicit announcements on
the RPKI state of the involved prefixes: if two prefix announcements are in
conflict, and only one of them passes RPKI validation, in our analysis we treat
the invalid one as if it is an illicit announcement (while it might also be due to
incorrect/unissued ROAs). Our argument here is that, irrespective of the root
cause of these conflicts, we can study the effectiveness of RPKI filtering under
the same conditions that would also hold when a malicious actor injects BGP
prefixes to hijack address space.

4.3 Visibility of Multiple Origin AS (MOAS) Prefixes

To study the visibility of prefixes that are concurrently originated by multiple
origin ASes, we first isolate our prefix-origin timelines that show (i) two origin
ASes for the same prefix and (ii) one of these prefix-origins is registered in the
RPKI and valid. In total, we find about 90,000 instances of MOAS prefix-origin
pairs in September 2019 for IPv4, of which some 10% are cases in which at least
one prefix-origin is RPKI-valid, while others are not. Of these cases, about 20%
(N= 1898) are cases of exactly 2 MOAS prefix-origin pairs one valid and the
other invalid according to RPKI records.

Figure 4 shows the distribution of the maximum visibility of prefix-origin
timelines during MOAS conflicts of two prefix-origin pairs, where we partition
RPKI-valid and -invalid state, see positive y-dimension in Figure 4. We see a
stark difference: RPKI-valid prefixes clearly dominate visibility, with more than
70% of valid prefixes having visibility greater than 70%, and we only see few
instances of RPKI-valid prefixes with low visibility (only 12% of instances with
less than 30% visibility). Their invalid counterparts, on the other hand, show
distinctively lower visibility: some 60% have a visibility level lower than 30%.
Some invalid prefixes do reach substantial visibility levels, but we do point out
that even those higher-visibility invalid prefixes cluster at around ≈65%, that
is, significantly lower when compared to valid prefixes, which cluster at around
around ≈80%. These results are consistent with our expectations: the RPKI
benefit should be significant in instances of exact MOAS conflicts, since two
prefixes compete for reachability in the global routing table, and even when
RPKI filtering is not enforced, some routers still give preference to RPKI-valid
announcements over RPKI-invalid announcements as part of the route selection
process (discarding an invalid route only if a valid one is available) [12].

To assess the potential benefit of registering a prefix in the RPKI vs. not
registering it, we next compare the above studied instances of MOAS conflicts
in which the concerning prefix is registered in the RPKI against vanilla cases of
MOAS, in which the concerning prefix is not registered, and hence both prefix-
origins are of type RPKI-unknown. Here, in the absence of RPKI information, we



Measuring the Benefits of Registering in the RPKI Today 11

Fig. 4: Visibility of prefix-origin pairs during MOAS conflicts: RPKI-valid and
invalid ASN MOAS prefix pairs in the positive y-dimension, RPKI-unknown
MOAS prefix pairs in the negative y-dimension, partitioned as stable/unstable
according to total advertisement time during September 2019.

face the difficult problem of determining which of the conflicting announcements
represents the legitimate announcement vs. the illicit one. Taking a pragmatic
approach, we leverage stability of announcements as a proxy: In the case of a
MOAS conflict where neither prefix-origin is registered in the RPKI, we tag
the prefix-origin that was visible for a longer period of time as stable, and the
conflicting prefix-origin that was visible for a shorter period of time as unstable.
We pick only MOAS cases where the stable prefix-origin is announced for a period
at least 3 times longer6 than the unstable prefix-origin counterpart (N=6,374
MOAS events for IPv4). We acknowledge that this heuristic is not a hard-and-
fast rule, since there are many potential root causes for unstable announcements
(e.g., rewiring, address space transfers, etc.) but it allows us to present a one-
to-one comparison of RPKI vs. non-RPKI scenarios.

We plot the distribution of prefix-origin visibility of RPKI-unknown prefixes
in the negative y-dimension in Figure 4. We find that, overall, stable prefixes
show much greater visibility when a MOAS conflict happens, when compared to
their conflicting unstable counterparts. However, contrasting the vanilla case (no
RPKI registration, negative y-dimension) against the case in which the prefix
is registered in the RPKI (positive y-dimenstion), we see a difference: unstable
RPKI-unknown prefixes generally reach higher levels of visibility when compared
to RPKI-invalid prefixes. This difference manifests both for very low visibility
cases, where RPKI-unknown cluster at around ≈15% visibility, higher than their
RPKI-invalid counterparts which cluster at ≈8%, as well as for cases of higher

6 We tested different thresholds, finding that the modes of the distribution do not
change much.
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(a) Visibility of RPKI-covered prefix-
origins during subMOAS conflicts.

(b) Visibility of RPKI-covered prefix-
origins during subprefix conflicts.

Fig. 5: Impact of RPKI registration in subMOAS and subprefix conflicts.

visibility: unstable RPKI-unknown prefixes reach visibility levels of some 70%,
while RPKI-invalid cluster below 60%. Indeed, less than 14% of RPKI-invalid
MOAS instances reach a visibility over 60% compared to 37% for unstable RPKI-
unknown MOAS instances. RPKI registration shows a clear effect on prefix vis-
ibility when MOAS conflicts happen.

4.4 Visibility of Subprefix Announcements

We next study instances of subprefix announcements, which instead do not
compete with the covering prefix for visibility, since routers use longest-prefix
matching, preferring more-specific routes for packet forwarding. For this reason,
subprefix announcements can be a powerful and dangerous tool to, e.g., hijack
address space and redirect traffic, and their effect has been also evidenced in
large-scale routing incidents, including route leaks [23, 28].

To study the impact of RPKI registration on subprefix announcements, we
first isolate all incidents of subprefix announcements in our dataset, i.e., we ob-
serve a covering (that is, less specific) prefix, covered by a validated ROA in
the RPKI, and concurrently a more specific prefix announcement that does not
pass RPKI validation—either because of an invalid ASN (subMOAS) or invalid
prefix length (subprefix). In total, we find 10,450 instances of RPKI-invalid sub-
prefix and subMOAS announcements in IPv4, conflicting with 2,291 RPKI-valid
covering prefixes. Figure 5a shows the distribution of prefix visibility in the case
of subMOAS: if a more-specific prefix announcement fails RPKI validation be-
cause it has a different origin AS (N=5,401 subMOAS prefixes, N=966 covering
prefixes). While the RPKI-valid covering prefixes show high visibility, their in-
valid counterpart, subMOAS prefixes, show two modes of visibility: some 35%
of invalid subMOAS show very low visibility, i.e., lower than 10%. More im-
portantly, however, is the finding that none of the subMOAS prefixes reach the
same visibility level as their valid parent: while subMOAS prefixes barely exceed
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75% visibility, their valid covering prefixes typically reach some 85% - 90% vis-
ibility and 75% reach at least 80% visibility. These observations are consistent
with our earlier findings of increasing RPKI filtering, and highlight that RPKI
registration also benefits registrants in the case of difficult-to-combat subMOAS
situations.

Figure 5b shows the visibility for invalid-length subprefix announcements
having the same origin AS as their covering RPKI-valid counterpart (N=5,049
subprefix, N=1,325 covering prefixes). Recall that the RPKI permits to specify
a maxLength attribute, limiting the prefix length of any prefix matching the
RPKI record, irrespective of the origin AS. Besides cases of misconfiguration,
this scenario also applies in the case of path hijacks : instances where an attacker
injects a subprefix that allegedly points to the same origin AS as its valid covering
prefix, but in fact the attacker redirects traffic to its network. Such attacks can,
e.g., be carried out by prepending the valid origin AS at the end of the path after
the hijacker’s AS number. Such path hijacks present advanced forms of prefix
hijacks and are difficult to detect using today’s methods [27]. In Figure 5b, we see
similarly lowered levels of visibility for RPKI-invalid subprefix announcements,
even if they point to the registered origin AS. Invalid announcements reach
some 70% of visibility, substantially lower when compared to their valid covering
prefix. These results show that RPKI registration can benefit networks even in
this most advanced case of illicit announcements: subprefix path hijacks.

5 Discussion and Conclusion

Recent research has shown increasing registration in the RPKI by networks
around the globe. Our work complements these observations, adding an impor-
tant dimension: RPKI enforcement. We find that a substantial, and growing,
number of ISPs in the Internet begin to filter invalid RPKI announcements, in-
cluding major players such as AT&T. Increasing RPKI enforcement starts to
bring direct value to networks, since registration in the RPKI benefits them in
real-world scenarios, such as prefix hijacks. Our findings show that already as of
today, registration in the RPKI limits the propagation of illicit announcements,
in MOAS conflicts as well as in instances of subMOAS and subprefix announce-
ments. Evidence of direct value for networks could incentivize even more transit
providers to deploy RPKI filtering to benefit their customers. While the RPKI
protects its registrants in the case of such illicit announcements, we can also ex-
pect that increasing RPKI enforcement provides further incentives for networks
to keep their RPKI records up-to-date, since stale records and other misconfigu-
rations will have a direct impact on reachability of the respective address blocks.
Our method provides a simple way to track current levels of RPKI filtering and
to study its impact on illicit prefix announcements. Continuous monitoring of
deployment of filtering allows for more transparency in the process, and empir-
ical evidence of benefits of registration provides further incentives for network
operators to join the growing group of networks that protect their prefixes by
registering them in the RPKI.
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Appendix: IPv6 results

Fig. 6: Count of RPKI-invalid IPv6
prefix-origin pairs and total count of
prefix-origin pairs by feeder AS to BGP
collectors on Sept. 1st, 2019.

Fig. 7: CDF of IPv6 prefix-origin pairs
by visibility during September 2019 for
different RPKI states.

Detecting RPKI-filtering in IPv6: We apply the method described in 3.1,
setting equivalent thresholds to those used for IPv4. In September 2019, out of
402 ASes peering with collectors for IPv6, we consider 232 to be full-feeders, and
of those 232 we infer 18 are filtering RPKI-invalid announcements.
Tracking visibility in the global IPv6 routing table: Using the method-
ology described in 4.1, we build prefix-origin timelines for IPv6 prefixes7. Table
2 shows the properties of our resulting dataset.
Overall IPv6 prefix-origin visibility by RPKI state: Figure 7 shows CDFs
of the visibility of prefix-origin timelines, which show very similar behavior to the

7 0.13% of IPv6 prefix-origin timelines whose RPKI state changed during our mea-
surement window were removed.
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Prefix-origin timelines count %

IPv6 Total 91,313 100%
RPKI covered 19,173 20.1%

RPKI-valid 17,656 19.3%
RPKI-invalid ASN 362 0.40%
RPKI-invalid length 1155 1.26%

Table 2: Properties of our IPv6 prefix-
origin timelines and their respective
RPKI validity state.

Fig. 8: Visibility of RPKI covered IPv6
prefix-origin pairs during MOAS con-
flicts.

ones described in 4.1 for IPv4. In IPv6, there are even fewer RPKI-valid prefix-
origins with low visibility compared to IPv4: less than 10% IPv6 prefix-origins
have less than 80% visibility compared to 20% for IPv4.
Visibility of Multiple Origin AS (MOAS) IPv6 prefixes: In total, we find
about 41,000 instances of MOAS prefix-origin pairs in September 2019 for IPv6,
of which some 133 are cases in which at least one prefix-origin is RPKI-valid
while others are not. Figure 8 shows the distribution of the maximum visibility
of prefix-origin timelines during MOAS conflicts.
Visibility of IPv6 subprefix announcements: We find 575 subMOAS prefix
conflicting with 102 covering prefixes (figure 9a) and 1,903 subprefixes conflicting
with 235 covering prefixes (figure 9b).

Issuing RPKI records for IPv6 prefixes also benefit networks in the case of
conflicting (and potentially malicious) announcements.

(a) Visibility of RPKI-covered IPv6
prefix-origins during subMOAS con-
flicts.

(b) Visibility of RPKI-covered IPv6
prefix-origins during subprefix con-
flicts.

Fig. 9: Impact of RPKI registration in subMOAS and subprefix conflicts.




