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Abstract—Since the exhaustion of unallocated IP addresses at
the Internet Assigned Numbers Authority (IANA), a market for
IPv4 addresses has emerged. In complement to purchasing ad-
dress space, leasing IP addresses is becoming increasingly popu-
lar. Leasing provides a cost-effective alternative for organizations
that seek to scale up without a high upfront investment. However,
malicious actors also benefit from leasing as it enables them to
rapidly cycle through different addresses, circumventing security
measures such as IP blocklisting. We explore the emerging IP
leasing market and its implications for Internet security. We
examine leasing market data, leveraging blocklists as an indirect
measure of involvement in various forms of network abuse. In
February 2025, leased prefixes were 2.89x more likely to be
flagged by blocklists compared to non-leased prefixes. This result
raises questions about whether the IP leasing market should be
subject to closer scrutiny.

I. INTRODUCTION

In 2011, the Internet Assigned Numbers Authority (IANA)
allocated its final unused /8 IPv4 address block. Although
IPv6 was introduced as an alternative more than a decade
earlier, IPv4 addresses remain in high demand. Since the last
allocation, IPv4 addresses have become increasingly scarce,
prompting regional Internet registries (RIRs) to switch to
exhaustion management policies and authorize address blocks
transfers. With over 6,184 transfers encompassing 30.2 M ad-
dresses in 2024 [1], addresses are actively traded. IP bro-
kerage companies (IP brokers in short) act as intermediaries
to facilitate this trade. One such broker reported a total of
757 transfers in 2024, totaling a value of US$60.7M [2].
Lately, their increasing economic value led to the possibility
of using IPv4 addresses as collateral for loans [3], with one
company issuing US$206 M in notes secured by their IPv4
assets [4].

The increasing value and growing demand for these numeric
identifiers put pressure on holders of blocks of IP addresses to
use them efficiently. In addition, major cloud providers [5], [6],
[7] allow customers to bring their own IP addresses (BYOIP),
decoupling the hosting market from the IP address market.

Apart from selling, organizations owning excess address
blocks (or prefixes) can lease them out to others in need of
address space. Leasing offers a more flexible alternative to
trading, with leasing terms starting at one month. However,
entities prone to blocklisting, such as commercial virtual
private network (VPN) providers [8] and bulletproof hosting
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providers [9], may use IP leasing to their advantage. By
frequently rotating IP address blocks — acquiring “clean”
blocks and discarding used blocks — they can circumvent
address-based filtering [10]. Moreover, leasing reduces Internet
transparency by obscuring the actual user of an IP address
block [11]. The entity using the addresses can do so without
their details being recorded in WHOIS, complicating efforts
to respond to abuse complaints and vulnerability notifications.
Despite the increasing importance of leasing, abuse of the
IP leasing market has received little attention in research. We
aim to address this gap. We establish a methodology to track
on-market leases and analyze the types and frequency of abuse
associated with active leases. As an indication of abuse, we
leverage a comprehensive, labeled collection of IP blocklists
covering various types of network abuse, such as distributed
denial-of-service (DDoS) attacks or spreading malware.
We make the following contributions:

1) We collect daily leasing market data from two IP brokers
over 82 days, examining the relationship between price and
abuse.

2) We develop a methodology to estimate the reputation of
leased prefixes over time using longitudinal blocklists and
find substantial differences between types of abuse.

3) Considering the most recent snapshot of prefixes routed
in February 2025, we show that leased prefixes are 2.89 x
more likely to be abused compared to non-leased prefixes.

To facilitate reproducibility and extension of this work, we
publish the datasets supporting our analysis [12].

II. BACKGROUND
A. IP allocations

In the 1980s, before RIRs were established, IANA allocated
IP address blocks directly to organizations wanting to connect
to the Internet. Classful routing prevailed at the time, so these
legacy allocations typically involved address blocks much
larger than organizations’ actual needs [13]. Approximately
35.9% of the entire IPv4 address space consists of legacy
allocations [14]. After RIRs were established, organizations
wanting to obtain addresses would instead apply to the RIR
serving their region.

A RIR allocates addresses to a local Internet registry
(LIR) or Internet service provider (ISP), which in turn can
assign addresses to end-users or networks. Allocated (portable)



address blocks can be used independently of any upstream
provider, whereas assigned (non-portable) blocks are intended
to be used within the infrastructure of the entity that assigned
them. The definitions differ slightly by RIR.

Due to the massive growth of the Internet, three RIRs
— ARIN, LACNIC, and RIPE NCC — have depleted their
address pools. To get a new allocation, members are placed
on a waiting list for recovered address blocks. As of February
2025, waiting list times are 498, 615, and 1417 days for
RIPE NCC, ARIN, and LACNIC respectively [15], [16], [17].
Apart from the waiting time, there are additional allocation
limits. APNIC only allocates a maximum of a /23 and only
to new members [18], [19]. AFRINIC and ARIN maintain
a maximum of a /22, while RIPE NCC limits allocations to
a /24 [20], [16], [15].

Between 2008 and 2017, all RIRs passed policies authoriz-
ing transfers of address blocks, effectively making IP addresses
an economic good [21]. Address blocks can be transferred
(as an inter-RIR transfer) between APNIC, ARIN, LACNIC,
and RIPE NCC [22]. AFRINIC currently only supports intra-
RIR transfers [23]. These policy changes gave rise to an IP
transfer market that enables organizations to trade address
blocks. However, the property rights of IP addresses are not
legally well-defined [24]. Although the prefix can be directly
obtained from a seller, the transfer still needs to be processed
at the RIRs.

B. IP leasing

IP leasing provides an alternative way for organizations to
utilize address blocks without involvement of the RIRs. In
this context, a lessor (the IP holder) leases address blocks to
a lessee, which obtains temporary usage rights of the blocks.
Lessees can lease prefixes for as little as one month without
incurring transfer costs. Since the IP prefix remains registered
to the lessor, the lease does not have to be processed at the
RIRs.

As it currently stands, there is ambiguity surrounding the
legitimacy of IP leasing. None of the five RIRs explicitly allow
or disallow address leasing in their policies [23], [25], [26],
[27], [28].

C. IP brokers

IP brokers are companies that facilitate trading and leasing
of addresses by guiding both parties through the transfer or
lease process. They may operate a marketplace where the
provider can list its prefix for sale or lease, while the recipient
can browse a catalog to find a prefix that meets their needs.
We define the following roles:

IP holder A RIR member that has a portable address block
allocated to them.

Lessor An IP holder that for a limited duration grants another
party usage rights of (part of) its address space.

Lessee An entity that acquires temporary usage rights from
the lessor.

IP broker A company that acts as an intermediary between
lessor and lessee.
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Fig. 1. Overview of data processing. Datasets are represented as cylinders,
analysis steps as rectangles, and the brokers’ marketplaces as a cloud. The
primary outcomes are set in boldface. The top row of datasets serve as input
to infer monthly lists of leased prefixes, including the RIR and originating
ASN for each lease. We validate the inference step by intersecting the results
with prefixes that were available for lease up to a week prior. To investigate
whether pricing reflects past abuse, we correlate blocklists with the prices of
prefixes available for lease. We use blocklists to determine if and when active
leases are blocklisted.

To mitigate the risk of abuse, some IP brokers offer “IP
reputation services” to inform their customers of the standing
of their prefixes [29], [30], [31]. Several brokers provide
instructions on delisting prefixes from blocklists [32], [33],
while others provide delisting as a service [34], [35]. Be-
sides reputation management, some IP brokers offer Resource
Public Key Infrastructure (RPKI) management [36], [37] or
park a prefix by announcing it from their autonomous system
(AS) [38].

IIT1. DATASETS

In this work, we employ the following data sources, as
depicted in Figure 1.

IP leasing marketplaces We collect daily marketplace data
from two IP brokers between December 21, 2024 and
March 12, 2025, adhering to the ethical considerations
outlined in Appendix A.

Leasing inference datasets We infer leases using Border
Gateway Protocol (BGP) data from RouteViews [39],
RIPE RIS [40], monthly WHOIS data, the CAIDA
AS20rg [41] and AS Relationships [42] datasets, and
the registered broker lists [43], [44]. We have monthly
snapshots from September, 2024 up to and including
February, 2025.

FireHOL IP lists We collect daily snapshots between Jan-
vary 1, 2024 and March 12, 2025 of the FireHOL IP
lists [45], which is a comprehensive composition of
multiple blocklists.



BGP routing information base (RIB) We randomly sample
routed prefixes of non-leased address space to establish a
baseline of abuse for comparing to abuse seen for leased
prefixes. We take samples from the multi-hop route-views
2.routeviews.org collector’s RIB [39] from February 10,
2025 at 00:00 UTC, the point at which leasing inference
of the last snapshot concluded, after removing the leased
prefixes.

We make our datasets available to the extent permitted by
their respective providers. Specifically, we publish [12] the IP
leasing market data for Broker A (with prefixes anonymized),
along with the leasing inference data. FireHOL IP lists [45]
and the RouteViews RIB [39] are publicly available on their
respective websites. Researchers interested in reproducing our
results are encouraged to contact the authors.

IV. METHODOLOGY

A. Finding IP brokers

As a first step we investigated the IP brokers landscape
to obtain marketplace data, and to gain an understanding of
how these companies operate. None of the 17 brokers we
found provide public marketplace data; however, two brokers
provided aggregated market statistics [46], [47]. To check
if more information is available to registered members, we
attempted to create an account with each broker that allowed
registration. One challenge was that most brokers require proof
of company ownership as part of their registration process,
e.g., ownership of an AS and company registration records.

From the 17 brokers that we found during our non-
exhaustive search, we discarded two that only facilitate prefix
transfers. We only found an option to sign up for an account
with five brokers, and we proceeded to do so using our
real names and affiliations. After registration only one broker
immediately gave us access to their marketplace. Out of the
remaining four, two required us to supply company informa-
tion, one required us to sign a service agreement (which we
declined), and one sent us a personal email message inquiring
about “our intentions for buying IPv4 space”. After providing
company information to the two brokers who requested it, one
of them allowed us access to their marketplace.

Thus, we were able to access the marketplaces of two
brokers, which we will henceforth refer to as Broker A and
Broker B.! Broker A is a major player in the market, while
Broker B operates on a smaller scale. From December 21,
2024 to March 12, 2025, we collected daily IP leasing market
data, capturing all prefixes available for lease along with their
monthly leasing price. We verified that the price can be set by
the lessor.

We used a publicly documented application programming
interface (API) to collect data from Broker A and confirmed
with the broker that our access pattern was acceptable. For
Broker B, we collected data through their website. To the best
of our understanding, this did not violate Broker B’s terms

'We anonymize the brokers to prevent inadvertent reputational damage.

of service. Additional ethical considerations are discussed in
Appendix A.

IP brokers allow lessors to split prefixes into multiple
sizes. Consequentially, the marketplace data contain numerous
subdivisions of the same prefix. Therefore, we included only
the largest covering prefix for each set of overlapping prefixes.
During the measurement period, Broker A and Broker B
had a daily average of 393 and 84 non-overlapping prefixes
available, respectively (1,771 and 93 without discarding sub-
prefixes)

B. Inferring leased prefixes

The data collected from the IP brokers’ members interface
were limited from a temporal and organizational point of
view. To broaden our coverage across different IP brokers and
extend the analysis period, we expanded our analysis using
the inference method by Du et al. [48] to identify the subset
of routed prefixes that are being leased out. In summary:

1) We extract all address blocks from the WHOIS databases
and construct a prefix tree from the address blocks. In the
resulting tree, allocations made by RIRs are root nodes
(portable) and non-portable allocations are leaf nodes.

2) For each root node, we find all ASes assigned to the
organizations of the root node.

3) For each leaf node, we find the most specific covering
prefix and origin ASes from BGP.

4) We infer a prefix as leased if the leaf node is originated
exclusively by ASes that have no known AS relationship
with: (i) any of the ASes originating the root prefix (if it
has a BGP origin); or (ii) any of the ASes assigned to the
root node (if the root does not have a BGP origin, step 2).

To match the monthly granularity of WHOIS data, we
generate monthly snapshots of inferred leases. Each snapshot
contains the leased prefixes and the ASes announcing them
up to the 10" day of that month; any prefixes announced later
appear in the snapshot of the next month.

We note several limitations of this inference method. It may
incorrectly identify certain prefixes as leased, including squat-
ted and hijacked prefixes, as well as those originated by BGP-
based DDoS-scrubbing providers or parked by IP brokers on
behalf of their customers. Further, as a consequence of step 3,
we can only infer leased prefixes that are announced in BGP.
Hence, we do not have visibility into prefixes that are leased
but unused. Finally, the method does not distinguish between
a prefix announced by multiple ASes during disjoint time
intervals and a multiple origin AS (MOAS). As a consequence,
the method may incorrectly infer these prefixes as leased.

Lessees may choose to deaggregate leased prefixes and
announce the resulting subprefixes individually. Since we lack
direct information about the exact prefix size agreed upon
between lessor and lessee, we group contiguous prefixes an-
nounced by the same origin. We observe that a notable fraction
of these groups (20.1—20.5%) in the leasing inference dataset
contain multiple contiguous prefixes announced separately.

Du et al. [48] validated their inferences against prefixes
managed by organizations on the registered brokers list,



achieving a precision (i.e., the ratio of correctly inferred leases
to total inferred leases) of 98% and recall (i.e., the ratio of
correctly inferred leases to total leases) of 82%. As this dataset
is central to our study, we perform additional validation to
verify that the inference method can identify prefixes offered
on leasing marketplaces for which we collected data in §IV-A.
In particular, we selected the inference period that overlaps
with the period for which we have marketplace data, from
January 11, 2025 through February 10, 2025. We selected
prefixes of any length that were removed from marketplaces in
the week before the inference period and that did not reappear
on these marketplaces during the inference period. Next, we
filtered for these prefixes in the set of inferred prefixes, either
announced using the same prefix length or in aggregate. Of
the 366 prefixes that disappeared from the marketplace, we
inferred 129 (35.2%) as leased. Although the intersection is
incomplete, we note that the inference method detected only
announced prefixes and that we cannot confirm if prefixes
removed from the marketplace were successfully leased.

C. Using blocklists to infer abuse

Blocklists are lists of Internet resources identified as be-
ing involved in malicious activities, which operators use to
protect their networks and researchers use to characterize
abuse [49], [10]. Blocklisted resources typically include ASNs,
IP addresses, prefixes, domain names, or a combination. For
our study, we used blocklists containing exclusively IPv4
addresses and prefixes, as these resources most closely align
with the subject of our study. IP blocklists more accurately
reflect malicious use of specific IP addresses, whereas do-
main name or ASN blocklists may indicate indirect abuse
not necessarily attributable to the users of the IP addresses
themselves. For example, an ASN may originate prefixes with
mixed reputations. Additionally, inaccuracies may arise from
the additional translation steps required when using ASNs or
domain name blocklists. For this reason, we decided to use
daily snapshots of the FireHOL IP lists [45] between January
1, 2024 and March 12, 2025. We consider a prefix blocklisted
if at least one of its IP addresses matches an address or
overlaps with a prefix on the blocklists.

FireHOL aggregates 253 blocklists and groups them
each into: abuse, anonymizers, attacks, malware,
reputation, organizations, spam, unroutable.
These categories are defined as follows: The abuse cat-
egory monitors automated web scripts (bots) that perform
actions such as leaving unwanted comments or attempting to
log in to websites. The attacks category covers various
forms of hacking and online threats. The anonymizers
category lists open proxies and Tor exit nodes. The malware
category tracks worms, command and control (C2) servers,
and addresses distributing malware. The organizations
category primarily consists of IP ranges belonging to legiti-
mate organizations, such as ISPs and software companies. The
reputations category tracks addresses linked to criminal
operations and sharing of harmful content. The spam category

focuses on email spam. The unroutable category tracks
bogons: unallocated or reserved IP addresses.

Table I breaks down the included lists by category, aligned
with the start date of the leasing market dataset. It shows per
category the number of non-empty lists, entries (either an IP
address or prefix), and the equivalent number of addresses.
As each category aggregates blocklists from various sources,
entries and addresses may be duplicated. We report the number
of unique (possibly overlapping) entries and the number of
unique addresses within each category. We observed that those
blocklist entries are heavily skewed towards long prefixes, with
individual IP addresses accounting for 97.0% of all entries.
Only 0.248% of the entries in the blocklists are prefixes shorter
than /24, indicating targeted blocking of small subnets.

We decided to exclude organizations and
unroutable categories from our analysis, since the
former is not indicative of malicious behavior, and the latter
cannot be used on the Internet. Although anonymizers
do not inherently indicate abuse, such services can enable
it; therefore, we have chosen to include this category.
Furthermore, we found that the attacks category included
bogon ranges (those in the unroutable category),
accounting for 588,513,773 IP addresses (86.2% of all
addresses within the category). As this artificially inflates the
number of represented addresses, we remove bogon ranges
from the statistics presented in this section. We verified that
no prefixes in the marketplace dataset or the inferred leases
dataset were bogons; therefore, this does not impact our
subsequent analysis.

Another property of a blocklist is the retention period, which
is how long an entry remains on the list. Several lists have a
retention period of less than a day or list every entry only
once. To avoid missing these short-lived blocklist entries, we
included the most recent daily aggregated versions (suffixed
_1d) of these lists. Although we do not control the intervals
or offsets at which these lists are aggregated, fetching all lists
every 24 hours ensures that all entries are eventually captured.

We observe substantial differences between categories.
anonymizers mainly consisted of individual addresses,
whereas malware included only 5.8% of the entries but cov-
ered 62.0% of all blocklisted addresses. The spam category
contained an order of magnitude fewer addresses than the
next smallest category. Future work should include an in-depth
analysis of blocklists to account for and normalize differences
in their scope, selection criteria, and update frequency. This
would support more robust and nuanced comparisons of the
specific types of abuse observed in prefixes.

In addition to the aggregated 253 blocklists, the FireHOL
authors provide a much shorter Level I blocklist that is
considered safe to use on firewalls as it strives for zero false
positives [45]. The Level 1 blocklist combines eight lists
in the attacks, malware, and reputation categories
that flag addresses with high confidence. On December 21,
2024, this blocklist contained 4,191 unique, non-bogon entries,
representing 24,370,176 addresses. Prefixes inferred leased be-
tween December 11, 2024 and January 10, 2025 cover 4.20%



TABLE I
FIREHOL BLOCKLIST STATISTICS ON DECEMBER 21, 2024

Lists Entries Addresses
Category
N % N % Unique % N % Unique %
abuse 21 10.5 291,064 14.3 165,081 9.8 740,481 0.4 462,439 0.9
anonymizers 19 95 1,1352277 558 1,095,388 65.3 1,270,082 0.6 988,347 1.8
attacks 56 28.0 279,902 13.8 149,264 8.9 94,199,004 45.1 18,008,687 33.5
malware 67 33.5 118,349 5.8 101,198 6.0 35,535,960 17.0 33,337,740 62.0
reputation 20 10.0 138,669 6.8 102,000 6.1 76,883,141 36.8 898,257 1.7
spam 17 85 71,089 3.5 65,048 3.9 71,088 0.0 58,544 0.1
with the same prefix length for each leased prefix, resulting
0.50% in two groups of equal size. A limitation is that the selected
non-leased IP space could include more routed but unused
— 0.40% ranges, potentially underestimating abuse rates, while leased
B space may have higher utilization due to associated recurring
E costs.
¥ 0.30% For each day of the month, we calculated the ratio of
= prefixes flagged by the FireHOL Level 1 blocklist in both
§ 0.20% groups. The FireHOL Level 1 blocklist combines eight lists
E in the attacks, malware, and reputation categories,
which we use to compare leased and non-leased prefixes.
0-10% o We inferred that from January 11 to February 10, 2025,
—— Non-
ngsezase 62,944 of the 1,032,086 (6.10%) routed prefixes were leased.
0.00% Figure 2 shows a stable trend in the fraction of blocklisted
111 1/18 1/25 21 2/8

Month/day in 2025

Fig. 2. Fraction of leased and non-leased prefixes flagged by the FireHOL
Level 1 blocklist between January 11 and February 10, 2025. The shaded
region indicates the range of values observed in the 10 samples of non-leased
prefixes.

and 13.5% of the entries on the Level 1 and full aggregated
blocklists, respectively. When comparing the different types of
abuse, we use the full aggregated list of 253 blocklists, as it
has labeled categories (excluding the organizations and
unroutable entries). However, when we compare block-
listing trends in different groups, e.g., leased vs. non-leased
prefixes, we use the Level 1 blocklist, which provides higher
confidence.

V. RESULTS
A. Prevalence of abuse in leased prefixes

To evaluate whether leased prefixes are associated with
increased levels of abuse, we compared the blocklisting preva-
lence of leased prefixes to a baseline of non-leased routed
prefixes. We started with the most recent February snapshot of
inferred leases, containing leased prefixes between January 11
and February 10, 2025. We then collected all routed prefixes
from the BGP RIB [39] of February 10 at midnight UTC,
corresponding to the time the leased prefix inference was
concluded. From this set of routed prefixes, we removed
those that overlapped with any leased prefix in the snapshot,
resulting in a set of non-leased routed prefixes. To ensure a
fair comparison, we randomly sampled a non-leased prefix

prefixes during this period. To ensure our sample is representa-
tive, we repeated the sampling process of non-leased prefixes
10 times. For each sample, we computed daily blocklisting
rates and averaged them over the month. Across these monthly
averages, non-leased prefixes were blocklisted at a mean rate
of 0.179%, while leased prefixes appeared on blocklists at a
mean rate of 0.518%. That is, leased prefixes were 2.89x more
likely to be blocklisted in this dataset.

For completeness, we repeated the analysis using the
full aggregated blocklist, but excluding the categories
organizations and unroutable. During the same time
frame, 17.4% of non-leased and 32.0% of leased prefixes
appeared on this longer blocklist. Using this list, leased
prefixes were only 1.84x more likely to be blocklisted than
non-leased prefixes. Since the inclusion criteria for the Level 1
blocklist are rather conservative, we consider the result a lower
bound on the actual number of abused prefixes. Conversely,
the complete aggregated blocklist contains a wide variety of
blocklists, so we consider the result an upper bound.

B. Types of abuse

We analyzed the types of abuse associated with leasing by
comparing leased and non-leased routed prefixes in the most
recent February snapshot of inferred leases. For each of the
62,944 leased prefixes, we randomly sampled a non-leased
prefix of the same size in the same way as described in §V-A.
We then determined the proportion of these prefixes that ap-
peared on the aggregated blocklist for each category indicating
abuse during the leasing inference period, i.e., from January 11
through February 10. Figure 3 plots the distribution of these
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Fig. 3. Fraction of leased and non-leased prefixes flagged by blocklist

category (z-axis) between January 11 and February 10, 2025. Blocklisting
was more prevalent for leased prefixes in all categories except spam. Some
prefixes were flagged in multiple categories.

proportions. Prefixes may appear in multiple categories, but
each can appear no more than once in a single category. To
ensure our random sample was representative, we sampled
10 times but did not observe any deviations within a category
larger than 0.003.

Leased prefixes dominated all but one type of abuse. The
difference was most pronounced for the anonymizers cat-
egory, where leased prefixes were 2.59x more prevalent than
non-leased prefixes. Interestingly, a leased prefix was 1.55x
less likely to be flagged for sending spam. However, com-
parisons between categories are risky due to the considerable
differences in the number, sizes, and composition of blocklists
in each category (§IV-C).

C. Temporal dynamics

We then investigated evidence of abuse emerging after a
lease starts. For this analysis, we used the monthly snapshots
of leased prefixes (§IV-B), and daily blocklists as a proxy for
various types of abuse (§IV-C).

We calculated blocklisting activity relative to the start of
a lease as follows. The monthly snapshots of inferred leases
spanned from September 11, 2024, through February 10, 2025.
We aligned the lease start date t = 0 to the 26" day of every
month, the approximate midpoint between two subsequent
snapshots. Given the monthly granularity of inferring leases,
the estimated start dates have an error margin of 16 days.

Each lease includes the ASNs originating the leased prefix.
We used this identifier as an indication of different leases,
i.e., the lessor changing. We discarded inferred monthly leases
of prefixes with multiple origins (3.58%), as we could not
determine whether the ASNs belonged to one or several
lessees.

Next, for each prefix, we determined the date it was first
leased by an AS (from September 26 onward). These steps
resulted in 18,758 leases associated with 17,196 prefixes
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Fig. 4. Prefix reputation after leasing started. The plot shows the mean fraction
of blocklisted prefixes that we inferred to be newly leased from September
11, 2024, to February 10, 2025. For brevity, we omit categories exhibiting no
discernible change. The bottom z-axis shows the offset ¢ days since the start of
the lease, while the top z-axis shows the number of leased snapshots included
in computation of the mean. The y-axis indicates the blocklist category.

originated by 2,661 ASNs. Finally, we determined the daily
fraction of prefixes flagged by at least one blocklist within
each category. We calculated the offset of days since the start
of the lease, and then took the mean value of these fractions.

A limitation of this approach is that the calculated reputation
of prefixes is less accurate as time progresses further from the
estimated beginning of a lease. The reason is that, at the time
of the analysis, not all snapshots started 165 days in the past.
We indicate the confidence of our calculation by the number
of lease snapshots over which we calculated the mean.

Figure 4 shows the resulting visualization of prefix rep-
utation over time. The fraction of blocklisted prefixes was
relatively stable before the start of the lease, but increased
steadily after the start of the lease and continued to rise until
the end of our measurements. Note that before the start of
the lease, the prefixes may not have been in active use and
therefore may appear more legitimate than used prefixes. Refer
to §V-A for a comparison to routed prefixes.

When comparing the blocklist activity at the start of the
lease to 30 days after — one month being the minimal lease
duration — we observed a negligible increase for malware
but an increase of 60.2% in blocklisting rate for abuse.
Considering instead 150 days after the start of the lease, we
observed an increase ranging from 37.9% in blocklisting rate
for malware to 269% for abuse.

We found substantial variation between blocklist categories,
e.g., strong increases in the abuse, anonymizers, and
attacks categories, but no discernible changes in the spam
and reputation categories, which we exclude from the
graph for clarity. For the malware category, we ascribe
the effect to leases started in the October snapshot, thus
we hesitate to generalize this result. We did not observe
blocklisting decreasing in any category. Notably, the high
prevalence of anonymizing services within leased IP space
may attract or facilitate abuse that is later reflected in other
categories.

In summary, while for some categories blocklisting in-
creases steadily after the start of a lease, other blocklisting
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categories show little change. Although lessors have the ability
to rotate prefixes after one month, the fraction of blocklisted
prefixes continues to rise even five months after a lease begins.
This behavior suggests that malicious actors are not frequently
rotating their leased IP addresses.

We also analyzed the time elapsed between a prefix being
leased and its appearance on abuse-related blocklists. This
time span provides an upper bound on how quickly a prefix
is abused, as blocklisting requires additional time.

We first identified continuous leases from monthly lease
snapshots from September through February. As before, we
set the start date to the approximate midpoint between two
subsequent snapshots; the 26" of the month. We determined
each lease duration by finding the first and last month its prefix
was subsequently originated by the same ASN (excluding
those with multiple ASNs).

We discarded leases active in the first month; in the absence
of prior data, we cannot determine if these are new or
continued leases. Including them would overestimate blocklist
timing, which we would calculate relative to the start of the
first snapshot instead of to the start of the lease. However, we
kept 6.02% of the leases ongoing in the last month, which
risks missing those that were blocklisted after the end of the
final snapshot. Essentially, we trade off accuracy near the end
of leases for data volume.

For each category and lease, we calculated the time offset
between the start date and the first time the leased prefix
was blocklisted. Due to the monthly inference granularity, we
have an error margin of +16 days. Since we are interested
in prefixes that became blocklisted during their lease, we
discarded all leases that were already blocklisted at the start of
the lease, as well as those that were never blocklisted during
their lease period. Since the anonymizers category was
dominated by few infrequent, disproportionate updates, we

excluded it from this analysis. Finally, we joined the leases
with the contemporaneous aggregated blocklist.

The eCDF in Figure 5 shows the distribution of the time
until leased prefixes are blocklisted. We observe that most
abuse is detected relatively fast, with a median detection time
of 27 days across all categories. When comparing categories,
we found minimal differences. We included the spam and
malware categories for completeness, but with only 48 and
8 samples respectively, they are too small to support reliable
analysis or to draw meaningful conclusions about detecting
these types of abuse.

Finally, we examined the relationship between lease du-
ration and blocklisting, i.e., were shorter leases more likely
abused? We began by identifying all continued leases from
September 11, 2024, through February 10, 2025, excluding
those first observed in September. We grouped the 20,351
resulting leases by their duration in months and found that
44.4% lasted only one month, while 9.57% were active for
5 months or longer. As noted in §IV-B, short-lived events
such as BGP parking may be misclassified as leases, thereby
inflating the number of apparent short-duration leases.

Next, we evaluated how many of these leases were flagged
by blocklists at any point during their lifespan. Since the exact
start and end date of a lease are unknown, we assumed and
allowed the widest possible date range: considering a lease to
have started on the 11" of the first month and ended on the
10" of the last month. Among these leases, we observed only
136 (0.668%) as blocklisted at any point during their lease.

We grouped the leases based on whether they were block-
listed and calculated the fraction of leases within each group
according to their duration in months. We observed similar
blocklisting rates across all duration groups, except for the
longest group of 5 months and longer, where the ratio of
blocklisted prefixes was 1.85x higher than that of non-
blocklisted ones, suggesting that leases continued to be flagged
even five months after the lease started. Unfortunately, the
overall number of blocklisted leases was substantially smaller
than non-blocklisted ones, which limits the generalizability of
this finding. Lease duration trends across blocklist categories
may offer additional insights and merit future investigation.

D. Lease availability and pricing

We also investigated the relationship between the ask price
and reputation of a prefix. We collected marketplace data
between December 21, 2024 and March 12, 2025. The data
consist of ask prices for prefixes available for a lease of one
month. Figure 6 illustrates the volume and median leasing
price for prefixes of various sizes on the two brokers we
analyzed.

During the observation period, the median monthly leasing
price for an address through Broker A was US$0.53 and
US$0.47 through Broker B. This 12.8% difference may stem
from differences in the fee calculation on both platforms
or a difference in features. The contemporaneous median
trading price per address was US$33.93. In comparison, with
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a monthly leasing price of US$0.50, the amortization period
of buying an address block is 68 months or 5.7 years.

We examined the relationship between leasing price and
reputation by combining marketplace data with our aggregated
blocklist. Specifically, for each prefix, we calculated the me-
dian price for each day we observed it on the marketplace
within a given a month, and counted the number of matching
blocklist entries that expired at most 30 days before the prefix
was first listed for lease. We then computed the Pearson
correlation coefficient between the one-month leasing prefix
price of each prefix and the number of entries on blocklists
that flagged it.

We used two full months of data, January and February,
2025. To mitigate differences caused by price variations across
prefix sizes and time, we included only the most prevalent
prefix size (/24). Additionally, this prefix size is the most
specific universally routable size, which reduces variability
resulting from concentrated abuse within a large subnet. Due
to insufficient data from Broker B (165 for January, and 177
for February), we excluded it from our analysis. In February,
we observed N = 930 non-overlapping prefixes. We did not
find any statistically significant correlation (r = —0.0070,
p = 0.8321) between prefix price and the number of blocklist
entries. We repeated this experiment for January during which
fewer prefixes were available (N = 467) and still found no
correlation (r = —0.0052, p = 0.9108).

In summary, our analysis did not detect a significant re-
lationship between prefix price and past abuse, suggesting
that other factors dominate pricing decisions. One possible
explanation is suboptimal decision-making due to a lack of
market transparency. There is information asymmetry between
the lessors and lessees, as lessors may not disclose how a prefix
was abused in the past. Conversely, lessors might be unaware
of abuse that occurs during a lease. As a result, prefix pricing

may be arbitrary and not reflect reputation. Beyond market
inefficiencies, blocklist entries may indicate dangling domains
in broken links that remain embedded on websites or emails,
generating residual traffic that may be valuable to potential
lessees. Previous research has shown that the majority of
revenue from email spam campaigns is generated after the
associated domain has been blocklisted [50]. We leave further
analysis of leasing market dynamics for future studies.

VI. RELATED WORK

Analyzing the IPv4 transfer market: Mueller and Kuer-
bis [51] analyzed the effect of policy changes passed by RIRs
that authorize IPv4 address transfers. They found that 88% of
the transferred addresses came from legacy address space and
that, unlike the organizations releasing the address blocks, the
organizations receiving them were almost exclusively connec-
tivity and online service providers. Given these observations,
the authors concluded that the transfer market was effectively
redistributing inefficiently allocated legacy blocks. Livadariu et
al. [52], [21] used lists of transfers published by RIRs to study
the transfer market from November 2009 to December 2015.
They compared the median fraction of utilized address space
in transferred prefixes 12 months before and after transfer
and found an increase of at least 50% across all RIRs. This
suggests that buyers acquired addresses for actual operational
needs rather than for speculative investment.

Inferring leased address space: Unlike IP transfers, IP
leases are not registered with RIRs, requiring inference from
external data sources. Prehn et al. [53] proposed inferring
leased prefixes by identifying BGP delegations — subprefixes
originated by an AS different from the one originating the
most-specific covering prefix. Du et al. [48] extended their
methodology by integrating WHOIS and AS relationships
data to exclude prefixes where no business relationship exists
between a subprefix and covering prefix and found that 4.1%
of all routed prefixes were leased in April 2024. Our work
applied the methodology of Du et al. to generate a list of
leased prefixes for our abuse investigation (§IV-B).

Identifying malicious activity: Giotsas et al. [10] estimated
the abuse of IPv4 prefixes using longitudinal blocklists. They
found that, between October 2009 and August 2019, trans-
ferred prefixes were overrepresented on blocklists by a factor
of 4x to 43x compared to non-transferred prefixes. Unlike
their focus on transfers, we examine the leasing market, dis-
tinguishing two phases: when a prefix was available and when
it was actively leased. Du et al. [48] compared blocklisting
of ASes originating leased prefixes to those originating non-
leased prefixes and found that the former are about 5x more
likely to be blocklisted. However, their reliance on a single,
AS-level blocklist offered limited coverage. We used a labeled
collection of IP blocklists, providing insight into the misuse of
leased prefixes. Aside from leasing address blocks, individual
IP addresses can also be leased for use as residential proxies.
In this model, bandwidth brokers enable users to monetize
access to their home Internet connections. Khan et al. [54]
investigated how residential proxies can facilitate fraudulent



activities, and uncovered signs that residential addresses are
being used in phishing campaigns.

VII. DISCUSSION AND CONCLUSION

Although the IP leasing market is still young, our findings
suggest that its various stakeholders can benefit from greater
transparency and oversight. In our analysis of leasing and
blocklist datasets collected, we found that leased prefixes
were 2.89x more likely to appear on blocklists compared
to non-leased prefixes, and that they were disproportionately
flagged for all types of malicious activities examined, except
for sending spam.

Based on our findings, we provide recommendations for
parties involved in IP leasing. Lessors could track the rep-
utation of their prefixes throughout the lease. Lessees could
independently assess the reputation of a prefix before leasing
it, and we recommend against using the lease price as an
indicator of reputation.

IP brokers can also leverage our findings to enhance op-
erational security on their platforms. To protect lessors and
lessees, IP brokers can implement sufficient monitoring and
enable swift responses to potential abuse. Furthermore, we
argue that reputation protection could be a value-added service
that IP brokers can offer to lessors as insurance against
abuse [55], [56].

Blocklist providers and security specialists can use our
insights to identify evasion attempts that exploit IP leasing.
Our work builds on prior research in blocklist compilation
and demonstrates how such data can aid in classifying and
mitigating abuse.

A comprehensive view of the leasing landscape can also
assist regulators in evaluating whether the leasing market has
a net positive or negative impact. This understanding may
inform RIR policies on IP leasing, shaping the market’s future.

Future work should focus on performing a detailed residual
traffic analysis of leased prefixes after the expiration of the
lease to identify trends and anomalies. Another interesting di-
rection is to compare leased and non-leased prefixes belonging
to the same IP holder, which could reveal differences in how
leased IP space is managed. These investigations could provide
further insight into the potential abuse of leased prefixes to
lessors and IP brokers, leading to a cleaner Internet.
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APPENDIX A
ETHICAL CONSIDERATIONS

This study follows the principles outlined in the Menlo
Report [57], which extends traditional research ethics to infor-
mation and communications technology (ICT) research. In line
with its core principles — respect for persons, beneficence,
justice, and respect for law and public interest — we carefully
considered the ethical implications of our data collection
and analysis. As our study did not involve human subjects,
institutional review board (IRB) approval was not required.

In our interaction with representatives from IP brokers,
we prioritized transparency by using our real names and
affiliations. For Broker A, we used a publicly documented API
authorized to an account granted to us for research purposes.
We confirmed with their team that our method of access was
acceptable. For Broker B, we collected data through their
website. To the best of our understanding, this did not violate
their terms of service. We do not disclose the names of the
brokers studied to mitigate any reputational harm.

When collecting the marketplace data, we took steps to
minimize any risk to the production systems of the IP brokers.
To reduce system strain, we imposed a strict limit of one data
fetch per day. If a request failed for any reason, we retried up
to three times. If all attempts failed, we assumed the service



was temporarily unavailable and paused for an hour before
making another attempt. Since our requests were modest in
size and similar to routine website traffic, we assessed their
impact on production systems to be negligible.

We avoided collecting and processing personally identifiable
information (PII) in our study. One broker included IP holder
names in their marketplace listings. Although we observed
only company names, we acknowledge that personal names
could appear. Nonetheless, all analysis was conducted on ag-
gregate data only. For the dataset from Broker A, we retained
only essential fields (prefix, RIR, and price) and anonymized
prefixes per the broker’s request. Broker B declined our
request to publish data. This approach ensures that our study
contributes to transparency in the IP leasing market, while
upholding respect for persons and the companies’ interests.

Prior to publication, we contacted both brokers to share a
pre-publication version of our study and invited them to raise
any concerns or offer clarifications. We carefully assessed all
feedback and incorporated revisions where comments were
well-founded or helped improve presentation.



