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1 Introduction
For years, researchers have deployed network telescopes on unused IPv4 address spaces [1,2] and/or
public cloud infrastructure [3, 4] to passively capture incoming unsolicited traffic, known as Inter-
net Background Radiation (IBR) [5, 6], to identify victims of denial-of-service attacks [7–11] and
malicious Internet activities [12–16]. With consistent U.S. government support, including the now-
concluded CI-SUSTAIN project (CNS-1730661), CAIDA has sustained operation of the world’s
largest IPv4 network telescope for over two decades, helping hundreds of CISE researchers to study
Internet-wide cybersecurity incidents and produce datasets for cybersecurity education.

However, this passive approach has limitations, as it captures only a few types of security
events, and malicious actors evolve their tactics to evade detection. Researchers have also deployed
honeypots (e.g., [17–22]) which react to unsolicited traffic to lure further engagement by attackers,
yielding attack fingerprints, victim identification, and malware samples. Both telescope and honey-
pots face a daunting challenge with the growing use of IPv6. Scanning the vast IPv6 address space,
or even small networks, is practically infeasible, so scanners must strategically target likely-active
networks, which requires innovative algorithms to generate target “hitlists” (e.g., [23–29]). Further-
more, most existing honeypot implementations support one IPv4 address per instance. Running
multiple instances to monitor a large blocks of IPv6 addresses is resource-prohibitive.

We propose iVoyager, a transformative cyberinfrastructure (CI) designed to enable CISE re-
searchers to effectively explore the landscape of Internet threats by scalably gathering cyber threat
intelligence. Specifically, iVoyager will provide three capabilities:

1. A flexible virtualized environment for researchers to facilitate the rapid development and scal-
able deployment of distributed dual-stack (IPv4 and IPv6) telescopes and honeypots.

2. A proactive IPv6 telescope that applies novel techniques to attract malicious IPv6 network
activities, overcoming the visibility limitations of previous attempts.

3. Deployment of geographically distributed dual-stack vantage points in public clouds.
We will operationalize our reference design of iVoyager to collect longitudinal datasets that

include baseline IPv6 IBR, practively-triggered IPv6 IBR, and geographically distributed IBR, as
well as active measurements of topology and latency from our VPs to the senders of IBR. These
datasets will enable better characterization of IP spoofing and other malicious Internet activities,
but also facilitate use of machine learning/artificial intelligence (ML/AI) for cyber threat hunting,
anomaly detection, and malware analysis. Importantly, iVoyager will not replace existing network
telescopes or honeypots — it will complement these CIs by providing additional datasets for more
comprehensive cyber threat analysis.

This project aligns with CIRC’s goal to provide new research opportunities for a broad commu-
nity pursuing a focused research agenda. Successful execution of iVoyager will overcome engineering
challenges, navigate policy barriers to data-sharing, and foster a robust community advancing both
network security research and operational IPv6 cybersecurity expertise. The datasets we collect
will facilitate the use of ML/AI in addressing cybersecurity and Internet measurement challenges.

2 Research opportunities and community need
The success of iVoyager will unleash new research opportunities by bridging data and infrastructure
gaps in broad research areas of cybersecurity, Internet topology, and network anomaly detection



in IPv6 networks. Infrastructure to support IPv6-related infrastructure research has fallen sig-
nificantly behind the adoption of IPv6. Notably, the research community has no scalable and
longitudinal deployment of IPv6 network telescopes or honeypot infrastructure. Research thus
far has used either one-off small-scale temporary deployments (e.g., [6, 30, 31]) or private datasets
collected but not shared by industry [32,33].

New IPv6 functions and configuration idiosyncracies introduce security and privacy risks [34,35].
Lack of instrumentation to provide situational awareness in IPv6 networks thus poses imminent
threats to national security [36].

iVoyager will create a transformative impact on CISE community by:
1. providing comprehensive, flexible, and scalable infrastructure to conduct both IPv4 and IPv6

experiments on unsolicited traffic,
2. collecting publicly accessible longitudinal datasets to capture trends and events of the Internet,
3. offering tools and software for researchers to effectively use and integrate data collected by

iVoyager and other CAIDA Internet measurement cyberinfrastructure on NSF-funded high-
performance computing resources.

Six research teams investigating a broad range of CISE-related research topics have committed
to early use of the infrastructure, datasets, or services provided by iVoyager, for research they would
not otherwise be able to undertake. The three datasets we will collect will provide high-quality
data for network anomaly detection and distributed denial-of-service (DDoS) attacks characteriza-
tion. The unique ability to conduct both active and passive measurements on iVoyager will enable
researchers to perform realistic evaluations of IPv6 target generation algorithmsand effective IPv6
blocklist generation.

3 Infrastructure Description

3.1 Fundamental infrastructure

Figure 1: Overview of iVoyager infrastructure.
iVoyagerStar will provide researchers with a
testing ground for new experiments, while dis-
tributed iVoyagerSatellite vantage points will col-
lect unique unsolicited traffic data from diverse
locations, and support active measurements to in-
form analysis of such traffic.

This project will design and implement the
iVoyager distributed infrastructure (Figure 1),
consisting of two parts: iVoyagerStar and iVoy-
agerSatellite. iVoyagerStar is a comprehensive
platform that supports researchers to deploy
complex cybersecurity experiments on unused
address blocks, including honeypots and mal-
ware tracking tools, and collect data across dif-
ferent layers of the Internet protocol stack (e.g.,
BGP, DNS, and NTP) to identify potential in-
formation sources of scanners. We will deploy
iVoyagerSatellite in geographically distributed
cloud locations to capture IBR and conduct
lightweight topology measurements, which will
inform analysis of collected traffic. Geograph-
ical diversity will enable researchers to study
how targeting of malicious activity varies across
address space [3, 4].
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3.2 iVoyagerStar: A dual-stack cybersecurity sensor

iVoyagerStar will allow researchers to experiment with new methods to collect data to detect
Internet malware and cyberattacks. Figure 2 illustrates an overview of iVoyagerStar. We will host
iVoyagerStar at the San Diego Supercomputer Center (SDSC), co-located with Expanse, a NSF-
funded high performance computing resources. We will allocate virtual machines (VMs) with access
to supporting services to researchers on iVoyagerStar infrastructure to analyze live IPv4/IPv6 IBR
traffic. iVoyagerStar will comprise six major components, offering a comprehensive pipeline for
experiment execution, data collection, storage, and analysis.
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Figure 2: iVoyagerStar infrastructure. Numbers in pink circles refer to infrastructure components
as numbered in the subsections of §3.2.

Component 1: Acquire and deploy IP address space for research experiments.

New, unused blocks of IP address space are essential for capturing IBR, as previously used address
space can alter the behavior of scanners for extended periods of time [4]. We are in the process of
acquiring a new allocation of IPv6 space from the American Registry for Internet Numbers (ARIN)
to support iVoyager’s users. For IPv4 address space, which is essentially unavailable from address
registries, we have established a collaboration with the owner of the address space used by the
UCSD network telescope (UCSD-NT), for which the owner has lent us a /22 for this three-year
project.

Component 2: Implement address mapping proxy.

To lower the complexity of honeypot deployment and implementation, we will design and implement
a novel address mapping proxy to dynamically translate both contiguous or non-contiguous blocks of

3



IPv4/IPv6 address into one private IPv4 address. Existing honeypot implementations, particularly
high-interaction ones (e.g., [37, 38]), operate as system services to engage with IBR traffic [39],
reusing the system’s network stack. However, this approach is difficult to scale when monitoring
large address blocks. One solution is to implement the tools with raw sockets or libpcap (e.g.,
[21]), which requires building an entire TCP/UDP stack rather than relying on the kernel’s, thus
limiting the interaction level. Our approach will allow researchers to implement experiments using
conventional POSIX sockets without having to handle traffic directed toward multiple IPs. More
importantly, this approach will ensure compatibility with legacy honeypot implementations, and
significantly reduce the time and complexity involved in setting up new experiments.

Scaling IPv4 honeypots. For traffic toward iVoyagerStar’s IPv4 address blocks monitored by
one of the VMs, our proxy will forward it to the private destination IP assigned to the VM. We will
leverage the source port in the IP header as the identifier, to create the mapping from the actual
to the private IPs.

Scaling IPv6 honeypots. The proxy will convert all incoming IPv6 traffic into IPv4, so ex-
perimenters do not need to support IPv6. We will create a transient mapping from IPv6 source-
destination addresses pair to an IPv4 source address-source port pair, using private (10/8) or
reserved (240/4) IPv4 address space to avoid confusion with IPv4 traffic. Most scanning flows are
brief, so timing out this mapping soon after the connection closes is critical to avoiding mapping
collisions. Therefore, the proxy will monitor the state of TCP flows. Different from standard
NAT64, the proxy will map traffic destined for a block of destination IPs to one IPv4 address. We
will design a new algorithm that incorporates incorporates sequence numbers of TCP flows into
the mapping function, to minimize the collision probability in the mapping. We will configure the
proxy to handle stateless ICMP traffic, which dominates IPv6 scanning traffic. Since these flows
do not require interaction from the honeypot, having the proxy reply on behalf of the honeypot
will mitigate the load on the VM hosting the honeypot, improving scalability.

To enable researchers to conduct fine-grained analysis on the traffic to/from their VMs, the
proxy will update the mapping table in databases, allowing iVoyagerStar to isolate packet captures
for each experiment.

Component 3: Create virtualized experiment environment.

iVoyagerStar will offer researchers virtual machines (VMs) to deploy software that responds to
incoming traffic. Our systems administrator will modify the configuration of the address mapping
proxy (Component 2) to redirect traffic destined for specific address block(s) to the interface IP of
the VM. The software can respond to the incoming traffic as if the VM were an end-host. The proxy
will rewrite the IP headers according to the mapping, and send the packets back to the source.

Component 4: Build SmartNIC-base traffic monitor.

We will leverage an NVIDIA ConnectX SmartNIC to capture traffic to/from the infrastructure.
Use of a SmartNIC will enable us to acquire precise packet timestamps without impairing perfor-
mance. Due to the address translation mechanism, the VMs cannot directly observe actual packets
exchanged with the Internet. To address this, we will provide a traffic monitor to capture traffic
at the entry/exit point of iVoyagerStar (Raw packets in Figure 1) and use the mapping table to
separate traffic to/from different VMs (Translated packets in Figure 1). We will store both versions
of packet traces in our object storage and share them with researchers.
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Component 5: Expand Object storage.

Experiments on iVoyager will generate various types of data, including activity logs and packet
traces. We will expand CAIDA’s storage system by 360TB to meet experimental data storage needs.
CAIDA currently uses Swift, an open-source S3-compatible object storage server. Researchers will
have access to virtual machines to store their data. One key advantage of local object storage
for researchers is that our storage cluster is co-located with SDSC’s Expanse high-performance
cluster [40], which researchers can access through ACCESS-CI [41] for complex data analysis.

Component 6: Deploy peripheral services.

We will deploy BGP and DNS servers to support more complex experiments. For example, the IPv6
proactive telescope we will deploy as a reference design (§3.4.3) will require the use of domain names
and issuance of TLS certificates. The DNS server will act as an authoritative name server, handling
DNS queries for the domains and the zone. Issuance of TLS certificates will require the creation of
temporary TXT records in the zone file. The BGP speaker will handle BGP announcements of the
IPv6 prefixes of iVoyager, which will enable researchers to introduce variables in BGP as part of its
experiment. We will set up an NTP server instance that can join the NTP pool, providing timing
sources for the system. Additionally, users of the IPv6 NTP pool have proven to be a valuable
source for collecting live IPv6 hosts [29,30].

We will implement a REST APIs for researchers to use these peripheral services, providing
control knobs in their experiments. To shed light on how activation of these services correlate with
discovery of the network by scanners, we will store logs/records into the object storage.

3.3 iVoyagerSatellite: A distributed sensor infrastructure

iVoyagerStar consists of multiple vantage points (VPs) at different geographical and network loac-
tions. Each VP can perform lightweight active measurements (e.g., traceroute) and monitor small
ranges of unused addresses to capture IBR. We will deploy at least five iVoyagerSatellite VPs in
cloud locations.

Each VP will announce a dedicated prefix that we acquired (§3.2) to simulate networks with
distributed geographic presence. The maximum length of globally routable prefix for IPv4 and
IPv6 is /24 and /48, respectively (i.e., 256 IPv4 addresses and 280 IPv6 addresses). Since we need
only a small portion of these address blocks to manage the iVoyager infrastructure and establish
peering sessions, the remaining unused address space will be dark, i.e., unused. We will capture
IBR toward these addresses to form a distributed network telescope. Additionally, we will install
scamper [42] on each VP to perform active measurements of topology and latency.

Cloud-based deployment. Our team will leverage the expertise of Dr. Mattijs Jonker’s
research group at the University of Twente, which has experience setting up virtual measurement
VPs on Vultr [43], a cloud provider that allows customers to make their own BGP announcements
(see LoC). We will build on their expertise in using the Vultr platform for extensive measurement
of anycast [44] to deploy iVoyagerSatellite VPs to capture IBR.

3.4 Tools, resources, and datasets

During the course of this project, our team will develop new open-source software tools, provide net-
working, compute, and storage resources for researchers, and generate publicly accessible datasets
to support research on the broad topics of Internet measurement, cybersecurity, and ML/AI.
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3.4.1 Software Tools

We will release three software tools designed for implementing iVoyager:
1. Address mapping proxy. This core software will enable the deployment of dual-stack

network telescopes and honeypots at scale.
2. Traffic Monitor. Integrated into iVoyagerStar, this tool will translate packet traces in near

real-time using the mapping table. We will develop new tools to support this functionality.
3. Proactive IPv6 Telescopes. This toolset will integrate different components of iVoyager-

Star, including the BGP server, DNS server, and external TLS services.
We will support and enhance existing two community software libraries for this project:

1. Libtrace: A highly efficient software used for capturing packets in UCSD-NT. We will en-
hance it to integrate with iVoyager for high-performance packet capturing and processing.

2. Scamper: Widely used by the Internet measurement community for active measurements
such as traceroute, alias resolution, and latency measurements. Our recent advances in
domain-specific language have lowered the barrier to programming complex active measure-
ments [45].

We will use GitHub to disseminate these tools, accompanied by usage documentation and
development guides.

3.4.2 Resources

This project will offer rich and unique resources for researchers to perform both active and passive
measurements. iVoyagerStar will provide researchers with virtual machines (VMs), capable of
capturing and responding to incoming traffic in unused IP address space. Researchers will also have
access to production application services (e.g., DNS and NTP) to build their experiments. We
will offer object storage space in iVoyagerStar for data storage. For vetted researchers, we will
provide access to execute traceroutes on iVoyagerSatellite.

3.4.3 Datasets

Our team will leverage iVoyager to conduct three longitudinal measurement campaigns to provide
seed datasets for the research community. We will index these datasets using CAIDA’s catalog [46].
Researchers can access the data from Swift containers we will extend for this project. We will release
the source code of the experiments as a use case for other iVoyager researchers.

Dataset 1. Captured IBR from IPv6 darknet telescopes.

We will collect IBR traffic sent to unused address spaces of iVoyagerStar and the deployed iVoy-
agerSatellite to create a dataset comparable to that generated by the IPv4-based UCSD-NT. Our
preliminary investigation and prior literature [30] based on short-term datasets show that IPv6
darknets currently attract little traffic [6, 47]. Collecting longitudinal data will be valuable for
observing long-term trends in the IPv6 IBR ecosystem (the result from Internet-wide scanning,
malware, and misconfigurations) and serve as a baseline against which to compare innovations in
building IPv6 measurement instrumentation such as proactive telescopes.

Dataset 2. Captured IBR from Proactive IPv6 telescope.

Our team is currently collaborating with the student author of [30] (USENIX Security 2023) at the
University of Iowa, who concluded his summer internship at CAIDA in 2023. We are extending
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his work to improve IPv6 IBR visibility by introducing multiple triggering actions to attract IPv6
scanners. These actions require announcing more specific prefixes via BGP, responding from the
entire targeted subnet [23], modifying DNS zone files, signing TLS certificates, and deploying
honeypots at different levels of interactivity. We built a prototype proactive IPv6 telescope within
a transit ISP and found that our triggers do indeed induce both impulse and long-term effects on
the amount of unsolicited traffic. In particular, deployment of a high-interaction honeypot led to a
more than 100x increase in traffic compared to the baseline (Figure 3).
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Figure 3: The traffic volume (in packet counts) significantly surged after we introduced each trig-
ger, illustrating the importance of deploying triggers to solicit IPv6 traffic to network telescopes.
iVoyagerStar will support researchers to configure these triggers for their experiments.

Our IPv6-only current prototype relied on our commercial ISP partner’s network, which pro-
hibited us from sharing the datasets and infrastructure. The research process helped us identify
programming and operational limitations to deploying tools to monitor vast blocks of IPv6 ad-
dress space that our team will address in iVoyagerStar. Since this experiment will use most of the
iVoyagerStar components, it will serve as an example for researchers on how to use the infrastruc-
ture. The datasets collected will provide insights into how the responsiveness of different network
components attracts scanning and other malicious behavior.

Dataset 3. Tracking malware propagation.

Our team at LSU will deploy their honeypot software, HoneyComb [22], specifically designed to
monitor the spread of Mirai malware [48], which was first discovered in 2016. Mirai exploits Internet
of Things (IoT) devices, such as IP cameras and home routers, creating botnets for launching DDoS
attacks. HoneyComb uses packet fingerprints captured by the network telescope to identify and
respond to Mirai scanning attempts. HoneyComb engages with infected hosts to obtain malware
binaries and visualizes trends in malware spread. This experiment will record the list of victim IPs
and create a longitudinal sample of binaries, aiding researchers in studying the evolution of the
malware. Figure 4 shows the dashboard of the HoneyComb platform that visualizes the spread of
Mirai across the globe.
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Figure 4: Dashboard of HoneyComb platform, visualizing the trend of the number of inflected hosts
(top-left), their geographical distribution (top-right), their network types (bottom-left), and their
ISPs (bottom-right).

3.5 User services

Our proposed iVoyager infrastructure will support a variety of services, as described in §3.1 and
shown in Figure 1. On iVoyagerStar, we will provide unused IP subnets and virtual machines for
researchers to run experiments that capture and respond to unsolicited traffic. iVoyagerStar will
also offer common application services (e.g., DNS and NTP) and BGP servers, allowing researchers
to apply various network configurations. iVoyagerStar’s traffic monitor will capture packet with
high precision timestamps, enabling researchers to perform in-depth traffic analysis.

Researchers will have the opportunity to conduct topology and other active measurements on
iVoyagerSatellite VPs using CAIDA’s domain-specific language [45]. Specifically, we will provide
access to our VP controller, hosted at CAIDA, for executing measurement scripts written in this
language.

3.6 Community engagement

Our community engagement efforts will involve the CISE research community in the use and man-
agement of iVoyager, including the following components.

Involve CISE researchers in infrastructure development We will establish a Community
Advisory Board with experts in cybersecurity, ML/AI, Internet measurements, networking, etc.
The board will meet annually and will guide iVoyager’s development, evaluate its functionalities
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and ensure that it aligns with community needs. We will provide mechanisms, including our
channelized chat server, to collect user feedback and use it to improve infrastructure. We will allow
users to contribute new tools, software and data to the platform.

Build an interdisciplinary community for CS education We will provide educational re-
sources (e.g. online tutorials, webinars, office hours) to help users learn about iVoyager’s capa-
bilities. We will host annual hackathons targeting a wide-range of audience aimed at the use of
iVoyager to solve real-world problems. We will invite researchers and experts from different ar-
eas (e.g. ML/AI, cybersecurity, operators) to participate in interdisciplinary collaborative projects
using the iVoyager infrastructure.

Supporting Community-driven Research We will organize and facilitate regular meetings
focused on pressing operational challenges (e.g. IPv6 security, ML/AI for threat detection, and
anomaly detection) that iVoyager can support. We will encourage collaboration between different
academic and industry groups by helping them to secure funding and lead multi-institution research
projects using iVoyager. We will promote and facilitate sharing of research results, data and tools
by indexing publications, software and dataset in CAIDA’s catalog and disseminating information
in blogs and newsletters.

3.7 Community outreach

Outreach to the CISE research community is a critical component of iVoyager’s success. We will
conduct outreach to expand awareness and encourage the broader research community to adopt
and use iVoyager. Below we summarize our planned outreach activities.

Disseminate information about iVoyager We will engage in our long-standing dissemination
activities: presenting infrastructure status and research results at research meetings and workshops,
and organizing workshops and tutorials where researchers can share their experiences, present their
work, and discuss improvements for the infrastructure. We will develop a project website for docu-
mentation, and updates on capabilities and research findings. We will maintain discussion and sup-
port forums using our MatterMost platforms, and publish annual newsletters detailing the datasets
collected, research collaborations formed, and known publications and findings generated through
iVoyager. We will provide a support team to assist new users and to help with troubleshooting.

Integrate feedback into infrastructure evolution We will use the channels described above
to solicit feedback on user satisfaction with the infrastructure and data products, which we will use
to refine and improve subsequent infrastructure operations. We will announce these meetings and
Mattermost access to other CISE community channels including NSF and ACM Slack teams. We
will attend academic conferences and workshops where many researchers are already using CAIDA’s
data to socialize new data products as they are available. We will announce new infrastructure
developments, tools, and data sets on CAIDA’s data-announce@caida.org mailing list that has over
3,000 subscribed users.

4 Focused research agenda: scalably gathering threat intelligence
Consistent with the goals of the CIRC, we propose a bold research direction, which this infrastruc-
ture will facilitate and catalyze: effectively exploring the landscape of Internet threats by scalably
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gathering cyber threat intelligence. iVoyager will facilitate the rapid development and scalable de-
ployment of distributed, dual-stack (IPv4 and IPv6), reactive telescopes. The resulting infrastruc-
ture will collect longitudinal datasets that facilitate use of machine learning/artificial intelligence
(ML/AI) for cyber threat hunting, anomaly detection, and malware analysis.

As the adoption of IPv6 continues to increase, iVoyager will provide critical and unique datasets
to open opportunities to answer a broad range of IPv6 research questions in four CISE communi-
ties: ML/AI for anomaly detection, target generation algorithms, blocklist generation, and DDoS
characterization. Users of our existing data sets, including the UCSD telescope, have made clear
they would pursue additional research opportunities given the new capabilities we are proposing.

4.1 ML/AI for network anomaly detection.

The longitudinal datasets that iVoyager will collect (§3.4.3) will provide training data for ML/AI
applications for detecting network anomalies generated by malicious actors, such as scanners, mal-
ware, and denial-of-service (DoS) attacks. Recent work has adopted different ML/AI algorithms to
identify clusters of senders with similar characteristics (e.g., DarkVec [49], DANTE [50], Darknet-
Sec [51], and Kallitsis et al. [52]) and detect changes in traffic time series (e.g., Bou-Harb et al. [53],
Dark-TRACER [54], and DarkSim [55]) using IPv4 network telescopes, including UCSD-NT.

Given the vast size difference in IPv6 address space and unique characteristics of IPv6 scanner
behavior [30, 31, 56], iVoyager’s new datasets will enable researchers to develop new ML/AI algo-
rithms to answer research questions including: How do scanners discover targets in IPv6 networks?
What are the traffic characteristics and scanning patterns of different scanning tools? What are
the attack vectors commonly exploited by attackers in IPv6 networks?

Researchers can conduct joint analyses using iVoyager’s datasets with network flow data and
packet traces collected by other CISE community infrastructure, including the NETAI4ALL pro-
posal and CC* project [57] led by Dr. Ram Durairajan at University of Oregon (see LoC) and
ILANDS project led by co-PI Claffy [58]. Combining the IBR data with user traffic data will shed
light on the prevalence of cyberattacks in IPv6 networks and the effectiveness of trained ML/AI
models for detecting unsolicited activities in production networks or the Internet core.

4.2 Evaluation for IPv6 target generation algorithms

Current technology (e.g., Zmap [59–61] and Yarrp [62, 63]) can efficiently scan the entire IPv4
address space in less than a hour, but such an approach is infeasible in IPv6 due to its vast
address space. An emerging area of IPv6 research involves developing Target Generation Algorithms
(TGAs) (e.g., Gasser et al. [23] 6GAN [24], 6Hit [25], 6Tree [26], AddrMiner [27], 6Sense [28], and
Rye and Levin [29])), to compile lists of responsive IPv6 addresses, also known as IPv6 hitlists.

These TGAs leverage publicly accessible datasets (e.g., historical topology data [64], CTLog
[65], DNS names [66], and TLD zone files [67]) and/or set up services (e.g., NTP clients [29]) to
record end-host IPs as seed addresses to generate lists of candidate IPs to probe, curating a list of
responsive hosts as hitlists. Without ground truth, the primary evaluation metric for these efforts
is the size of the lists (i.e., true positives).

iVoyager will serve two functions in enhancing the evaluation of TGAs. First, as a network
telescope and honeypot, iVoyager will be able to capture the probe packets generated by TGAs.
Analyzing this traffic can validate the TGA’s actual probing characteristics against the intended
behavior. Second, iVoyager will provide a testing ground by emulating different network charac-
teristics, such as the distribution of responsive hosts, routers, and services. This environment will

10



allow us to evaluate TGA algorithms by compiling hitlists of iVoyager’s monitored network address
blocks, and investigating why certain algorithms fail to discover live hosts.

4.3 Blocklist generation

IP blocklists have been an effective threat intelligence tool for network operators to block malicious
actors and malware-infected hosts from intruding into IPv4 networks [68, 69]. Blocklist providers
often crowdsoure information from operators (e.g., AbuseIPDB [70]) or use network telescopes and
honeypots to capture IPs involved in malicious activities.

In IPv6, the recommended practice is to assign a subnet block (e.g., /64, as recommended by
RFC6177 [71], or /56 for AWS EC2 VMs) rather than an individual address (i.e., /128) to each
user. Attackers can dynamically change source addresses within the block, rendering blocklisting
individual addresses ineffective. The IBR data collected by iVoyager will enable researchers to
develop new methods to characterize the distribution of source addresses from each network and
infer subnet sizes.

4.4 IPv6-based DDoS characterization

UCSD-NT provides a large aperture to effectively capture backscatter generated by DDoS victims
responding to requests sent using randomly spoofed source IP addresses [7]. Honeypots (e.g.,
AmpPot [18], Hopscotch [72]) attract attackers exploiting the honeypot’s services for reflection
attacks. Our recent study [73] offered a comprehensive review and comparison of long-term trends
in IPv4 DDoS activities and visibility into attack events from different vantage points.

5 Relationship with existing resources
iVoyager will provide new and unique resources to the CISE community while complementing
existing NSF-funded resources to enable new research opportunities. We have identified four major
CISE infrastructures and resources relevant to this project:

1. UCSD-NT [1] is the world’s largest IPv4 network telescope hosted by CAIDA, capturing
over 1 TB of IPv4 IBR daily. Unlike UCSD-NT, iVoyager will capture IPv6 IBR and will
also be capable of responding to IBR for further analysis. Researchers will be able to conduct
joint analyses using datasets from both infrastructures.

2. ILANDS [58] builds 100Gbps traffic monitors to capture traffic from the Internet backbone.
Datasets gathered by iVoyager can help train models to identify malicious activities in user
traffic data.

3. PEERING [74] allows users to make BGP announcements to manipulate the routing control
plane, similar to iVoyagerSatellite. PEERING aims to support various short-term BGP-
related network experiments, whereas iVoyager will include longitudinal data collection to
capture long-term trends suitable for ML/AI model training.

4. FABRIC [75], CloudLab [76], and Chameleon [77] are configurable testbed platforms
designed for controlled networking experiments. iVoyager, on the other hand, aims to study
the global Internet and collect real-world active and traffic measurement.

5. Expanse [40] is an NSF-funded high-performance cluster at SDSC, connected to CAIDA’s
storage cluster via a high-speed network. Researchers can efficiently transfer data from iVoy-
ager to Expanse for complex ML/AI computations.

Expanding the user community of our existing telescope data set will immediately benefit from
the new data sets. Between January 2021 and September 2024, we received ≈90 requests for access
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to restricted but downloadable UCSD-NT datasets, ≈100 requests for access to UCSD-NT data
that requires analysis via a virtual machine (VM) at CAIDA. During this period, around 400 users
downloaded publicly available UCSD-NT datasets. Use cases for the data included: (a) machine
learning applications for DDoS attack detection, anomaly/intrusion detection, and other Internet
security threats; (b) network traffic measurement and behavior analysis; and (c) IoT and Edge
computing research.
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