Project Description: Mid-scale RI-1 (M1:IP): Global Laboratory for Internet Measure-
ment, Probing, and Security Evaluations (GLIMPSE)

1 Objective: Closing a critical gap in scientific Internet research

We propose a Mid-Scale RI-1 Implementation Project (M1:IP) to build an integrated research in-
frastructure that fills a critical gap in U.S. science and engineering: the absence of a platform for
rigorous, scientific measurement of the global Internet.

The Internet, a vital backbone of modern society, faces relentless threats to its security and
integrity. Safeguarding its availability, stability, and trustworthiness is a critical challenge for the
U.S. government, intensified by adversarial actors leveraging the Internet in geopolitical conflicts
[1, 2]. As a national research priority [3, 4, 5, 6, 7], Internet security demands robust data to
drive solutions. Researchers, technologists, governments, and societal advocates urgently need
a deeper, measurement-driven understanding of the Internet ecosystem to counter these threats
effectively. Yet, accessible, relevant data is elusive.

Effective Internet measurement is inherently complex, facing interdisciplinary challenges across
engineering, economics, law, and policy. Fragmented control and misaligned incentives—especially
among private network operators wary of independent measurement—limit data sharing and
impede collective understanding of Internet structure and security. While some private compa-
nies share data, such access depends on business priorities. The Internet’s decentralized design
and fragmented private control prevent comprehensive, system-wide understanding of risks to
national security and hinder U.S. scientific and engineering research. To address this gap, we
propose a Mid-Scale RI-1 project to build a shared, independent measurement infrastructure that
supports reproducible research, fosters scientific collaboration, and advances NSF’s mission to
promote secure, open, and innovative cyberinfrastructure.

Understanding and securing the Internet begins with measurement. However, today, the re-
search community still lacks the sustained, large-scale, and observational infrastructure to support
measurement effectively. We propose to address this challenge by developing a next-generation
research infrastructure that treats measurement, data curation, and accessibility as foundational
capabilities. Informed by NSF’s Blueprint for National Cyberinfrastructure [8] and aligned with
the National AI Research Resource (NAIRR) vision [9], our platform will integrate sustainable
data acquisition, advanced Al capabilities, and scalable tools for processing, storage, metadata,
and discovery. By democratizing access to a trustworthy Internet measurement platform and ex-
pertly curated data, our approach will enable transformative research across disciplines and ad-
vance the scientific basis for-and thus drive progress in—cybersecurity, policy, and infrastructure
resilience.

Our Implementation Project will enable the following Research Community Benefits: technical
and operational cybersecurity work force training; data-intensive methods for assessing security,
stability, and resilience (SSR) properties of networks; and scientific and engineering advances to
navigate other current and future harms to critical Internet infrastructure.

We structure our project in five tasks. The first task is to deploy a new global measurement in-
frastructure that can transform our ability to measure and analyze properties of the global Internet
related to security and resilience. Our second task includes infrastructure for data management:
data curation and documentation; and techniques for efficient data sharing, discovery, use, and
dissemination. Our third task is to deploy proven analytics infrastructure and demonstrate its
capabilities with case studies that yield strategic security-relevant global data sets. Our fourth
task is to integrate the research infrastructure with national Al resources, to maximize the impact
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of the infrastructure and the resulting data. The fifth task is to scale community and researcher
engagement with the infrastructure, including STEM work force development activities that train
students how to use the infrastructure and its data products.

We are nearing completion of an in-depth Design Phase, focused on measurement and data
needs to navigate security vulnerabilities in the Internet’s packet carriage layer, specifically IP ad-
dressing, routing, DNS and certificate authority systems. These systems are foundational, require
collective action to secure, and suffer from misaligned incentives to do so. In this Phase we de-
signed several new data collection systems, which we codify in a specification document that will
be a deliverable of the Design Phase. However, implementing all of the measurement infrastruc-
ture that we designed would require more resources than is available in the MSRI R1 (or even
the R2) program. Furthermore, after much deliberation with stakeholders across sectors and dis-
ciplines, we recognize that data relevant to these vulnerabilities are inconsistently collected, and
inconsistently available to independent researchers. While much data is collected, in many cases
we lack the information necessary to support action toward improved Internet security. The wider
variety of needed data types that we identified in the Design Phase [10], and the diverse and of-
ten unstable sources of data collection and curation, made clear to us that enabling availability of
much of the data that would support translational security research will require an organization
with stable funding at significant scale, such as an FFRDC. We have substantial thoughts on this
direction that are beyond the scope of this proposal.

Thus, in consultation with research, industry, and government stakeholders, we distilled our
Proposed Implementation to the types of data that can be collected by direct measurement of the
Internet, while still providing critically needed data to stakeholders. Our most advanced achieve-
ment in the Design Phase was our prototype implementation of a Python-based integrated active
measurement programming environment that exposes both a set of distributed vantage point (VPs),
and a set of useful measurement primitives from which to build sophisticated measurement tools.

The key benefits of this design to researchers are that (1) the environment can provide reference
implementations of measurement primitives that are difficult to implement correctly, making the
environment useful especially for novice programmers, (2) the environment allows researchers to
focus on the logic that ties a series of measurements together in an experiment, and (3) the logic is
close to the VP, reducing experiment latency.

The key benefit to a site host is that the environment makes it difficult for a researcher to cause
harm, intentionally or not, as researchers are restricted to the available measurements. The envi-
ronment allows the platform operator to describe to the hosting site how researchers can use their
VPs. However, researchers must rely on the environment maintainers and platform operators to
expose useful measurement primitives and to keep the environment current with modern systems
and evolving Internet protocols. These requirements make the Mid-Scale Research Infrastructure
the ideal program to support our Implementation.

Through the Design Phase, we codified deep international partnerships with researchers in
Europe and Japan who share our vision of large-scale Internet measurement infrastructure with
resulting data being widely shared to enable scientific research. Our international partners (U.
Twente in the Netherlands and Internet Initiative Japan (IIJ)) have complementary expertise and
are supporting synergistic infrastructure projects, funded by their own institutions or national
funding agencies. Our Project Execution Plan Outline (Supplementary Document) provides de-
tails of the roles and responsibilities of our international partners, along with details of our project
management strategy. We also have international research infrastructure partners participating in
measurement vantage point deployment.



2 Intellectual merit

The scientific justification of our Rl is the need to enable a new generation of critical infrastructure to
support security, stability, and resilience research. As a country we have spent over 30 years with
no dedicated research infrastructure to support long-term scientific research on the Internet. Past
efforts to study Internet infrastructure vulnerabilities have relied on fragmentary measurement
with limited funding, and no ability plan for stable collection, curation, and analysis [11, 12]. In-
dividual researchers devise clever ways to gather data, and with luck find and publish important
results describing a moment in time. But individual researchers cannot sustain measurement for
decades, or usually even beyond the life of a (typically 2-3 year) grant. This project will provide
a vetted and validated infrastructure that supports collection, curation, archiving, and expanded
sharing of data needed to advance critical scientific research on the Internet infrastructure.

2.1 Established community need

Although the field of Internet measurement has expanded for three decades, the availability of
measurement infrastructure to support research is scant. Without a source of dedicated funding,
Internet measurement infrastructures typically do not survive beyond a grant cycle or two [13, 14,
15, 16, 17]. The PlanetLab platform for deploying and testing distributed network services [18]
was used by the measurement community for over a decade, despite its policy restrictions against
probing the Internet, but shut down in 2020. Subsequent attempts to sustain flexible extensible
measurement infrastructures have not gained significant traction [19, 20, 21].

Although not focused on research use of its data, RIPE Atlas is the largest deployed opera-
tional active measurement infrastructure available to researchers, with 13K+ vantage points (VPs)
as of June 2025 (§3). RIPE (Europe’s Regional IP address Registry (RIR)) achieved this scale in part
because they heavily restricted the types of measurements conducted on the VPs to mitigate risk
to VP hosting sites. The deployment model makes it challenging to deploy reactive or Internet-
scale measurements, as it “generally takes a few minutes to get the result of a measurement” [22].
The primary mission of RIPE Atlas is diagnosis and troubleshooting to support its operator com-
munity, not scientific research.

After three decades with no mid-scale research infrastructure dedicated to scientific research
on the Internet itself, many U.S. government and research community reports have advocated for
U.S. government investment into longitudinal measurement infrastructure:

1. NITRD's 2019 Federal Cybersecurity R&D Strategic Plan [3] emphasized the importance of
evidence-based evaluations and measurements in cybersecurity research, and recommended
that the Federal Government prioritize basic and long-term cybersecurity research, includ-
ing the development of sound scientific foundations and formal, reproducible, and quantifi-
able methods for assessing the efficacy of cybersecurity solutions.

2. NITRD’s 2022 workshop report on federally supported data repositories [23] and subse-
quent update to the national strategic plan on Big Data R&D [24] repeatedly emphasized
building trustworthy data ecosystems that ensure integrity, security, and ethical use of sci-
entific data, especially their critical role in AI/ML and other data-intensive research.

3. In 2021, amid continued concerns on the validity of data on Internet broadband availability
in the wake of the pandemic, an NSF-funded workshop recommended that “NSF or NTIA
should fund data hosting infrastructure that makes broadband-related data sets available
for queries at scale” [25]. The same year the National Academy revisited its report on prin-
ciples and practices for federal statistical agencies [26]. The Internet remains the only critical
infrastructure with no federal agency dedigated to its resilience and accountability.



4. Concerns over slow progress on implementation of Internet routing security practices led
the U.S. Federal Communications Commission (FCC) to issue a February 2022 Notice of
Inquiry into potential regulatory interventions that could reduce the severity of the routing
security threat to U.S. networks [4]. Virtually all public comments, including those from in-
dustry, agreed that the U.S. government should invest more in capabilities to scientifically
measure and analyze the global routing system [27]. Subsequently, in 2024, the U.S. White
House (National Cyber Director) articulated a clear need for Internet routing-focused mea-
surement and monitoring infrastructure to facilitate global Internet security [6, 7].!

5. For 12 years, CAIDA’s Active Internet Measurement Systems (AIMS) workshops [28] have
brought researchers, operators, and government stakeholders together to discuss existing
Internet measurement system challenges. A perennial topic at these workshops has been the
challenge of supporting longitudinal data [29, 30, 31, 32, 33, 34, 35, 36, 37, 38, 39].

6. For 11 years, CAIDA’s Workshop on Internet Economics (WIE) workshops [40] have hosted
discussions of how to overcome data access barriers for economic and policy researchers
seeking to study the Internet [41, 42, 43, 44, 45, 46, 47, 48, 49, 50, 51].

7. In 2021, the NSF-sponsored two Workshop on Overcoming Barriers to Internet Research
(WOMBIR) workshops [52]. Participants heavily emphasized the need for dedicated infras-
tructure to support longitudinal studies of the Internet. This workshop led NSF to launch a
new program to fund Internet Measurement Research [53].

8. In 2023, the NSF-sponsored Workshop on Emerging Research Opportunities at the Inter-
section of Statistics and Internet Measurement concluded: “While there are groups that
collect, archive and make data available to the community (e.g., CAIDA), there is a broader
need to identify and support longitudinal data collection, archival and distribution. We rec-
ommend working toward community consensus around what longitudinal datasets should
be valuable to the community and funding/institutional methods to sustain support for col-
lection, archival and distribution of those datasets. [54].” Our Design Project held quarterly
meetings and annual workshops to develop such community consensus on which measure-
ment capabilities and data sets to prioritize in the proposed project [55].

9. The Department of Defense has consistently funded research programs aimed at enhancing
its ability to securely operate over commercial Internet infrastructure [56, 57], yet it lacks a
dedicated program to support the foundational infrastructure necessary for scientific data
collection and comprehensive topology analytics that underpin this mission.

2.2 Research community benefits

Our project targets NSF’s articulated research infrastructure goals [8], namely: to improve the
process of accessing, integrating and transforming data to knowledge and discovery; to enable
new usage modes to address multi-disciplinary and cross-domain scientific objectives; to address
emerging scientific data challenges such as real-time, streaming data, data discovery and deliv-
ery, data fusion, integration and interoperability; and enhancing data accessibility and utility. By
integrating advanced computational resources, our infrastructure will support Al-enabled Inter-
net measurement experiments and data analysis. Implementing our proposed infrastructure will
enable data-intensive methods for assessing security, stability, and resilience properties of net-
work infrastructure, accelerating the translational scientific and engineering advances needed to

!“Research-funding agencies (e.g., NSF) should continue to fund development of Internet routing-focused measurement, mon-
itoring, and alerting technology to facilitate U.S. and global Internet routing security deployment efforts. Funding should support
government entities, academic institutions, and independent subject matter experts equipped to measure progress, develop solu-
tions, and...address the next generation of threats and solutions.” [7]
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navigate other current and future Internet-related harms [58].

The resulting data will benefit Internet SSR research in the areas of: security vulnerabilities,
including detection and mitigation of BGP and DNS hijacking, as well as fingerprinting malicious
IP addresses; discovering and modeling Internet interconnection structure, including mapping
and finding choke points in router-level topology, submarine links, cellular, and satellite links;
performance and stability dynamics including fault diagnosis, and estimating the effect of damage
to specific links or segments; classification of network and path properties; traffic sovereignty and
infrastructure geolocation; and validation of new measurement methodologies (§6).

Beyond the security threats that are our primary science drivers, the data will contribute to
a broad range of disciplines that now depend on data about the Internet, including network sci-
ence, socioeconomic studies, international relations, and political science. These topics include
questions of how network resilience and broadband service quality varies across the globe, and
how traffic to important services is routed across national boundaries.

3 Operational context for proposed research infrastructure

Active Internet measurement is not a zero-risk activity, and access to Internet measurement van-
tage points typically requires navigating trust relationships among actors involved in deploying,
operating, and using the infrastructure. Operators of vantage points (VPs) must balance VP capa-
bility against who gets access: the more capable a vantage point, the riskier it is to allow access.
The hosting site incurs risk in hosting a VP, and has to trust that the platform operator will use the
VP in ways that do not harm the hosting network. The platform operator incurs significant risk
when they allow researcher access to the platform. These trust requirements inhibit deployment
of active measurement infrastructure, impeding progress in the field of Internet measurement.
Figure 1 illustrates a spectrum of ac-

cess models for active measurement in- Least Restrictive Examples
frastructure, ordered from least to most 4. Shell access to VPs Planetlab
restrictive. The least restrictive solutions * Run code in containers on the VPs EdgeNet

» Run code to construct packet sequences in Scriptroute
sandbox on the VP
* VPN access to send packets from VPs, logic  PacketLab

grant researcher access directly to the VP,
either bare-metal, or within a container.

The platform operator can restrict access off-VP
with process and capability limits, but + An integrated active measurement programming
has little other control over what the re- environment, logic on-VP, or in infrastructure
. g » API to use measurement primitives, logic Atlas, Ark
searcher does, and thus assumes signifi- elsewhere
cant risk. A step removed from this ap- y. use provided data Atlas, Ark

proach is VPN-like access, where the VP Most Restrictive
acts as a simple packet forwarder, allow-
ing a researcher to use the vantage point
without providing shell access. These
solutions allow researchers to craft spe-
cific packet sequences that allow inference
based on how the receiver reacts. More re-
strictive solutions do not allow access to the VPs, or do not allow researchers to construct their own
packet sequences. The most restrictive solutions provide raw data, which relies on the platform
operator knowing the needs of the measurement community a priori, or provide access to a re-
stricted set of tests via an API. The utility of the platform hinges on the usefulness of the data, the
provided tests, and responsiveness of the API.

Figure 1: Spectrum of active measurement infrastructures.
We propose, implement, and deploy an integrated active
measurement programming environment for executing de-
fined measurement primitives on-VP or in infrastructure.
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Several early (now defunct) active measurement platforms such as Skitter [59], Surveyor [13],
AMP [14], NIMI [15, 16], and DIMES [17] provided (primarily simple traceroute topology) data
for use by the research community. We do not discuss M-Lab because it provides server-side (not
client-side) facilities for client-server active measurements [20].

PlanetLab: In 2002, Peterson et al. began deploying PlanetLab, a platform for deploying and
managing distributed network services [18]. PlanetLab nodes were customized Linux-based hard-
ware systems to research and education organizations. The customizations included (1) virtual
slices isolated from other slices running on the same system, (2) the ability to use socket APIs that
typically required root privileges, and (3) management software. The measurement community
made extensive use of PlanetLab, although its policy did not permit Internet-wide measurements.
At its peak, PlanetLab had systems in ~700 organizations. PlanetLab shut down in 2020.

Scriptroute: Released in 2003, Scriptroute [60] provided (1) a set of distributed VPs, and (2)
a sandboxed scripting environment so that unvetted users could use them. Each Scriptroute in-
stance protected the VP hosting site by running user scripts in distinct sandboxes that limited the
resources and system capabilities available to each script.

Ark: In 2007, CAIDA began operating the Ark infrastructure to perform comprehensive global
topology mapping and to support third-party experiments. As of June 2025, and due to our Design
Phase (§4), this infrastructure consists of ~300 VPs in 39 countries and 198 ASes. The infrastructure
includes x86 rack-mount systems and Raspberry Pi devices, as well as virtual machines (VMs) and
containers. Ark has generated data used by at least 500 publications by non-CAIDA researchers
[61]. With effort, researchers could deploy vetted measurement software on the vantage point,
but deployment was cumbersome: a mix of operating systems, both vendors and vintages, and
a mix of CPU architectures. Software installation and maintenance has been primarily a manual
job, which makes it extremely challenging, motivating the current proposal.

RIPE Atlas: operated by RIPE NCC since 2010, Atlas is currently the largest deployed oper-
ational active measurement infrastructure available to researchers, with ~13K VPs in ~4K+ IPv4
(=2K IPv6) ASes as of June 2025, representing 5% of routed ASes [62]. Atlas has different types
of VPs. Most (8K) VPs are small single-board computers with limited CPU, storage, and mem-
ory. Atlas also has more-powerful anchors (=800), as well as software VPs (~4K) using the same
software as on the single-board computers. Factors in Atlas” success include: (1) the VPs were
cheap to produce, (2) RIPE restricts the types of measurements conducted on the VPs to mitigate
risk to volunteers, (3) these primitives provide useful building blocks, (4) volunteers are incen-
tivized to deploy VPs because they gain credits that enable them to conduct measurements from
other Atlas VPs, and (5) RIPE subsidizes Atlas through RIR fees. Atlas exposes simple measure-
ment primitives through their web-based API that allows users to conduct ping, traceroute, and
selected DNS and NTP queries. Users schedule measurements through the API, and fetch the
results when they become available. To accomplish a complex measurement, the user must parse
the raw data, and then issue new requests through the API. Deploying reactive measurements is
challenging, as it “generally takes a few minutes to get the result of a measurement” and most VPs
send 4-12 packets per second [22].

NLNOG RING Launched in 2010 by the Dutch Network Operators Group (NLNOG), the
RING is a measurement platform of ~700 VPs (as of 2025) hosted by participating network op-
erators across ~400 ASes, primarily in Europe but with global reach [63]. RING VPs are Linux
servers offering programmability (subject to resource limits and community guidelines), which
support a range of measurements including ping, traceroute, and DNS probing. The trust model
limits access to a smaller community; a user must be an operator at a participating AS, and its ca-
pabilities are bounded by the need to submit and propagate scripts across VPs, which can induce
timing variability and limit reproducibility.



4 Results of design phase

As described in §1, our Design Phase considered a broad set of security vulnerabilities and conse-
quential harms that arise in the underlying systems of the Internet: addressing, routing, DNS, and
transport layer security (TLS). We developed and evaluated new approaches to data collection and
analysis in these areas [64, 65, 66, 67, 68, 69,70, 71,72,73,74,75, 76], the results of which we codify
in a deliverable of the Design Phase. However, the wide range of data types that we identified
[10], and often unstable sources of data collection and curation, made clear that transitioning all
of these designs to sustained implementation phases would require resources beyond the scope
of the MSRI program.

Thus, as we transition to this Implementation Phase, we scaled down our aspirations, concen-
trating on data that can be collected by direct measurement of the Internet. In our Design Phase,
based on feedback from community stakeholders over the course of three years of workshops
and online meetings, we developed a solution that lies in the middle of the spectrum (Figure 1)
to optimize the tradeoff between capability and security. We designed and prototyped a Python-
based integrated programming environment that exposes both a set of distributed VPs, and a set
of useful measurement primitives from which to build sophisticated measurement tools. The en-
vironment makes it difficult for a researcher to cause harm, intentionally or not, as researchers are
restricted to the available measurements. We benefited from significant uptake from interested
researchers and partners who used and evaluated our prototype deployment.

During the Design Phase, the Ark measurement infrastructure expanded from ~60 vantage
points in early 2023 to an 301 active VPs by June 2025. The expansion included a mix of Raspberry
Pis, virtual machines, and containers across multiple continents. Our prototype VP management
system (§5.1.1) facilitated deployment of 103 containerized nodes, including multiple fleets: NRP
(56), Vultr (32), DREN (8), M-Lab (3), and a few one-off home deployments.

Another lesson of our Design Phase is that many researchers would prefer not to gather global
measurement themselves but rely on trustworthy raw data archives and derivative data sets.
Therefore, systems for indexing and searching data archives, and systems for processing and
curating data in ways that researchers have most requested or performed themselves for single
studies, are both integral to our RI. These infrastructure components will accelerate discovery and
scientific advances in our understanding of Internet infrastructure.

We developed a tutorial demonstrating how researchers can leverage our newly created Python
library [77], which provides programmatic access to the measurement capabilities of Ark VPs
[78, 79]. We published sample code that runs swiftly on the Ark platform, showcasing how exper-
imenters can easily integrate these capabilities into their workflow [80].

As the final and most significant evaluation component of this project, we organized a hackathon
at our February 2025 workshop where attendees worked directly with the measurement platform
and software libraries [81]. This hackathon featured six projects that leveraged the prototype RI
and the data it generates. Projects objectives included: measuring reachability of RPKI invalid
prefixes (that should be filtered); mapping cross-border content delivery of nationally popular
content; geolocation of anycast instances; new techniques for measurement of DNS infrastruc-
ture properties; and triggering active measurements based on a background signal, e.g., BGP
dynamics. The hackathon outcomes, including several submitted papers and open source code
repositories, reinforced our confidence in our direction for the RI to support the scientific research
community. We describe these and other use cases in §6.



5 Implementation project agenda

We structure our project in five tasks (Figure 2): deploying a new global measurement platform;
deploying data management and accessibility infrastructure; deploy analytics infrastructure that
demonstrate the infrastructure’s capabilities; integration of the resulting data with national Al
resources; and scaling community engagement with the infrastructure.

The global measurement platform
will consist of a network of hardware
and software-based measurement van- | 1. MEASUREMENT | 3. SECURITY ANALYTICS
tage points, connected to the Internet | Distributed measurementdata | Security Analytics Platforms

collection infrastructure
from heterogeneous networks and geo-

graphic regions, designed to systemati- ~_ —
cally collect active measurement data to | 5, HaTA MANAGEMENT

AV avs

4. Al RESOURCES

transform our ability to infer security, sta- | Infrastructure for Data Manage- .
.. . ) . bilit Al Resources for Security
bility, and resilience properties of network | ment, Discovery, Usability Data Analytics

infrastructure. Essential to our infrastruc-
ture is an integrated active measurement ~— ~—
programming environment (§3) that per- 5. COMMUNITY ENGAGEMENT
forms two crucial functions: (1) allows a ONBRIDGE: Outreach and community support
platform operator to specify the measure-
ments that a user can run, and therefore to Figure 2: Five tasks in GLIMPSE project.
communicate to the host what their van-

tage point will do, and (2) provides users with reference implementations of complex measure-
ment functions that act as building blocks to more sophisticated measurements.

There are four design goals for this development environment: (1) easy to use, (2) performant,
(3) site-host transparent, and (4) interoperable and extensible.

Easy to Use: We will provide Python interfaces to measurement capabilities present on a col-
lection of remote vantage points. The environment executes the measurements on the VPs, and
provides the results as objects. Python is extensively used in the measurement community, both
in academia and industry, with a large set of modules available for users to re-use.

Performant: To minimize delay between measurement and result, thus enabling complex
measurements, our environment will have an event-driven API, where results return to the re-
searcher’s code as they arrive. We will provide centralized access to the VP controller interface,
where code runs as close as possible to the VP controller to minimize delay.

Site-host transparent: The environment will allow platform operators to accurately describe
the types of measurements the VPs will do. Our environment will have measurement primitives
that let us precisely describe the type of traffic that the site host should expect to see, and commu-
nicate risks around each of the available measurement primitives.

Interoperable and Extensible. We will use the open-source software scamper [82] to provide
measurement capabilities on VPs, and to schedule and receive measurements on VPs. Scamper
has been maintained, improved, and extended for more than 20 years, runs on many different
operating systems and architectures, including mobile phones, has few (all optional) external de-
pendencies, can run inside containers, and is available in packaged form. Crucially, scamper is
extensible, and provides interfaces to add measurement primitives to those already present.

To incentivize deployment, we will design measurements to provide valuable information
back to the hosting AS. Collection at this scale and density will allow us, and the hosting sites
themselves, to detect operational anomalies and security threats.
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Figure 3: GLIMPSE architecture: VPs connect to a central controller. Scripts access primitives on VPs
using an integrated active measurement development environment deployed on, or next to, the controller.
The platform is designed to be responsive, interoperable, extensible, and easy to use.

5.1 Task 1: Construction of global measurement infrastructure
5.1.1 Distributed measurement data collection infrastructure

This task will consist of constructing a globally distributed network of active measurement van-
tage points, designed to collect Internet security-related data: DNS and application layer vul-
nerabilities, topological structure and bottlenecks (single points of failure) including mapping to
router and Layer 2 infrastructure, etc. The platform will support heterogeneous deployment con-
tigurations, including hardware, virtualized software, and mobile vantage points, enabling broad
participation from research and education (R&E) networks, IXPs, cloud services, and individual
researchers. It will provide comprehensive, continuous data collection at scale, supporting near-
real-time insights into vulnerabilities in global Internet infrastructure and facilitating experimental
deployments by vetted researchers.

We will integrate 300 existing Ark VPs from Ark into GLIMPSE, Additionally, we will acquire,
configure, and deploy 200 new VPs per year in strategically significant locations. Although we
propose to deploy O(1000) VPs in this phase, our platform is designed to support significantly
higher VP capacity, allowing (and we intend) for scalable expansion well beyond this initial de-
ployment. In later years of the Implementation Phase we will expand VP deployment to commer-
cial cloud and mobile vantage points. Each vantage point will operate an instance of Scamper, our
measurement software library. Scamper contains implementations of measurement primitives:
traceroute and ping for simple IP topology and delay measurements, DNS lookups for resolving
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names, HTTP(S) to interact with web servers, UDP probes to interact with query-response services
such as NTP and SNMP, alias resolution methods for identifying which IP addresses belong to the
same router, TBIT [83] to infer properties of a remote TCP stack, and packet capture to selectively
record specific packets. We elaborate on this component in §5.2.1.

In parallel, we will develop a robust measurement software pipeline to support comprehensive
data collection across vantage points. This includes building new measurement primitives, imple-
menting centralized control interfaces for both researcher-driven and ongoing measurements, as
well as coordinating the transfer and storage of results. We will expand the capabilities of the
platform to incorporate new measurements in response to evolving researcher needs.

We will create a front-end portal and back-end database to manage the full lifecycle of each
VP, including recording and managing VP metadata such as location, technical and administra-
tive contacts, hosting network, and custom parameters. The portal will allow hosts to configure
VPs they host, and select measurements they are willing to support. The back-end will include
a Postgres database and Python library to manage database access across subsystems. This com-
ponent will automate the creation of Debian packages to streamline on-VP software management
and ensure consistent deployment and updates across all field vantage points.

Certificate Management. We will deploy a new certificate authority (CA) to support authenti-
cation of Ark VPs. Our implementation will streamline configuration of the SSH proxy service we
use to access remote VPs. Trusting this certificate authority removes the need to install public keys
from each VP on the SSH proxy server. This approach improves security by restricting the proxy
user to establishing a port-forward, with no ability to log in or run remote processes, regardless of
how the server is configured. We will automate all certificate renewal on servers and probes, and
automate their initial issuance on container-based VPs with known IP addresses.

Permissioning System. We will develop a system to allow measurements in accordance with
hosting site preferences to give the owner of the vantage point sufficient control over what we do
with it to prevent its use for experiments outside their comfort zone. The system will connect to the
VP management system described earlier to record each hosting site’s measurement preferences.
The VP database will store the list of allowed measurement primitives, and generate metadata
for the controller and VPs to limit the measurements to those allowed. This robust enforcement
mechanism will ensure that these preferences are adhered to across all field deployments.

Statistics dashboard for VP hosts. To incentivize deployment of VPs and facilitate their use,
we will develop a statistics dashboard, providing insights and aggregated metrics to VP hosts.
The dashboard will display statistics on measurement time ranges, reachable IP addresses and
networks, RTT and path length distributions, and other performance metrics.

Expansion to commercial partners, clouds, IXPs, and cellular (Contingency). Our infrastruc-
ture will incorporate use of commercial cloud vantage points when it provides sufficient coverage
and is cost-effective, e.g., for geolocation measurements, which are low bandwidth (thus low-
cost), and provide additional diversity of vantage points where necessary. To manage cost, we can
provision these VPs dynamically as needed for specific experiments to manage expenses.

Figure 3 illustrates our architecture; peer-reviewed details of the major components are in [84].

5.2 Task 2: Infrastructure to support data management, access, analysis, discovery

Broadening the community that can effectively use the research infrastructure requires reducing
the learning curve for researchers, especially students and early career academics. Task 2 thus
focuses on making the RI and datasets it gathers accessible and easy to use. This component
will handle ingestion, processing, and curation of collected data, ensuring secure and ethical data

10



Coordination Classes Primitives Result Classes

ScamperCtrl coordinate measurements across VPs do_ping() ScamperPing
add_*() add VPs do_trace() ScamperTrace
do_*() execute measurement (ping, http, dns, etc)
instances() list of connected VPs do_dns() Scampertost
responses() return data for all outstanding tasks do_http() ScamperHttp
poll() return first item of data do_udpprobe() ScamperUdpprobe

Scamperlnst represent and store properties of VP do_tra.celb() ScamperTr E.I.Cdb
done() signal no more measurements to come do_sniff() ScamperSniff

do_tbit() ScamperTbit

ScamperTask an in—progress measurement do_ally() ScamperDealias
halt() cancel in—progress measurement do_mercator() ScamperDealias

ScamperInstError a Python exception reporting error from VP | do_prefixscan() ScamperDealias
inst which Scamperlnst reported the error do_radargun() ScamperDealias

ScamperFile a file containing measurement data do_midarest() ~ScamperDealias
do_midardisc() ScamperDealias

read() write()  read and write measurement data

Figure 4: VP coordination classes (left), primitives (middle), and result classes (right) in our inte-
grated active measurement development environment. (Details in [84]).

handling while maintaining data integrity. It includes APIs, metadata tagging, indexing, and data
discovery tools, as well as leveraging complementary data sets that facilitate data interpretation.

5.2.1 Active measurement programming environment

In the Design Phase, we designed and prototyped a Python module to allow us to provide na-
tive Pythonic interfaces for scamper’s active measurement capabilities. Our module exposes two
broad collections of classes. The first collection consists of interfaces for interacting with VPs. The
second collection consists of interfaces for interacting with measurement results, which normalize
the methods and attributes across different measurement types. (Details in [84]).

With valuable feedback from our Design Phase, we will extend and thoroughly document this
user-friendly, Python-based programmatic environment to enable researchers to access and effec-
tively use the measurement capabilities of the VPs. We will (continue to) design this environment
for ease of use and will extend it based on researcher input and evolving needs. It will include
reference implementations of active measurement primitives that we will deploy on VPs around
the world (Task 1). It will include capabilities to schedule, interpret, and store measurements.
Additionally, we will integrate this programmatic environment with Jupyter Notebooks (Task 5),
providing researchers with a seamless and interactive interface for analysis and experimentation.

5.2.2 Internet measurement query system

In the first two years, we will operationalize a query system designed to search and analyze ex-
tensive measurement logs and results via Elasticsearch. We consider this system essential to the
RI, a strategic response to regular queries from Ark hosts that contact us when their VP performs
a measurement to an address that is incidentally on a threat intelligence feed, and their internal
monitoring systems flag the VP as possibly compromised. Investigating such activity and com-
municating with the VP host that the measurement was benign is sufficiently time-consuming
that it is a scale-limiting factor. This query system will provide transparency to hosts and enable
them to answer their own questions about what ther vantage point is doing. Beyond this opera-
tional use, we plan for this system to enable more efficient and insightful exploration of network
measurement data to support and inform a wide range of network research questions.
11
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5.2.3 Resource access management

Security-related data about critical infrastructure can be sensitive, and CAIDA has spent decades
applying and evolving disclosure control technologies and policies for the data that we collect and
steward. For the proposed RI, we will develop a secure and efficient Data Resource Access Man-
agement (RAM) Portal to enable authorized users to access data resources, including databases,
flat files, and APIs, through a centralized, user-friendly interface. This portal will incorporate
role-based access control (RBAC) for precise permission management, robust audit logging for
accountability, and seamless integration with existing authentication and authorization systems
to ensure security and compliance.

We have designed a system with three main components (Figure 5): Keycloak, a feature-rich
open source Identity and access management platform; an OpenlD-capable reverse web proxy
that offloads authorization and authentication from each supported application; and the Resource
Access Management (RAM) service, which provides a user-friendly web interface for users to
request access to resources and for admins to vet users and grant access. Keycloak supports inte-
gration with other identity providers (e.g., CILogon), so we can leverage existing user databases
and allow users to authenticate via external providers. Keycloak also supports OpenID Connect
(OIDC), OAuth 2.0, SAML 2.0, modern industry-standard protocols that could support future in-
teroperability with other cyberinfrastructure or data systems.

Upon visiting the Resource Portal, the user will be required to login to Keycloak. In addition
to the standard information required by Keycloak (name, email), our Keycloak is configured to
require information about the user’s organization. Users can also browse available resources in
RAM and request any of them. The RAM request form will ask the user for information about
their intended use of the infrastructure or data, and require the user agree to an Acceptable Use
Agreement (AUA). Their responses allow us to ensure that they are requesting the most appro-
priate data for their intended use. (In our experience researchers sometimes do not request the
appropriate CAIDA data set for their stated resie%rch question, so we redirect them.) This frame-



work also allows us to track usage of data, which provides valuable feedback to guide future
measurement campaigns.

5.3 Task 3: Internet security analytics platform and case studies

This component focuses on assessing the value of the research infrastructure by developing and
analyzing strategic datasets that reveal vulnerabilities, risks, and security challenges across the
global Internet. These datasets will support scientific use cases aimed at evaluating the national
security posture of critical infrastructure systems, providing crucial insights for strengthening re-
silience and addressing emerging threats [85, 86, 87, 88, 89, 90].

5.3.1 Vulnerability that allows spoofed DoS attacks

In 2015 a group of network operators defined a set of operational practices that can prevent sev-
eral types of addressing and routing abuse [91]. This Mutually Agreed Norms for Routing Secu-
rity (MANRS) initiative? depends on (unfunded) infrastructure from CAIDA to verify compliance
with the requirement that operators do source address validation (SAV). Persistent lack of source ad-
dress validation represents one of many failures of market forces to incentivize best security prac-
tices in the Internet ecosystem [92, 93].3 In 2018 Luckie et al. found that that MANRS participants
were no more likely to properly deploy SAV than others [94]. CAIDA’s Spoofer measurements
have generated many scientific publications [95, 96, 97, 98, 99, 100, 101]. But perhaps most notable
is that this project exemplifies translational security research — technical knowledge converted to
measurable improvements in infrastructure security. A common use of this tool has been to help
operators diagnose their SAV configurations, a function the private sector has had no incentive to
provide.

This infrastructure is operating on aged hardware and has several software components in
need of update. We will transition the server software to an OpenStack instance in CAIDA in-
frastructure, and will create a packaging software framework so that we can easily deploy a new
instance of the infrastructure in case of hardware failure. Upgrades to this infrastructure will al-
low us to continue to publish our spoofing data set, which will help analyze and track IP spoofing
attacks, techniques, and related vulnerabilities within network traffic. This dataset serves as a tool
for detecting, mitigating, and preventing IP spoofing, which is a common vector of cyberattacks
like DDoS, man-in-the-middle attacks, and other malicious activities.

5.3.2 Macroscopic Internet topology analytics pipeline

We will develop a scalable infrastructure to automate the construction of one of our most powerful
and scientifically generative datasets [102, 103, 104, 105, 106, 107, 108, 109, 110, 111, 112, 113, 114,
115]: the Macroscopic Internet Topology Data Kit (ITDK). This data kit captures critical informa-
tion about the global structure of the Internet, including network connections, router ownership,
geolocation, router vendors, and other macro-level metrics that facilitate study of interconnection
and infrastructure resilience. But current infrastructure constraints limit the coverage, depth, and

>The Mutually Agreed Norms for Routing Security (MANRS) [91] initiative includes four practices: (1) Prevent propaga-
tion of illegitimate routes from customers or one’s own network; (2) Maintain correct contact information for addresses
in public databases. (3) Document intended routing policy in public routing registry. (4) Prevent traffic with spoofed
source IP address from leaving one’s network.

*Incentive misalignment of this practice represents a classic negative externality in the Internet infrastructure mar-
ket: networks that allow spoofing save on their own operational costs, while imposing costs on others (in the form of
attacks and attack risk). 13
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Figure 6: Flow of requests from users through Pathfinder, a proposed system to produce unified and detailed
annotations that support advanced research and analysis of Internet routing behavior.

accuracy of the ITDK annotations. We will expand coverage of the data kit, and enrich it with
security, stability, and resilience (SSR)-related annotations, such as performance indicators, and
physical facilities through which paths transit. We will create a user-friendly interface to inter-
act with the data, based on the prototype interface we created during the Design Phase to serve
our Internet data science course [116]. Fully implementing our prototype system for automati-
cally building the ITDK, historically an intensive manual task, will enable us to create quarterly
updates of this dataset by Year 3.

5.3.3 Path security threat evaluation platform

We will develop a comprehensive real-time capability to perform detailed Internet path analytics,
providing inferences that annotate network routes from source to destination. This dataset will
include per-hop geolocation, ownership details such as Autonomous System (AS) ownership, and
annotations of router manufacturer information where applicable. We will also create a platform
to enable users to execute, search, and annotate traceroutes, offering enriched metadata such as
inferred organization, country, and router vendor for observed IPs. By integrating data from ge-
olocation services, WHOIS records, BGP paths, and active measurements conducted by widely
distributed Ark vantage points, this component will produce unified and detailed annotations
that support advanced research and analysis of Internet routing behavior.

5.4 Task 4: Artificial Intelligence (Al) solutions

This task will focus on development and establishment of resources to facilitate Al-based research
using the GLIMPSE RI and the gathered data. Specifically, we will use SDSC’s Expanse, Voyager,
and NRP HPC resources to build and tune Al tools and implement Al-driven solutions to ensure
the data’s impact is maximized for Al advancements.
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5.4.1 Open-source LLM deployment

We will deploy a state-of-the-art open-source large language model (LLM) to support develop-
ment of the Al tools. We will deploy the model on GPUs dedicated to this project, and integrate
it into SDSC’s Nautilus platform, which is part of the National Research Platform (NRP). We will
implement access to the LLM via an API and a chat Ul To optimize system performance, we will
develop a monitoring environment to track usage and load.

We will also have access to LLMs deployed on NRP. Some of these models were set up as part
of a separate effort initiated by members of our team to provide LLM capabilities for SDSC. We
will use these open-weights models, which currently include LLama-3.3-70B, Llama3.2-90B, and
Gemma-3-27B, for evaluating different models to determine those best suited for the RI uses [117].
For tasks requiring model parameter updates, we will use Al-optimized accelerators on Voyager
and GPUs on Expanse. Voyager and Expanse are both HPC resources hosted at SDSC with some
nodes dedicated as NAIRR Pilot resources (See Facilities supplementary document).

5.4.2 Al-enabled metadata mapping and validation

A key challenge in Internet infrastructure security research is creating meta-data that allows re-
searchers and operational analysts to map millions of measurements to security-relevant prop-
erties such as network ownership, geographic location, interconnection (economic) relationships,
business type, and hardware vendors (some of which the U.S. government does not trust.). Tra-
ditional methods of metadata extraction cannot address the challenges posed by myriad external
natural language sources (such as company websites) relevant to Internet infrastructure security.

We will discover, aggregate, and preprocess structured datasets (e.g., WHOIS, geolocation)
and natural language sources (e.g., websites, public reports) to create a data repository of meta-
data of unprecedented accuracy, coverage, and Al-readiness of our most popular metadata data
sets. Challenges include how to best represent data for various AI/ML use cases, how to correct
for noise, managing correlations across data sources [23]. We will use a state-of-the-art open-
source LLM (Task 1.4.1) to extract and infer metadata from natural language sources, aligning
outputs with existing structured datasets to improve inference of security-relevant infrastructure
properties, such as which ASes are owned by the same organization (Figure 7). We will implement
prompt engineering, retrieval-augmented generation (RAG), prompt tuning, and/or fine-tuning
for this task.

5.4.3 Al-enabled use of research infrastructure

To facilitate utilization of the research infrastructure, we will develop an agentic Al framework
with conversational Al capabilities. With this framework, users will be able to easily access data
and make optimal use of the RI through simple, natural language queries. The Al agent will
autonomously locate, retrieve, and integrate relevant data based on task-specific goals to deliver
responses to user queries.

For example, rather than having to know the technical details of Scamper or the RI, a researcher
could pose queries such as: “How do I find which authoritative nameserver that a client in a
network or country would use for a given zone?” or “How do I find determine which clients are
served web content from a Cloudflare cache?” or “How do I find which anycast instances share
the same last hops in traceroute paths?” The Al agent will determine which measurements are
relevant, write and execute code to generate those measurements (including optimizing efficiency
and performance) based on requirements and evolving documentation of the underlying Scamper
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Figure 7: Visual representation of a knowledge graph combining structured data (left) and natural language
sources (right). We will train an Al model to extract and use such a knowledge graph to improve inference
of Internet infrastructure properties, such as the fact that two ASes (ASN 209 and 3356, center of figure)
are owned by the same organization. Researchers have previously relied on heuristic based analysis of
structured (but often incomplete and out-of-data) data sources. LLM extraction of the above knowledge
graph, including the associated merger, would dramatically improve data accuracy.

libraries, adaptively modify measurements as needed in response to unexpected behavior, and
return results to the user with relevant explanation and references for user validation.

This agentic Al system will consist of the LLM from Task 1.4.1 for language understanding,
planning, and reasoning; a knowledge graph to provide factual information about RI components
(Figure 7) and tool use capability to leverage external tools. The resulting Al agent will serve as
an intelligent assistant to ensure users can use the RI easily and efficiently. This assistance will
include not only writing measurement code, but also with understanding definitions of terms,
how things are related in the research infrastructure, how to extract data if Scamper cannot be
used, and performing web searches to obtain information outside of the RI. This approach reduces
barriers for access and facilitates intuitive and effective utilization of the RI

5.5 Task 5: Community engagement and work force training

We will implement a comprehensive program of community engagement to maximize the im-
pact and adoption of the Research Infrastructure. This program will include legal documentation
to manage expectations of hosting sites and researchers, as well as extensive documentation to
demonstrate the evolving infrastructure’s value and to guide users on how to use the RI effec-
tively. This task will also involve active engagement with researchers, industry stakeholders, and
operational analysts to raise awareness of the RI’s capabilities and benefits.

5.5.1 Modules to support work force training

The proposed RI will include resources for community engagement/training, cybersecurity cur-
riculum development, and work force training. The training modules will cover VP deployment
tutorials, Internet measurement data analysis and interpretation, and integration with other data
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sets and capabilities of other infrastructure. These modules will support integration with curricu-
lum across STEM and cybersecurity programs, including for high schools. Our goal is to scale
expertise in the U.S. cybersecurity work force, equipping students and researchers with skills
to analyze Internet measurement data responsibly, contributing to a sustainable knowledge base
within the community. We will integrate data products into the next version of PI Claffy’s Internet
Data Science for Cybersecurity course, developed during the Design Phase of this project.

5.5.2 Community-driven RI evaluation and feedback

Our workshops and hackathon during the Design Phase provided opportunities for researchers
to experiment with our prototypes as we deployed them, and provided valuable feedback that we
integrated into our Design and Prototyping activities. As with most software development infras-
tructure projects, continual feedback is critical to optimizing investment of resources. We structure
this task to maximize this feedback, and we will leverage funding from other sources to increase
opportunities for scientific and translational research on the RI as we build it. In particular, we
will host annual workshops to facilitate scientific engagement, gain feedback on the RI implemen-
tation, sharing of lessons learned, and discuss potential improvements and re-prioritization of
tasking. We will also use these engagements as opportunities to showcase use cases and promote
uptake of use cases in the national interest, including as capstone projects for data science and
engineering courses.

6 Demonstration of use cases for infrastructure

We review previous and ongoing use cases for the infrastructure in the areas of security, stability,
resilience (SSR), and threat assessment of Internet infrastructure, and validation of new measure-
ment methods and architectures. We also highlight how the RI can explicitly support reproducibil-
ity, a persistent challenge in the field of Internet measurement.

6.1 Security, resilience, and threat assessments

In the last year of the Design Phase, researchers used the prototype RI to analyze: performance
and resilience of global anycast critical infrastructure [118], and the uptake of routing security
best practices [119] (see Georgia Tech LOC). One of our hackathon projects focused on triggering
active measurements in real-time based on a background signal, e.g., BGP dynamics or the Internet
Yellow Pages (see IIJ] LOC) [120], illustrating the value of leveraging other data sources to seed
measurements on the RI [81].

Identifying adversarial components of communication paths. Concern over the security
of defense-related Internet communications has led to U.S. government (NSF/DOD)-funded re-
search programs [121], and a proposal to pursue discovery of such SSR properties [122, 123, 124].
Our densely distributed global measurement RI will enable this emerging field of analytics to
provide situational awareness of threats along communications paths [122, 125],

Mapping cross-border content delivery of nationally popular content. Understanding where
content is served from has become important, due to rising concerns about traffic sovereignty,
cross-border dependencies, and geopolitical implications of content delivery infrastructure. To
investigate content locality, a UCSD PhD student measured paths from 70 Ark vantage points in
28 countries to the top-1000 popular websites for those countries. Analysis of the resulting data
confirmed the well-known dominance of U.S.-headquartered Content Delivery Networks (CDNSs),
but also revealed regional hosting patterns and il}ternational infrastructure dependencies [126].



6.2 New measurement methods and architectures

Equally important in the field of Internet science is the ability to test and evaluate new measure-
ment methods and architectures. We have already supported several such endeavors. We sup-
ported the PacketLab project (NSF CNS-1903612) to evaluate the feasibility and limitations of a
fundamentally new type of active measurement vantage point when operating infrastructure at
scale [127]. Columbia University (see LOC) has requested that Ark support its Reverse Traceroute
capability [128, 129] as its current use of Measurement Lab is in jeopardy due to Google scaling
back its support. More recently, we are are supporting researchers at Princeton and Johns Hopkins
(see JHU LOC) to deploy Scamper on Android devices, and Raspberry Pis with cellular modems
installed. Our goal is to contribute such nodes to the Ark infrastructure.

We collaborated with Internet2 to leverage our software infrastructure to develop a new mea-
surement method that combines BGP and active probing to infer relative route preference policies
of ASes. Internet2 used this method to examine routing policies of research and education (R&E)
network members. This work led to a new proposed project to develop a security-focused routing
observatory and operational support system designed to ensure that routing policies align with
the security and integrity goals of the U.S. science ecosystem [130].

In 2025, we have also developed and integrated new measurement capabilities in response
to researcher needs for large-scale DNS measurement experiments: specifically to study public
DNS resolvers and root DNS server performance and behavior (see BYU LOC). These efforts have
already led to new open source code repositories [131], as well as a top-tier conference publication
[132] (see U Twente LOC). To support rigorous systematic measurement of layer 2 (e.g., MPLS)
topology, we worked with Johns Hopkins to provide Donnett’s MPLS measurement capability
[133] in the new platform. This work allowed a recent (May 2025) characterization of MPLS use
across the global Internet [134]. Researchers interested in pursuing a global characterization of
QUIC servers implemented a QUIC measurement primitive in Scamper [135], which we are now
integrating into the main branch.

6.3 Reproducibility of measurements

Angst is increasing over the state of reproducibility in our field; one advantage of a stable mea-
surement infrastructure is its accommodation of reproducibility mindsets. Several groups have
used the prototype infrastructure to explicitly target reproducibility challenges. During the De-
sign Phase, we demonstrated the ability of the prototype RI to reproduce methods to fingerprint
router vendors and aliases [136, 137], and to perform MPLS tunnel detection [133] (previously
mentioned). Another team at our hackathon used the infrastructure to reproduce previous work
on the caching behavior of public DNS resolvers [138] (see LSU LOC). This method was originally
applied to infer the popularity of rare domains through queries to large public recursive resolvers
operated by Google, OpenDNS, Quad9, and Cloudflare. These experiments are difficult to sup-
port on existing measurement platforms, as they require distributed, coordinated probing facilities
that provide fine-grained control of measurements. More recently, a U.K. researcher requested to
use our prototype platform to reproduce her 2018 survey of common Maximum Transmission
Unit (MTU) values [139], needed by QUIC protocol implementers who seek to send the largest
possible packet sizes to increase throughput [140].
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Table 1: Deliverables Gantt chart

| year1 | year2 | year3 | year4

1 GLIMPSE (Claffy)
1.1 Distributed measurement data collection infrastructure Jones
1.1.1 Node Hardware procurement and deployment
1.1.2 Node Measurement Software Pipeline

1.1.3 Node Management Software (Backend)

1.1.4 Measurement Permissioning System

1.1.5 Ark Node Management System (Frontend)

1.1.6 Node statistics dashboard for Ark hosts

1.1.7 Global Expansion of VPs

1.1.8 Expand to commercial cloud nodes

1.1.9 Expansion: Mobile Nodes

1.2 Infrastructure for Data Management, Discovery, Usability
1.2.1 Active Measurement Programming Environment
1.2.2 Internet Measurement Query System

1.2.3 ASRank

1.2.4 AS Reachability Analytics

1.2.5 Resource Access Portal (RAM)

1.3 Security Analytics Platforms

1.3.1 Spoofing Vulnerability Detection Platform

1.3.2 Macroscopic Internet Topology Analytics Pipe
1.3.3 Path Threat Evaluation Platform

1.4 Al Resources for Security Data Analytics

1.4.1 Open-source LLM Deployment

1.4.2 Al-Enabled Metadata Mapping and Validation
1.4.3 Al-Enabled Use of Research Infrastructure

1.5 Outreach and Community Engagement

1.5.1 Ark Host Onboarding Dashboard

1.5.2 Legal Framework

1.5.3 Knowledge Base

1.5.4 Extended capabilities for infrastructure and

1.5.5 STEM modules to support cybersecurity and CI
1.5.6 Community-Driven RI Evaluation and Feedback
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