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Internet as emerging critical infrastructure: 
what needs to be measured?



recipe for disaster
(aka “you are here”)

•We now critically depend on the Internet for our 
professional, personal, and political lives.

•But what do we know about it? e.g, what keeps the 
system stable or drives it to instability? How can we 
protect it from operational threats?

•Researchers and policymakers currently analyze a trillion 
dollar industry in the dark.

•Few data points available suggest a dangerous picture.



How did we get here?

•Telephone system: 140+ years of history, including 
regulated data collection requirements (and profits). and a 
precisely defined system.

•Data networks: 40 years old, ad hoc/hack, tossed to 
private sector before mature, with no government support 
for research or metrics (or profit), ill-defined system.           

•Current academic projects either lack sustainability  or 
ability to dedicate resources

•War: in U.S. the best motivation so far for investing in 
understanding critical infrastructure   



CAIDA: background & history

Since 1997: narrowing the gap between Internet 
operations and science in face of global privatization

Largely US taxpayer funded (nsf, dhs), plus sponsors 

Seek, analyze, communicate relevant features of best 
available data on the Internet

Use this data to prepare for the future

Recent expansion of research agenda into policy and 
economics



IPv4 address exhaustion

falling bits of sky



 “We don’t presently have a roadmap of where we are trying to go with the 
Internet,” says MIT’s [Dr.] Clark. Instead of worrying about backward 
compatibility and migration issues, the focus has shifted to “where we 
would like to be in 10 to 15 years,” he explains. “If the story is compelling 
enough, people will figure out how to get there.”

sundry “solutions”



in U.S. public sector resuming inquiry

entire muni & community wireless 
networking movement....

DHS: data to validate security tools, SBGP, DNS
NIST: ways to measure DNSSEC penetration
DOE: way to estimate available bandwidth
FCC:  way to measure outage
FTC:  how to inform network neutrality debate
NCS/NSA: topology data for information assurance
GAO: cost of Internet katrina
NSF:  can’t we just start over and do it right? 

 



http://www.redherring.com

“While the business case for the 
carriers may be disappearing, a 
host of new business and 
investment opportunities is being 
created with far greater economic 
wealth creation,” Mr. Arnaud writes 
in his blog. “Our biggest concern is 
that governments will be distracted 
by the complaints of the old 
industry such as carriers and 
penalize the new economy 
industries of the Internet.”

 “We don’t presently have a roadmap 
of where we are trying to go with the 
Internet,” says MIT’s Mr. Clark. 
Instead of worrying about backward 
compatibility and migration issues, 
the focus has shifted to “where we 
would like to be in 10 to 15 years,” 
he explains. “If the story is 
compelling enough, people will 
figure out how to get there.” (US) NSF’s hand



16 operational internet problems
•        security
•        authentication
•        spam
•        scalable configuration management 
•        robust scalability of routing system
•        compromise of e2e principle
•        dumb network
•        measurement
•        patch management
•        “normal accidents”
•        growth trends in traffic and user expectations
•        time management and prioritization of tasks 
•        stewardship vs governance
•        intellectual property and digital rights
•        interdomain qos/emergency services 
•        interprovider vendor/business coordination

top Internet problems

persistently unsolved problems for 10+ years
(see presentations at www.caida.org )



why we’re not making progress

•if providers have too little revenue, they cannot 
invest in longterm health of infrastructure.

•so add to list of problems: sustainability 

•top unsolved problems in internet operations and 
engineering are rooted in economics, ownership, 
and trust (EOT). 

does not mean there aren’t useful technical problems to study. 
but there will be no technical solutions to these problems that 
don’t solve the EOT issues.

top Internet problems



historical context
︀1966: Larry Roberts, “Towards a Cooperative Network of Time-
Shared Computers” (first ARPANET plan)
︀(we are still using the same stuff)

1969: ARPANET commissioned by DoD for research
1977: Kleinrock’s paper “Hierarchical Routing for large networks; 
performance evaluation and optimization”
     (we are still using the same stuff)
1980: ARPANET grinds to complete halt due to (statusmsg) virus
1986: NSFNET backbone, 56Kbps.  NSF-funded regionals.  
         IETF, IRTF.   MX records (NAT for mail)
1991: CIX, NSFNET upgrades to T3, allows .com. web. PGP. 
1995: under pressure from USG, NSF transitions backbone to 
competitive market. no consideration of economics or security.  
kc proposes caida.org
2005: The Economist’s cover story: “How the Internet killed the phone 
business” (September)
 



what have we done?

we replaced a critical infrastructure with 
something not designed to be critical 
infrastructure 

historical context explains it but does not 
address incongruities

soon, free markets up against free speech 
 



 most important thing we’ve learn so far: society has 
decided IP is like water. 

 “our best success was not computing, but hooking 
people together”   --david clark, 1992 ietfplenary

 

 strong implications for an industry structuring itself 
to sell wine. but that’s what the data shows.

 

 when you want to move water, you care about 4 
things: safe, scalable, sustainable, stewardship

 (seguridad, escalable, sostenible, adminstracion)
 

what have we learned?



the 4 S’s

•seguridad: is the data toxic upon arrival? 
•escalable: can we route/name/address earth’s needs? 
•sostenable: is it economically viable?
•administracion: will the provisioning and legal 
frameworks we choose leave our children -- and 
democracies -- better or worse off?

none are purely technical, but all require technical 
understanding to get right.
and they’re all connected.



how have we done?

 how safe is the Internet? data doesn’t look good
 how scalable is the Internet? data doesn’t look good
 how sustainable is the Internet? data doesn’t look good
 how did we do on stewardship? data doesn’t look good



not that we haven’t been trying

 

 e.g., all caida projects are on the 4 S’s: 
 

 1) safety: security, DNS, PREDICT, telescope
 2) scalability: routing and topology research
 3) sustainability: EOT, DNS, COMMONS
 4) stewardship: address consumption, trends,

        all measurement & data activities
 

 measurable progress on real Internet eludes us
 



network economics: dismal science(s)

known: economics of current architecture need study

        has never been a priority. 

        conversations for last 15 years have been private

        enlightened policy impossible

our misunderstanding the economic architecture 
threatens an architecture we hold much more dear..

time for the academic community to offer help! 



there is good news

•we made something so great, everyone wants it.  

•in fact many of us want it more than once! (um..)

•the current industry is a historical artifact of technical 
and (science & regulatory) policy ‘innovations’ in the 
60s, 70s, 80s, 90s, and 00s

•people are starting to study interplay, but they’re 
undercapitalized

•in the meantime, it became global critical 
infrastructure.  oops.



cataloguing lessons

•although the Internet has over-achieved on 
plenty, it has underachieved on: security, 
scalability, sustainability, and stewardship. 
substantial oversights.

•our ability to measure is surprisingly abysmal, 
although policy history explains

•cooperative, data-sharing approaches to sound 
measurement and analysis are key to 
enlightened policy



dns traffic: queries to .cl server

(Sebastian Castro of nic chile+caida)
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active measurement: 
archipelago (ark) 

• CAIDA’s new measure-                                         
ment infrastructure

• ‘operating system’ for                                       
measurement

• launch 12 Sept 2007
• 28 active probers
• 5 are IPv6-capable

• collaborators can run vetted measurements on security-
hardened platform through simple API

• general public can perform restricted measurements
• support for meta-data mgt, analysis, and infoviz







Internet policy: address exhaustion

[ping data 
from isi.edu;
poster by 
Duane 
Wessels@TMF]



Internet measurement data catalog

•first catalog to support  indexing and user                     
  annotations of Internet measurement data sets.

• DatCat:  ( http://www.datcat.org ) 

 facilitates searching for and sharing data among 
researchers,

 enhances documentation of datasets via a public 
annotation system, and

 advances network science by promoting 
reproducible research and persistent references.



CAIDA: summary of goals

Since 1997: narrowing the gap between Internet 
operations and science in face of global privatization

seek, analyze, communicate salient features of best 
available data on the Internet

forward-looking architectural research

navigate data-sharing challenges, by lowering 
technology barriers

support empirical needs of public sector



measurement accuracy is the only fail-safe means of 
distinguishing what  is true from what one imagines, 
and even of defining what true means.

..this simple idea captures the essence of the physicist's 
mind and explains why they are always so obsessed with 
mathematics and numbers: through precision, 
one exposes falsehood.

a subtle but inevitable consequence of this attitude is that 
truth and measurement technology are inextricably linked.

                              -- robert b laughlin, a different universe,
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