IRNC-SP: Sustainable data-handling and
analysis methodologies for the IRNC networks
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Overview

To help make operational network data available to the
research community, we propose three concrete
contributions to the IRNC community's measurement
efforts:
(1) to foster and distill discussion of how to best
make IRNC data and statistics available,
(2) to adapt two CAIDA measurement technologies
for IRNC community needs, and
(3) to experiment with two innovations in data-
handling procedures applied to existing IRNC
measurements.




CAIDA IRNC-SP Plans

We plan to:
(1) Participate in IRNC series of workshops to discuss

measurement priorities and to identify how CAIDA
and other researchers can support them.

(@) IRNC Kickoff Meeting

(b) IRNC Pl Meeting (today)

(c) 2-day annual meetings (e.g., AIMS) dedicated

to measurement activities/strategies and how
IRNC community can make better use of
existing measurement technology, metadata, and
other data-handling and data-protection
technologies




CAIDA IRNC-SP Plans (cont)

(2) Improve two CAIDA technologies we already know
could better serve the community.
(a) Upgrade Coralreef to handle IPv6, DNSSEC,
read data formats such as netflow.
(b) Install IPv4/v6 capable Ark monitors at IRNC
locations or downstream customers.



CAIDA IRNC-SP Plans (cont)

(3) Apply two innovations in data-handling procedures
to existing IRNC measurement data:

(a) a recently proposed framework for privacy-
sensitive data sharing, to apply to data not
appropriate for public posting, but explicitly
requested through designated channels to use in
clearly defined research, and

(b) we propose to illustrate our community building
effort with a landmark reporting deliverable: a
prototype of a "Bureau of Internet Statistics” report,
hopefully inspiring other network infrastructure
communities to join in this effort.
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Archipelago (Ark)

Mumber of monitors displayed: 43

*CAIDA’s measurement
Infrastructure

*Built on decade
of achievements, from

SIGCOMM to MOMA
*Launch 12 Sept 2007

*56 active |IPv4 probers
e 15in US

*28 active |IPv6 probers

«collaborators can run vetted
measurements on security-hardened platform

epublish analyses of views from individual monitors
esupport for meta-data mgt, analysis, and infoviz




Macroscopic Measurements

- |Pv4 Routed /24 Topology (and per-hop latency)
- |Pv6 Topology (and per-hop latency)
- DNS Names & Query/Response Traffic

- Alias Resolution (— Router-level graph)

- AS-level graph (links, business relationships)



www caida org

RTT quartiles for all monitors

Ark Monitor Statistics Pages
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Monitor hosting site view of Internet

per-au
AARNet
Perth, AU (3)

Time range 2011-09-30 20:08 to 2011-10-02 19:01 UTC (1 day 23 hours)
Total traces 4290935

Traces with responding destinations 47610 (9.698%6)
ASes with responding destinations 3793 (24.116%6 out of 15728)
Prefixes with responding destinations 16923 (20.795% out of B1382)

Generated for cycle 1655 on 2011-10-03 1406 UTC (1 day ago)

All images can be clicked on for more detailed information.

edian RTT per country and US state

Mapping RTT by political boundaries can reveal where high latency issues are located.

Median RTT per country and US state
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Ark Monitor Statistics Pages

RTT plotted by country
- geolocate destinations with NetAcuity
- color each country by median RTT of destinations
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AS dispersion by AS hop

AS dispersion by AS hop ‘ixes, 16,358 ASes) www caida org

N
1821 F 2014 ———

FoES 38759

nber of Lraces

17451 | 336 7T JACCESSNETWORKS DA-NET::Data:Digital:Dialing:ACCESSNET::ID
o rGe | ALX-NAP-AS2-1D TRANSMEDIA INDONESIA, PT

<2 LEVELS Level 3 Communications
46147
| |LINKAS London memet Bxchange g, |
amasd 2L KPN KPN Internet Backbone
2o14
70
10217

Lyl CHINA169-BACKBONE CNCGROUP China169 Backbone

L[ SPRINTUNK - Sprint |
AS hop



Mumber of traces

412052.4

13730,5

=

www caida org

AS dispersion
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Data: IPv4 Routed /24 Topology

*ongoing large-scale topology measurements

* ICMP Paris traceroute to every routed /24 (8.25 million)
e about 126 /8-equivalents of routed space (as of Oct 2009)

* running scamper
« written by Matthew Luckie of WAND, University of Waikato

*dynamically divide up the measurement work among
members of monitor teams

* 3 teams active
* 13-member team probes every /24 in 2-3 days at 100pps

e only one monitor probes each /24 per cycle (=one pass through all /24’s)



AS dispersion by IP hop: see load balancing
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Chinese monitor (top) shows IP load balancing over many h
Chilean monitor (bottom) many fewer IP hops to other AS

1P Dispersion by 1P Hop

IF dispersiomn by IPF
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Other Links

- IRNC-SP: Sustainable data-handling and analysis

methodologies for the IRNC networks
http://www.caida.org/funding/irnc/

- Archipelago (Ark) network measurement platform
http://www.caida.org/projects/ark/

-Archipelago Monitor Statistics
http://www.caida.org/projects/ark/statistics/

- Coralreef
http://www.caida.org/tools/measurement/coralreef/
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