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DHS PREDICT project: CAIDA update

 Data collection updates
e Dataset dissemination statistics




Data collection - passive

alla

e 0OC192 backbone: March 2008 - Feb 2011

e 14 TB compressed, 24.2 TB uncompressed
 unanonymized: 7 TB compressed, 13.2 TB uncompressed
e anonymized: 7 TB compressed, 11.0 TB uncompressed

e (Changes since December 2010

* Retired 2007 dataset (was in PREDICT)
e Completed 2010 Dataset

e Problems:




Data collection - passive

« UCSD telescope:

e data from most recent 30-days (~five weeks) “live” on disk
 typically 3 TB compressed, 5 TB uncompressed
e previous month - backed up on tape (samqfs)
 current: 2009/12/01 - now
e 42 TB (compressed), 78 TB (uncompressed)
« applied for NSF funding
e analysis
. develop automated triggers and alerts
«  curate custom data sets upon request
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Data collection - active

e old skitter data (in PREDICT):

« 1.47 TB (compressed), 4.02 TB (uncompressed)
discontinued February 2008

e current Ark data:
 |Pv4 topology: 1.3 TB (compressed)
 |Pv6 topology: 1.0 GB (compressed)
e 53 monitors in 30 countries, 16 IPv6 capable




how do we serve the data?

 PREDICT (OC48 traces, topology from
skitter, telescope)

e Academics who sign AUP (OC192, topology
from Ark, telescope)

e Derived data publicly available i.e., AS-links
-Commercial researchers must join CAIDA




Meta-data for packet traces

* 0OC192 data: 2008-2009, Jan-Oct 2010

an hour-long trace every month
usually, 3rd Thursday, 13:00 - 14:00 UTC

* 0OC48 data: 2002-2003

* Publicly available statistics:
Date, start time, stop time
Numbers of IPv4, IPv6, unknown packets
Transmission rate in pkts/s, bits/s




Requests for the data, 2011/2010/2009

alla

Dataset Requests  Approved Accessed Served since

Backscatter ~ 12/73/95 8/47/60 5/36/46 Feb 2003
Passive 37/185/233 32/150/179 27/126/157  Feb 2004
Topology  31/163/129 26/113/83 18/80/63 Jul 2004
Witty - 4/16/27  4/13/17  4/11/14  Mar 2008




Data request stats

all requests cumulative
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Data request stats (cont)

All requests (monthly)

Requests per month

all requests (as of 2011/03/17)
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Data Set Popularity (2009jan-2011mar)

1st best - OC192 and OC48 traces

* popularity: 477 requests, 378 approved, 322 accesses
 who: 219 .edu, 110 .cn, 39 .uk, 26 .com (2009/2010/2011)

48 more domains

2nd best - topology data
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Publications using CAIDA data

e 0OC192 and OCA48 traces: traffic
classification, performance modeling,

monitoring, filtering, generation, locality

* http://www.caida.org/data/publications/bydataset/
index.xml#passive
76 publications (54 from data in PREDICT)

« UCSD telescope: Conficker, worm research

e http://www.caida.org/data/publications/bydataset/
index.xml#Backscatter
26 publications (all from data in PREDIC




Recent publications

P Merindol, B. Donnet, J.J. Pansiot, M.
Luckie and Y. Hyun, MERLIN: MEasure the
Router Level of the INternet, Universite
catholique de Louvain, TR 2010-3,
September 2010 (Tech. Report).

* A. Dianotti and kc claffy, Obstacles and
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Phase || Data Sets

* Provided data set descriptions for:
« UCSD telescope: near real time
* topology: Ark data (ongoing)

 |Pv4 Routed /24 Topology dataset
* |Pv4 Routed /24 DNS Names dataset
 |IPv6 Routed Topology dataset




CAIDA Master AUP

e Mission: create a master AUP

* 4 data categories (and levels of sensitivity)
real-time telescope data

passive traces

active traces

derived topology

o !Jr_montrollecj p_roliferation




(reminder)  Analysis of CAIDA AUPs

e Access conditions
e Accreditation, validation, transparency

e Use restriction
* Purpose, probing, other

e Disclosure obligations
* Publication, 3rd party transfer, attribution




Policy Tech Transfer

* RIPE-NCC making use of PS2 framework
and EIA materials to help create a guide for
Its users.

e QOur RIPE-NCC liaison, Emile Aben, working
with RIPE-NCC legal personnel (Kate) and
consulting with Erin Kenneally.




Feedback on BotNet Legal Guide

Advise to reframe as “enabling” rather than
“prohibiting”

Emphasis should be reversed from “if spam
was intercepted, content may not be
disclosed or used other than by provider” to
“how to do relevant research while in
compliance with existing laws.”
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Researcher experience with PREDICT

e Case study

 Wanted to document first-hand experience
with researcher data request.

« PREDICT offered a data set we could use.

e CAIDA Researcher Bradley Huffaker applied
for PREDICT data.
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Notes and Suggestions re: Application

 Make ‘Join the Community’ label more
explicit, descriptive, and prominent.
Not at all clear how to get an account

* Restructure ‘Learn More’ page
Current page remarkably useless

e Simplify Account Request Form

Remove ‘Authorized Representative Details’ from initial




Notes re: Provider-Researcher MOA

e (General Problems
a) primarily prohibitive
b) too long
c) between Provider & Researcher or PCC & Researcher? text is
inconsistent

« Specific Problems
a) constricts even research use of data too narrowly:uses which
are not permitted are explicitly denied; presumes that non-
described use is always improper.




Notes re: Provider-Researcher MOA

Minor Problems

needs to be changed if international users are to be allowed
does a DP always “grant a license” to a Researcher? (explicit
between R and PCC, but not DP and PCC.)

if an individual Researcher moves, why should remaining
researchers listed in the same application lose their access?
attribution to PREDICT as required in MOA is inaccurate,
PREDICT is not “the source” of data.

Confidentiality Agreement attached to the MOA was fora




CAIDA Marketing Efforts
 CAIDA web site

Annual reports, Program Plan, Project web page
will blog about Phase |l

* Presentations

e Publications

 Proposals




Necessary conditions of success

e Convenience
 Marketing
* Regular updates with recent data




Open issues for Phase |l
Lalda
* |mprove the Portal - both “how it looks” and

“how It works”

 Paul Hick worked with RTI as a portal tester; gave feedback
 Who else participated?
 (Can we see aggregation of suggestions?

 Revise meta-data to be made public -
e at this meeting? (1.5 years now..)

e List of keywords - where? Or when?




Open issues for Phase Il (cont.)

 How to organize meta-data? - not easy!

 how many data sets? tens? hundreds?
presentation

hierarchy

scalability

searchability

* Years of experience w/ cataloging metadata




Open issues for Phase Il (cont.)

e Standardize data categories descriptions

 Who is responsible for coherence of data descriptions?

 Proposed template

 Essence of the category and general description of dataset
« What aspect of the Internet is captured in dataset
 What makes the category distinct?
« What is scope of the data included?

 What research questions could data be used to answer?

* Uniform treatments, e.g., what is anonymized (not how)




Other Open Issues
Calla

e Internet Topology Data Category Description
e Submitted February 3, 2011. Portal still not updated

* Metrics to track progress
e wiki to track PREDICT activity?

 PREDICT marketing materials
e did 1-pager get updated
any other marketing materials?




