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DISCLAIMER
more questions than answers!

GOAL OF THE TALK

1.Point you at our finding

2.Report on our experience in analyzing it

3.QUESTION: How can we detect similar events?

4.Half of a proposal: collaborative (large-)data sharing
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DARKNETS
a.k.a. Network Telescopes
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Infected Host
Randomly Scanning
the Internet

UCSD Network Telescope
Darknet xxx.0.0.0/8

DST:xxx.1.2.3



SIPSCAN
•A “/0” scan from a botnet
•Observed by the UCSD telescope (a /8 darknet)
•Scanning SIP servers with a query on UDP port 5060

Feb 2011
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A. Dainotti, A. King, K. Claffy, F. Papale,  A. Pescapè, 
“Analysis of a "/0" Stealth Scan from a Botnet'', 
ACM SIGCOMM Internet Measurement Conference 2012



SIPSCAN

•Probing the entire IPv4 address space (in 12 days)
•Great coordination: small overlap with good coverage
•Stealth!

•Large bots turnover
•Reverse byte order in the progression of target IPs

Why so interesting?

5

Cooperative Association for Internet Data Analysis
University of California San Diego

w w w .caida.org



SIPSCAN

•Probing the entire IPv4 address space (in 12 days)
•Great coordination: small overlap with good coverage
•Stealth!

•Large bots turnover
•Reverse byte order in the progression of target IPs

Why so interesting?

6

Cooperative Association for Internet Data Analysis
University of California San Diego

w w w .caida.org



SERENDIPITY
the “Egyptian Killswitch” (Feb 2011)
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Egypt: telescope traffic
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Figure 4: Re-announcement of Egyptian IPv4 prefixes via BGP at the end of
the outage on February 2, based on data from RouteViews and RIPE NCC’s
RIS. For each re-announced prefix, the red line goes up at the instant in
which a stable BGP announcement is first detected.
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Figure 5: Visibility of main Egyptian Autonomous Systems via BGP during
the outage on January 27 (based on data from RouteViews and RIPE NCC’s
RIS). Each AS is plotted independently; as in Figure 3, each line drops
down at the instant in which a lasting (i.e., not temporarily fluctuating) BGP
withdrawal is first observed.
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other conficker-like backscatter

Figure 6: Categories of unsolicited packets from IPs geolocated in Egypt
to UCSD’s network telescope: other, conficker-like, backscatter. Spikes in
backscatter traffic reflect large denial-of-service attacks against hosts in
Egypt.

of IPv4 prefixes remained visible during the outage, including some
not announced in the previous months. For this reason we still ob-
serve darknet traffic coming from this AS, whereas the prefixes of
EgAS4 were all withdrawn. A closer look at EgStateAS reveals that
several of the visible IPv4 prefixes were reachable through IntAS2
or IntAS3, either because they were already served by those two
Autonomous Systems or they rerouted to paths using those ASes
after the massive disconnection. Figures 8(a) and 8(b) illustrate this
behavior, where a prefix previously using IntAS4 as its only exter-
nally visible upstream switches to IntAS2 once the outage begins.

Finally, we ran ad-hoc active measurements during the outage to
some related prefixes. In particular, we sent ICMP echo requests
on 1 February at 09:00:00 GMT from GARR (the Italian Research
and Academic Network), the replies to which revealed that at least
three IPv4 prefixes, among those announced by EgStateAS and not
withdrawn during the outage, were actually reachable. Traceroute
probes simultaneously issued toward the same destinations went
through IntAS2.

Another interesting case is that of EgAS7. As also reported by
Renesys [16], the 83 prefixes managed by this AS remained un-
touched for several days during the Egyptian Internet outage. There
was speculation that this AS retained Internet connectivity due to its
high-profile, economically-relevant customers, including the Egyp-
tian stock exchange, the National Bank of Egypt, and the Commer-
cial International Bank of Egypt. However, at a certain point the
censorship was tightened in Egypt: we observed the withdrawals
of all 83 prefixes, almost simultaneously, on Monday, January 31,
20:46:48 GMT until the end of the outage, when all the Egyptian
routes were restored. Figure 9 shows a perfect match between our
telescope observation of Egyptian traffic from EgAS7 and the BGP
reachability of its prefixes.

Figure 10 plots reachability statistics of active measurements
from CAIDA’s Ark infrastructure, revealing that during the outage,
1% of measurements to IPv4 prefixes geolocated in Egypt reached
a responding destination, whereas on normal days it is closer to
16-17%. Examination of the specific IP addresses that retained bi-
directional connectivity throughout the outage confirms that they
all match BGP prefixes that were not withdrawn.

At the end of the outage, a steady reconnection is observed via
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Figure 7: Unsolicited packets from IPs geolocated in Egypt to UCSD net-
work telescope: EgAS4, EgStateAS. Traffic from EgStateAS is still signif-
icant during the outage because: (i) some prefixes remain visible; (ii) some
networks probably retain outbound connectivity. The decay observable in
the first days of the outage matches the progressive withdrawal of further
routes.
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SIPSCAN

•Thanks to the unique payload fingerprint we could 
isolate it without inferences

isolating the “SipScan”

8

Cooperative Association for Internet Data Analysis
University of California San Diego

w w w .caida.org

Facoltà di Ingegneria - Corso di Studi in Ingegneria Informatica Analysis of Worldwide Scans Operated by Botnets
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Figure 3.3 – Packets per second of the scanning event received by the UCSD network
telescope. The vertical lines divide the four di�erent periods of the scanning event.
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Figure 3.4 – Packets per second of the scanning event and packets per second of
UPD port 5060 tra⇥c.
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DO OTHER “SIPSCAN-LIKE”
 SCANS EXIST?
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WE FOUND NONE 

we still believe they are there...

(YET)



A VIEW FROM A /8 DARKNET
port UDP 5060
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A VIEW FROM A /8 DARKNET
port UDP 5060
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WOULD IT WORK ON A /24 ?

UNLIKELY

- 1 Source IP ~ every hour
- IBR not uniformly distributed among /24s 
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EVEN ON A /8..

..THERE ARE ISSUES

- Popular ports 
TCP 80: ~25k distinct source IPs per hour
TCP 445: ~96k distinct source IPs per hour

- Blacklisting
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- A distributed metric 
- Based on observation

- several Sipscan source IPs hit our /8 only once
- however, every bot was probing at least 15 other /8 networks
- recurring bots were approx. probing other 255 networks before hitting 
our /8 again

- Different networks would observe an unusual amount of 
common source IPs in short time intervals

- Other ideas?

DATA SHARING
a possible strategy
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- Large amount of data
- Privacy

- SEPIA? http://sepia.ee.ethz.ch
- One-way unsolicited traffic in live networks

- More data
- Immune to blacklisting 
- Useful in identifying hosted bots and botnet
- Useful in observing reaction of victims

DATA SHARING
ISSUES and STRATEGIES

http://sepia.ee.ethz.ch
http://sepia.ee.ethz.ch


THANKS
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