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DISCLAIMER

more questions than answers!

GOAL OF THE TALK

|.Point you at our finding
2.Report on our experience Iin analyzing It

3.QUESTION: How can we detect similar events!?

4.Half of a proposal: collaborative (large-)data sharing
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DARKNETS

a.k.a. Network lelescopes
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SIPSCAN

Feb 201 |

e A"/0" scan from a botnet
e Observed by the UCSD telescope (a /8 darknet)
e Scanning SIP servers with a query on UDP port 5060
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A. Dainotti, A. King, K. Claffy, F. Papale, A. Pescape,
“Analysis of a /0" Stealth Scan from a Botnet"”,
ACM SIGCOMM Internet Measurement Conference 2012




SIPSCAN

Why so interesting?

* Probing the entire IPv4 address space (in |2 days)
e Great coordination: small overlap with good coverage
* Stealth!

* L arge bots turnover

e Reverse byte order In the progression of target IPs
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SERENDIPITY

the “Egyptian Killswitch™ (Feb 201 1)

Egypt: telescope traffic

packets per second

A. Dainotti, C. Squarcella, E. Aben, K. Claffy, M. Chiesa, M. Russo, and A. Pescape,
““Analysis of Country-wide Internet Outages Caused by Censorship"’,
ACM SIGCOMM Internet Measurement Conference 2011
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SIPSCAN

isolating the “SipScan”

* [hanks to the unique payload fingerprint we could
isolate it without Inferences

300

250 |74

200 ”Wf‘f

H 37 sé!
R
150 "

packets per second

100

50

ANED -

31/01 02/02 04/02 06/02 08/02 10/02 12/02 14/02
00:00 00:00 00:00 00:00 \j7c 00:00 00:00 00:00 00:00

Scanning —*— UDP port 5060 traffic =
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DO OTHER “SIPSCAN-LIKE”
SCANS EXIST?

WE FOUND NONE (YET)

we still believe they are there...




AVIEW FROM A /8 DARKNET
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Port 5060 Packet Rate - - - - Sipscan Packet Rate
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port UDP 5060
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AVIEW FROM A /8 DARKNET

Port 5060 Packet Rate - - - - -
Port 5060 Source IPs —&—
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WOULD IT WORK ON A /24

UNLIKELY

- | Source IP ~ every hour
- IBR not uniformly distributed among /24s
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EVEN ON A /8..

.1 HERE ARE ISSUES

- Popular ports

@G0 5K distinct source Ps per hour
ITCP 445: ~96k distinct source IPs per hour

- Blacklisting
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DATA SHARING

a possible strategy

- A distributed metric

- Based on observation

- several Sipscan source |Ps hit our /8 only once

- however, every bot was probing at least |5 other /8 networks

- recurring bots were approx. probing other 255 networks before hitting
our /8 again

- Different networks would observe an unusual amount of
common source IPs n short time intervals

= Other ideas?
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DATA SHARING

ISSUES and STRATEGIES

arge amount of data

°rivacy

- SEPIA! http://sepia.ee.ethz.ch

- One-way un

More data
mmune to
Useful In 1c

solicited traffic in live networks

blacklisting
entn‘ymg hosted bots and botnet
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pserving reaction of victims
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THANKS

alberto@caida.org
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