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Team Profile 
The Center for Applied Internet Data Analysis (CAIDA) 
§  Founded by PI and Director k claffy 
§  Independent analysis and research group 
§  15+ years experience in data collection, curation, and 

research 
§  Renowned world-wide for data collection tools, analysis, 

and data sharing 
§  Located at the University of California’s San Diego 

Supercomputer Center 

Key spoofer personnel: k claffy, Matthew Luckie, 
Ken Keys, Ryan Koga, Bradley Huffaker, 
Alberto Dainotti, Daniel Anderson, Robert Beverly 

w w w .caida.org



Project Description 
Develop, test, and deploy new tools to measure and 
report on the deployment of source address validation 
(SAV) best practices – “anti-spoofing” 
§  BCP38: Network ingress filtering: defeating denial 

of service attacks which employ IP Source Address 
Spoofing 
q  http://tools.ietf.org/html/bcp38  

§  BCP84: Ingress filtering for multi-homed networks 
q  http://tools.ietf.org/html/bcp84  

Not always straight forward to deploy 
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§  No public view of exactly which networks have 
not deployed SAV 

§  To solve this problem, DHS needs: 
q  A production-quality SAV testing system 
q  A topology-analysis system to identify transit ASes 

that do not filter customer ASes 
q  Data analysis to inform assessment of infrastructure 

hygiene and effectiveness of anti-spoofing efforts 

Customer Need 



§  Develop, test, and deploy a production-quality 
system to measure deployment of SAV 
q  New GUI-based client/server testing system 
q  User incentives for persistent deployment 
q  Opt-in to share anonymised results of tests to 

provide public view 
q  Opt-in to share unanonymised results of tests for 

remediation purposes 
q  Cross platform: MacOS, Windows, Linux, BSD. 

§  New system collects data automatically, once a 
week, and whenever attached to a new network 

Approach: client-server 



Approach: client-server 



§  Since releasing new client in May, six-month trend 
of more tests is increasing (yellow line) 
q  Benefit of client system running 

unobtrusively in background 
q  Haven’t started deployment push yet 

Approach: client-server 



§  Deliver public reports that assess and promote 
deployment of SAV 
q  Per-country analysis of tests at country granularity 
q  Per-country analysis of tests at AS-level granularity 
q  Transit provider view of customer ASes: which 

customers have not deployed SAV? 
q  Correlate SAV measurements with characteristics of 

network types: access, transit, reputation 
q  Automatically report outcomes of tests to network 

operators via abuse contact information 

Approach: reporting engine 

h"ps://spoofer.caida.org/recent_tests.php	



Approach: reporting engine 



Approach: reporting engine  



Approach: reporting engine 

Client	and	repor0ng	
system	help	validate	
deployment	of	SAV	

h"ps://www.ieF.org/blog/2016/07/berlin-network/	
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Approach: ingress access lists 

During	2016,	~6%	and	~3%	of	ASes	announced	different	IPv4	and	
IPv6	address	space	month-to-month,	respec0vely.		Increased	stability	
in	addressing	may	make	it	feasible	to	use	sta0c	ingress	access	lists.	

Source:	Routeviews	and	RIPE	RIS	BGP	Data	



§  Evaluated whether or not customer cones 
inferred from public BGP data could predict 
source addresses observed at Anycast DNS 
instances 
q  DITL 2015 – packet captures and routing tables 

§  Worked well: 97% of addresses from inferred 
ranges for 24 of 47 instances 

Approach: customer cones 



§  Measurement platform to test SAV compliance 
§  Strategies for mitigating susceptibility to DDoS 

attacks that are a threat to national security, 
commerce, and critical infrastructure 

§  Software tools that use open source licenses 
§  Data publicly available 

q  https://spoofer.caida.org/ 
§  Project targets BAA TTA #1 goal of focusing 

BCP38 compliance attention where it will most 
benefit 

Benefits  
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