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FOCUS

Macroscopic Internet Outages

* lLarge-scale Internet connectivity disruption
(keywords: Internet “outage”, “black out”, “shutdown”, “kill-switch™)

* E.g, a connectivity black-out significantly affecting a large network
operator or a large geographical area

- Potential causes: natural disasters, cyber attacks, physical attacks

(terrorism, war, ...), bugs and misconfigurations, government orders, ...

" Center for Applied Internet Data Analysis
*  University of California San Diego
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INTERNET OUTAGES

why so relevant?

Public Safety
The Internet Is a critical infrastructure

Virtually every element of modern life 1s now dependent on cyber infrastructure. As a result, our Nation’s
cconomic and national sccurity rclics on the sccurity of the asscts and opcrations of critical communications
infrastructure. Past terrorist attacks and catastrophic natural disasters emphasized the need to focus our national

attention on protecting the Nation’s critical infrastructure and making 1t more resilient. Moving forward, it is
essential that public and private sector partners adopt a coordinated approach to achieve joint goals for our

communications infrastructurc.

While the Communications Sector has few significant dependencies, other critical infrastructure sectors are
dependent on the Communications Sector. As such, the Communications Sector is one of the few sectors that can
affect all other sectors. At a minimum, each sector depends on services from the Communications Sector to
support its operations and associated day-to-day communication needs for corporate and organizational networks
and services (e.g., Internet connectivity, voice services, and video teleconferencing capabilities). Some sectors
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b*"@’\% US Department of Homeland Security,
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INTERNET OUTAGES

Financial and reputational costs
Services are meant to be always on

Caody

Comeast amtaga n Saattla. City basica'ly shutting down Ow uc l 0 ay S

9 Sl AN -9 A"\.p L’l‘_zl 2

" W Internet Outage Cost?

Some companies lose tens of thousands of dolars for every minute of a
DDoS attack.

.= Center for Applied Internet Data Analysis ADRIENNE LAFRANCE | OCT 21, 2016 m
University of California San Diego
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INTERNET OUTAGES

why so relevant?

Human Rights
censorship and political violence

B Eoyptian Internet
B Traffic Returns

Atter a week long nter et cutage starting or lansary 27, Egyptian
Internes Traffic returned To naar rormal levelk tedav (Fantuary 2) at
5.00am EST. All wajor Egyptian Intarnzt web sites iow eppear
reschable agan.

Libya Pulls the Plug

AT 7:15 FIM EST on Fabruary 18, Liby; sbrupely
disconnzctec from the Intarant. Dats from 30
Inzernat providers around the wo-d shows

B Internet traffic in ard cut of Libya theoaghout the
day Frdov. Irciuding an carlior disrustion Inthe
marning and Bte aftecnnon

. Center for Applied Internet Data Analysis
University of California San Diego




INTERNET OUTAGES

Human Rights
censorship and polrtical violence
QUART?Z

#KEEPITON

More African governments blocked the
internet to silence dissent in 2016

Center for
B ‘ Technology Innovation

at BROOKINGS

Internet shutdowns cost countries

| Center for Applied Internet Data Analysis 1lic act vos
g 4 University of California San Diego 82.4 blll.lU[l ldbt )edf
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INTERNET OUTAGES

50 what's the problem?

There is lack of understanding of when, how often,
why, how large Internet outages happen

There is lack of a general rigorous framework to
obtain empirical data about - and to characterize -
these events

. Center for Applied Internet Data Analysis
" University of California San Diego
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IODA PROJECT

0Q0Q Bio Sketch

Started in Sep. 2012 with an NSF award from a @
program to Transition to Practice Cybersecurity i
research

Funding also provided by DHS S&T

* Goal: prototype an operational capability to monitor the Internet
24/7 to detect and analyze Internet blackouts affecting large
networks / geographical areas

* Project Website: http://www.caida.org/projects/ioda
e Experimental service: hitps://ioda.caida.org

. Center for Applied Internet Data Analysis
" University of California San Diego
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BEFORE [ODA

methodologies used for post-event manual analysis

e Country-level Internet Blackouts
during the Arab Spring

EGYPT, JAN 201 1
GOVERNMENT ORDERS
TO SHUT DOWN THE
INTERNET

Dainotti et al. “Analysis of Country-wide
Internet Outages Caused by Censorship”
ACM Internet Measurement Conference 201 |

* Natural disasters affecting
the Infrastructure

. : ' . JAPAN, MAR 201 1
Dainotti et al. “Extracting Benefit from N S o

Harm: Using Malware Pollution to Analyze MAGNITUDE 9.0
the Impact of Political and Geophysical

Events on the Internet”
ACM SIGCOMM CCR 2012

| o~ Center for Applied Internet Data Analysis
e University of California San Diego
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OUR METHODOLOGY

combining various types of measurements

BGP

e multiple types of sources for inference

- Routing Plane [BGP]
- Data Plane
- Active probing
- Passive traffic analysis [IBR]

*meta-data to extract liveness signals for various aggregations
(e.g., countries, ASNs)
evisualize and compare sighals

i" Center for Applied Internet Data Analysis
~ University of California San Diego



IBR

“Extracting benefit from harm..”

» Use Internet Background Radiation (IBR), mostly generated by
malware-infected hosts as a “signal”

-----
" .N

A Y

* INFECTED HOST
': RANDOMLY SCANNING
! THE INTERNET

UCSD NETWORK TELESCOPE
DARKNET XXX.0.0.0/8

i Center for Applied Internet Data Analysis
~ University of California San Diego
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BGP

Monitoring Global Internet Routing “ T

Qperaliconal
Rauler / Monitor

* BGP measurement projects establish peering session
with ASes to recelve their routing tables Internet @

Multi-nop BGP

(no exchange of other traffic) =
* RouteViews (Univ. Oregon): 3/ peers Operatonal Rovier/ Stenop
* RIPE RIS (RIPE NCC): 508 peers i
/T
:/ \;:' RIPE http://www.routeviews.or
® NCC | | S

https://lwww.ripe.net/data-tools/stats/ris

i Center for Applied Internet Data Analysis
~ University of California San Diego
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TELESCOPE + BGP

Complementarity
Libya
e Contrasting telescope traffic with e T
BGP measurements revealed a mix, | ||

of blocking techniques that was
not publicized by others

* [he second Libyan outage involved
overlapping of BGP withdrawals

packets per secon

@
and packet filtering T T [ e
125;55555 "JEE;E"""" jﬂﬂﬂﬂﬂﬂjﬂ EEEE;EEEDDE
-«% L B

(O BGP
G

LyStateAS —&— E

INtAS2 —e—

4 Center for Applied Internet Data Analysis s

University of California San Diego

calda



http://tie.comics.unina.it

BEFORE [ODA

nitting the news




COMMUNICATIONS
ACM

*  University of California San Diego

BEFORE [ODA

hitting the news

" Center for Applied Internet Data Analysis



BEFORE [ODA

pbost-event manual analysis

EGYPT, JAN 201 1
GOVERNMENT ORDERS
TO SHUT DOWN THE
INTERNET
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[ODA GOALS

! i" Center for Applied Internet Data Analysis
e University of California San Diego

applied research

IC0Q
automated QOQ

near-realtime
detection

24/7 monitoring

2
el

whole Internet

in few minutes [ S



|[ODA CHALLENGES

Why this is a tough problem

e refine/extend inference methodologies

e automate inference methodologies

e complex data

* noisy data

*big data

* heterogeneous data

e velocity

* |ack of tools

e distributed system

e visualization for dashboards and data exploration
* |ots of Infrastructure to maintain/operate
[

e all with relatively few money/people/time..

. Center for Applied Internet Data Analysis
~ University of California San Diego




[ODA FIRST YEARS

documenting events on our blog

Syria disappears from the Internet — Nov 2012



[ODA FIRST YEARS

documenting events on our blog

Time Warner Cable outage 27th August 2014

20



[ODA FIRST YEARS

documenting events on our blog

Time Warner Cable outage 27th August 2014
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[ODA AFTER 2 YEARS

live Internet monitoring

https://ioda.caida.org/public/kp-outage

22


https://ioda.caida.org/public/kp-outage

IODA AFTER 4 YEARS (TODAY)

live detection and monitoring

https://ioda.caidd.org
23
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Measurement

Border Gateway Protocol
Routing: AS paths and prefixes

) ROUTE
RIFE &5

Internet Background Radiation
Data-plane packets

UCSD Network
Telescope
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Ping and Traceroute
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high-level system view
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[ODA'S CITY MAP

high-level system view
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[ODA'S CITY MAP

high-level system view
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[ODA'S CITY MAP

high-level system view
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[ODA'S CITY MAP

high-level system view

Data
Transformation

:i g graphite g:
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[ODA'S CITY MAP

high-level system view

Web Application
CHARTH®USE
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e PHP %
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Measurement

each with its own challenges

Data Processing
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AN EXAMPLE: BGPSTREAM

efficient scalable processing of Internet routing data

Measurement

Border Gateway Protocol
Routing: AS paths and prefixes

Data Processing
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BGPS REAM

the baradox

[Docs) [txt|pdf]

Obsoleted by: 1163 EXPERIMENTAL
Network Working Group K. Lougheed
Request for Comments: 1105 cisco Systems

Y. Rekhter

2

T.J. Watson Research Center,

A Border Gateway Protocol (BGP)

« BGP is the central nervous system of the Internet!
» There is almost 40 years of highly relevant research on BGP (and still going..)

+ Operators collect, analyze and monitor BGP data to learn about and solve
Internet routing problems

- There was no efficient way of processing large amounts of
distributed and/or live BGP measurement data

. Center for Applied Internet Data Analysis
" University of California San Diego
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BGPS REAM

efficient scalable processing of Internet routing data
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BGPS REAM

efficient scalable processing of Internet routing data

|
Your Script |
(in Python) Consumerstu

4 }

Your Script Sync - Kafka
(in Python) Sdn Cluster

Spark

\ / Pfx-mon [ | Your Plugin || RT

PyBGPStream BGPReader BGPCorsaro

Meta-Data Providers

| L2

Data Providers
(Route Views, RIPE RIS, local)

W
#

i Center for Applied Internet Data Analysis
~ University of California San Diego B G P C, T R E A M
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BGPS TREAM IN IODA

the toolchain we needed to process routing datd

Your Script
(in Python)
Your Script Your App
Spark (in Python) (in O

Consumers P ||

.*

Kafka p
Cluster \v

N/ ‘

PyBGPStream | | BGPReader
.’

Center for Applied Internet Data Analysis

~ University of California San Diego

BGPEITREAM
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BGPS TREAM IN IODA

32 BGPCorsaro instances processing data from ~500 routers

-=-=-- Meta-data

—— RT Data Consumers Consumers

Application A “ Application Z “

S 1
Serz:S AT Sync Meta-data A -

Sync '
Server Z |- RT Meta-data <~

RT Data Topic 2
RT Data Topic N

—

o

—~

o

' N S
i Sync Meta-data Z2 [-------- : o
s

o

>

Apache Kafka A ry A

RT RT —
manages trade-off rBGPCorsaro—‘ rBGPCor'sqr'o—‘ BGPCorsaro \
between: n ensures data

Y Y 4 accuracy and integrity

- buffer size
- latency 1ibBGPStream
- completeness 3

Meta-Data Providers

Y

| Ti CthNfbrApphgdhﬁe e ————s
‘[:ﬂl d T (Route Views, RIPE RIS, local) BGP ’ TREAM
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BGPSTREAM BGPEITREAM

A research + develobment project of its own

*\We published a paper presenting BGPStream at the ACM Internet

Measurement Conference 2016
* Includes analysis of massive amounts of historical BGP data

using Apache Spark running on SDSC's Comet!

* Alistair has been awarded the IRTF’s Applied Networking
Research Prize for this paper and will present it at the next
Internet Engineering Task Force (IETF) meeting.

e Users worldwide (including students), code contributions, and

several collaborations:
e Cisco Systems awarded us ~$ 100k to collaborate to
extend BGPStream functionalities to support their open-source

BGP Monitoring Protocol framework ¢ | l bl I 1

CISCO

. Center for Applied Internet Data Analysis
~ University of California San Diego
40
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Measurement

Border Gateway Protocol
Routing: AS paths and prefixes
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NCC %

Internet Background Radiation
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[ODA SW SPIN OFFS

open-source frameworks of more general utility

Data Processing

Ping-based
measurements
coordination
and /24 outage
inference
(USC/ISI methodology)
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ONGOING COLLABS

Academia, Industry, Government

Collaboration with Industry

"0

COMCAST

Comcast

etfran)n,
CISCO

Cisco
Public Safety

[C

FCC

We are collaborating with Comcast researchers, who are using |IODA to support their own research on Internet reliability and performance.
In addition, Comcast, through their Innovation Fund provided a research grant for the develcpment of visual interfaces tc monitor and
characterize Internet outages.

We established a colleboration with researchers at Cisco Systems, who are using BGPStream and are collaborating in extending it to
support internal and open source projects carried out by Cisco, such as the OpenBMP implementation of the BGP Monitoring Protocol.

The Public Safety and Homeland Security Bureau (PSHSE) of the Federal Communications Commission (FCC) has the responsibility for
ensuring that communications networks are reliable, resilient and secure. To accomplish this task, the PSHSB developed a data-driven
process centered on collecting information on and performing analyses of communication outages. CAIDA had several meetings with the
FCC io discuss results cf the IODA project, providing the FCC with additional insight into the complexity of Internet outage manitering and to
discuss technology transfer of some of these research results and infrastructure capabilities.

e Also, research collaborations with networking and poli-sci
researchers

calda

i Center for Applied Internet Data Analysis
~ University of California San Diego
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[ODA FUTURE

next steps

e Collect feedback

* Provide to 3rd parties livet+historical alert data feeds through the DHS
“Information Marketplace for Policy and Analysis of Cyber-Risk & Trust” program

* |nfrastructure Improvements/Maintenance/Documentation etc.
* Research on improving and cross-validating inferences

* Integrate other data sources

. Center for Applied Internet Data Analysis
~ University of California San Diego
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THANKS

www.caida.org/projects/ioda
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