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Entire country taken offline for two
days after undersea internet cable cut
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Iraq shuts down the internet to stop
pupils cheating in exams

TheIraqi government cuts off fixed-line and mobile
broadband services to discourage children from smuggling
mobile phones into state tests

A Shutting down the internet is an efficient way of discouraging internet-based cheating - but the move has been
criticised by human rights campaigners. Photograph: Ghaith Abdul-Ahad/Getty Images



Wouldn't it be great if we
controlled peoples’ computer?



Statement from the SIGCOMM 2015 Program Committee: The SIGCOMM 2015 PC appreciated the technical contributions made in
this paper, but found the paper controversial because some of the experiments the authors conducted raise ethical concems. The controversy
arose in large part because the networking research community does not yet have widely accepted guidelines or rules for the ethics of
experiments that measure online censorship. In accordance with the published submission guidelines for SIGCOMM 2015, had the authors
not engaged with their Institutional Review Boards (IRBs) or had their IRBs determined that their research was unethical, the PC would
have rejected the paper without review. But the authors did engage with their IRBs, which did not flag the research as unethical. The PC
hopes that discussion of the ethical concems these expeniments raise will advance the development of ethical guidelines in this area. It is the
PC’s view that future guidelines should include as a core principle that researchers should not engage in experiments that subject users to an
appreciable risk of substantial harm absent informed consent. The PC endorses neither the use of the experimental techniques this paper
describes nor the experiments the authors conducted.
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Institutional Review Boards (IRBs)

e Common inthe U.S. and some parts of Europe

o  Originally for biomedical and behavioral research

o Goalisto prevent people coming to harm
e Oversight body inside universities for human subjects research
e Oftenill-informed about technology

o Level of involvement varies significantly



Encore: How it works

1. Gotoawebsite, e.g., news.com

2. Your browser loads a script
from thirdparty.com

3. Thisscript makes your browser
connect to adult-content.com

4. Thirdparty.com then infers if
your browser could connect to

adult-content.com

1. Origin serves page to client

containing measurement task ”
—
2. Client ren n .
Client renders page and Origin
executes measurement task .
Web site

3. Task issues a cross-origin request

Client for a resource on measurement target
- @

4. Censor may filter Measurement
request or response target

Source: https://techscience.org/a/2015121501/



What should we make of Encore?

e Princeton and Georgia Tech IRB: Not human subjects research
o  How would you obtain informed consent?
o  ArelP addresses personally identifying information?

e How do you define risks and harms?
e Nolaws were violated in the U.S.
o  But perhaps somewhere else?
e Opt-invs. opt-out?
e Enables measurements at significant scale
o  Censorship can differ by region and autonomous system



Snowflake

Snowflake is a WebRTC pluggable transport for Tor.

This page enables you to use your web browser as a proxy to help other
Internet users in censored places. When you click yes, your browser will act as
a censorship circumvention proxy as long as you are viewing a page with the
snowflake badge.

Do you want your browser to act as a proxy?

Snowflake Proxy is OFF




(Some) ethical frameworks

e Belmont Report

o lIssuedin 1979

o  Concerns scientific and medical research involving people

o “Respect for persons”, “beneficence”, and “justice”
e Common Rule

o U.S.federal regulation

o Instructs IRBs to make sure that research meets Belmont Report principles
e Menlo Report

o Issuedin2012

o  Translates Belmont Report into computer science domain



Case study: OONI

e Develops tool that measures Internet censorship

o  https://ooni.torproject.org
e Tests many different types of censorship

e Work with partners and communicates risks clearly

e Makes available anonymized censorship measurements

e Maintains world-wide view of censorship


https://ooni.torproject.org
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Brief overview of IODA

e ‘“Internet Outage Detection and Analysis”

e Platform that detects Internet outages and facilitates analysis
e Takes as input three data sources (BGP, active probing, darknet)
e Finds outages on country, region, and autonomous system level

e https://ioda.caida.org

INTERNET OUTAGE DETECTION AND ANALYSIS
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The two components of IODA

e Dashboard provides overview of outages over last seven days

o  Publicly available

o  https://ioda.caida.org/ioda/dashboard
e Explorer allows in-depth investigation of outages

o Requires an account (contact me!)

o  https://ioda.caida.org/ioda/explorer



Who worries about outages?

e Internet shutdowns are a human rights problem
o  Bringing transparency and holding actors accountable

e Some parties bound by service level agreements

o  What networks are offline?

e Protection of critical infrastructure |" "l (T)EPEH NOLOGY

| | ]
o Power grid etc. = & FUND

/2
COMCAST



Measuring the Tor network



Understanding Tor

e How many people use Tor?
e For how long do people use it?
e What do people do over Tor?

e What websites do Tor users visit?
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Possible to measure the network safely
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Data collection is easy

e Nothing stops you from doing
unethical data collection
e Design of Tor Browser should

minimize attack surface

Entry guard == Encrypted by Tor

% == Not encrypted by Tor
-
% network .

Destination
Middle relay

Tor chent

'.l“‘

Exit relay



Finding malicious Tor relays

Scanning with exitmap:

https://github.com/NullHypothesis/exitmap

Performs a task over all ~1,000 Tor exit relays
The Tor Project uses tool to hunt malicious exit relays
Can detect many kinds of MitM attacks

Malicious exit relays are then blocked by Tor Project

N



https://github.com/NullHypothesis/exitmap

https://research.torproject.org/safetyboard.html

Home Safety Board Groups Ideas Tech Reports

Tor Research Safety Board

o What is the Tor Research Safety Board?

o What are the safety guidelines?

o How can | submit a request for advice?

e What are some examples of research that is in-scope?
¢ Who is on the Board?

« FAQ




Case study: # of DNS requests

-

8

@ 8 750

05

8 £ 500

= =

7 = 250

P

- 0
00:00 06:00 12:00 18:00 00:00
May 25 May 25 May 25 May 25 May 26

Time



Security research inherently political

The Moral Character of Cryptographic Work*
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Ethics in computer science

e Unlike physics, computer science hasn’'t had an “atomic bomb” moment
o  We'reincreasingly having many smaller “bomb” moments

e “Anything goes” attitude not uncommon

e Universities share blame
o  How many curricula incorporate ethics courses?

e Dogmas sometimes imply recklessness

o “Move fast and break things”



Email: phw@nymity.ch
Web: nymity.ch
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