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1. Detects suspicious events by monitoring the Internet 24/7 
Detects sophisticated attacks  

2. Executes traceroutes on-the-fly during a detected event 
Provides unique view of data-plane + control-plane  

3. Dashboard enables DB queries and provides visualization 
interfaces 

CAIDA BGP (Hijacking) Observatory
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 Recent reports have highlighted incidents of massive Internet traffic interception executed by 
re-routing BGP paths across the globe (affecting banks, governments, entire network service providers, 
etc.). The potential impact of these attacks can range from massive eavesdropping to identity spoofing or 
selective content modification. 

 Because of their complex dynamics, and the number of different actors involved on a global scale, 
devising effective methodologies for the detection and characterization of traffic interception events 
requires empirical and timely data (e.g., acquired while the event is still ongoing). Such data must be a 
combination of passive BGP measurements and active measurements (such as traceroutes), since the 
mechanism triggering the attack operates on the inter-domain routing control plane, but the actual 
impact is only verifiable in the data plane.

In this project we:

 1. investigate, develop, and experimentally evaluate novel methodologies to automatically detect  
 traffic interception events and to characterize their extent, frequency, and impact;

 2. extend our measurement infrastructure to detect in near-realtime and report episodes of traffic  
 interception based on BGP hijacking;

 3. document such events, providing datasets to researchers as well as informing operators,    
 emergency-response teams, law-enforcement agencies, and policy makers.

 To help understand the events detected by the system, we are developing a dashboard that summarizes geographic and topological 
information extracted from both control- and data-plane measurements. For example, we display on a map the location of the probes whose 
traceroutes traverse either the potential victim AS only (blue), or the potential attacker AS only (green), or both (red). We use a Sankey diagram 
(left) to group path segments observed by multiple monitors, to facilitate detailed characterization.

SUMMARY

DASHBOARD
FAKE SUB-PREFIX ANNOUNCEMENT 
ATTACK SCENARIO 3

FAKE PATH
ATTACK SCENARIO 2

FAKE ORIGIN
ATTACK SCENARIO 1

ARCHITECTURE OVERVIEW

 The attacker announces to its neighbors a sub-prefix of the prefix origi-
nated by the victim AS (destination) using the legitimate path (AS4,AS5,AS3). 
To detect this attack, we check each newly announced sub-prefix and look 
for the suspicious presence of a common sub-path in all the paths visible 
through our monitors. In this example, all the paths towards the victim will 
share the sub-path AS4,AS5,AS3 since neither AS3 or AS5 are announcing 
such sub-prefix.

 The attacker pretends to be the owner of the prefix but preserves a route 
through a legitimate path to reach the victim (destination). To detect this 
attack, we monitor multiple-origin-AS (MOAS) prefixes, filter out cases in 
which the ASes involved in a MOAS have relationships (e.g., customer-provid-
er) that suggest the event is legitimate, and issue traceroutes from multiple 
vantage points in order to compare the BGP AS path with the AS path inferred 
from packet probing. In case of interception these paths will differ.

 In this scenario, the attacker evades MOAS detection by lying about being 
able to reach the victim (destination) in few hops. To detect this attack, we 
monitor BGP annoucements looking for edges in the topology graph that 
were never previously observed. We then execute traceroutes and compare 
BGP AS paths and AS paths inferred from the data plane as in the previous ex-
ample.

 We implement our methodology in a system that monitors the Internet and report 
events in near-realtime. It partially relies on other projects (e.g., RouteViews, RIPE RIS, 
RIPE Atlas, CAIDA Periscope and CAIDA Ark) and existing components (e.g., IP Geoloca-
tion and AS relationship DBs). We marked in red the components currently under devel-
opment (blue components are completed or only need refinement).

http://www.caida.org/funding/hijacks/
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 Recent reports have highlighted incidents of massive Internet traffic interception executed by 
re-routing BGP paths across the globe (affecting banks, governments, entire network service providers, 
etc.). The potential impact of these attacks can range from massive eavesdropping to identity spoofing or 
selective content modification. 

 Because of their complex dynamics, and the number of different actors involved on a global scale, 
devising effective methodologies for the detection and characterization of traffic interception events 
requires empirical and timely data (e.g., acquired while the event is still ongoing). Such data must be a 
combination of passive BGP measurements and active measurements (such as traceroutes), since the 
mechanism triggering the attack operates on the inter-domain routing control plane, but the actual 
impact is only verifiable in the data plane.

In this project we:

 1. investigate, develop, and experimentally evaluate novel methodologies to automatically detect  
 traffic interception events and to characterize their extent, frequency, and impact;

 2. extend our measurement infrastructure to detect in near-realtime and report episodes of traffic  
 interception based on BGP hijacking;

 3. document such events, providing datasets to researchers as well as informing operators,    
 emergency-response teams, law-enforcement agencies, and policy makers.

 To help understand the events detected by the system, we are developing a dashboard that summarizes geographic and topological 
information extracted from both control- and data-plane measurements. For example, we display on a map the location of the probes whose 
traceroutes traverse either the potential victim AS only (blue), or the potential attacker AS only (green), or both (red). We use a Sankey diagram 
(left) to group path segments observed by multiple monitors, to facilitate detailed characterization.

SUMMARY

DASHBOARD
FAKE SUB-PREFIX ANNOUNCEMENT 
ATTACK SCENARIO 3

FAKE PATH
ATTACK SCENARIO 2

FAKE ORIGIN
ATTACK SCENARIO 1

ARCHITECTURE OVERVIEW

 The attacker announces to its neighbors a sub-prefix of the prefix origi-
nated by the victim AS (destination) using the legitimate path (AS4,AS5,AS3). 
To detect this attack, we check each newly announced sub-prefix and look 
for the suspicious presence of a common sub-path in all the paths visible 
through our monitors. In this example, all the paths towards the victim will 
share the sub-path AS4,AS5,AS3 since neither AS3 or AS5 are announcing 
such sub-prefix.

 The attacker pretends to be the owner of the prefix but preserves a route 
through a legitimate path to reach the victim (destination). To detect this 
attack, we monitor multiple-origin-AS (MOAS) prefixes, filter out cases in 
which the ASes involved in a MOAS have relationships (e.g., customer-provid-
er) that suggest the event is legitimate, and issue traceroutes from multiple 
vantage points in order to compare the BGP AS path with the AS path inferred 
from packet probing. In case of interception these paths will differ.

 In this scenario, the attacker evades MOAS detection by lying about being 
able to reach the victim (destination) in few hops. To detect this attack, we 
monitor BGP annoucements looking for edges in the topology graph that 
were never previously observed. We then execute traceroutes and compare 
BGP AS paths and AS paths inferred from the data plane as in the previous ex-
ample.

 We implement our methodology in a system that monitors the Internet and report 
events in near-realtime. It partially relies on other projects (e.g., RouteViews, RIPE RIS, 
RIPE Atlas, CAIDA Periscope and CAIDA Ark) and existing components (e.g., IP Geoloca-
tion and AS relationship DBs). We marked in red the components currently under devel-
opment (blue components are completed or only need refinement).

http://www.caida.org/funding/hijacks/
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 Recent reports have highlighted incidents of massive Internet traffic interception executed by 
re-routing BGP paths across the globe (affecting banks, governments, entire network service providers, 
etc.). The potential impact of these attacks can range from massive eavesdropping to identity spoofing or 
selective content modification. 

 Because of their complex dynamics, and the number of different actors involved on a global scale, 
devising effective methodologies for the detection and characterization of traffic interception events 
requires empirical and timely data (e.g., acquired while the event is still ongoing). Such data must be a 
combination of passive BGP measurements and active measurements (such as traceroutes), since the 
mechanism triggering the attack operates on the inter-domain routing control plane, but the actual 
impact is only verifiable in the data plane.

In this project we:

 1. investigate, develop, and experimentally evaluate novel methodologies to automatically detect  
 traffic interception events and to characterize their extent, frequency, and impact;

 2. extend our measurement infrastructure to detect in near-realtime and report episodes of traffic  
 interception based on BGP hijacking;

 3. document such events, providing datasets to researchers as well as informing operators,    
 emergency-response teams, law-enforcement agencies, and policy makers.

 To help understand the events detected by the system, we are developing a dashboard that summarizes geographic and topological 
information extracted from both control- and data-plane measurements. For example, we display on a map the location of the probes whose 
traceroutes traverse either the potential victim AS only (blue), or the potential attacker AS only (green), or both (red). We use a Sankey diagram 
(left) to group path segments observed by multiple monitors, to facilitate detailed characterization.

SUMMARY

DASHBOARD
FAKE SUB-PREFIX ANNOUNCEMENT 
ATTACK SCENARIO 3

FAKE PATH
ATTACK SCENARIO 2

FAKE ORIGIN
ATTACK SCENARIO 1

ARCHITECTURE OVERVIEW

 The attacker announces to its neighbors a sub-prefix of the prefix origi-
nated by the victim AS (destination) using the legitimate path (AS4,AS5,AS3). 
To detect this attack, we check each newly announced sub-prefix and look 
for the suspicious presence of a common sub-path in all the paths visible 
through our monitors. In this example, all the paths towards the victim will 
share the sub-path AS4,AS5,AS3 since neither AS3 or AS5 are announcing 
such sub-prefix.

 The attacker pretends to be the owner of the prefix but preserves a route 
through a legitimate path to reach the victim (destination). To detect this 
attack, we monitor multiple-origin-AS (MOAS) prefixes, filter out cases in 
which the ASes involved in a MOAS have relationships (e.g., customer-provid-
er) that suggest the event is legitimate, and issue traceroutes from multiple 
vantage points in order to compare the BGP AS path with the AS path inferred 
from packet probing. In case of interception these paths will differ.

 In this scenario, the attacker evades MOAS detection by lying about being 
able to reach the victim (destination) in few hops. To detect this attack, we 
monitor BGP annoucements looking for edges in the topology graph that 
were never previously observed. We then execute traceroutes and compare 
BGP AS paths and AS paths inferred from the data plane as in the previous ex-
ample.

 We implement our methodology in a system that monitors the Internet and report 
events in near-realtime. It partially relies on other projects (e.g., RouteViews, RIPE RIS, 
RIPE Atlas, CAIDA Periscope and CAIDA Ark) and existing components (e.g., IP Geoloca-
tion and AS relationship DBs). We marked in red the components currently under devel-
opment (blue components are completed or only need refinement).

http://www.caida.org/funding/hijacks/
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 Recent reports have highlighted incidents of massive Internet traffic interception executed by 
re-routing BGP paths across the globe (affecting banks, governments, entire network service providers, 
etc.). The potential impact of these attacks can range from massive eavesdropping to identity spoofing or 
selective content modification. 

 Because of their complex dynamics, and the number of different actors involved on a global scale, 
devising effective methodologies for the detection and characterization of traffic interception events 
requires empirical and timely data (e.g., acquired while the event is still ongoing). Such data must be a 
combination of passive BGP measurements and active measurements (such as traceroutes), since the 
mechanism triggering the attack operates on the inter-domain routing control plane, but the actual 
impact is only verifiable in the data plane.

In this project we:

 1. investigate, develop, and experimentally evaluate novel methodologies to automatically detect  
 traffic interception events and to characterize their extent, frequency, and impact;

 2. extend our measurement infrastructure to detect in near-realtime and report episodes of traffic  
 interception based on BGP hijacking;

 3. document such events, providing datasets to researchers as well as informing operators,    
 emergency-response teams, law-enforcement agencies, and policy makers.

 To help understand the events detected by the system, we are developing a dashboard that summarizes geographic and topological 
information extracted from both control- and data-plane measurements. For example, we display on a map the location of the probes whose 
traceroutes traverse either the potential victim AS only (blue), or the potential attacker AS only (green), or both (red). We use a Sankey diagram 
(left) to group path segments observed by multiple monitors, to facilitate detailed characterization.

SUMMARY

DASHBOARD
FAKE SUB-PREFIX ANNOUNCEMENT 
ATTACK SCENARIO 3

FAKE PATH
ATTACK SCENARIO 2

FAKE ORIGIN
ATTACK SCENARIO 1

ARCHITECTURE OVERVIEW

 The attacker announces to its neighbors a sub-prefix of the prefix origi-
nated by the victim AS (destination) using the legitimate path (AS4,AS5,AS3). 
To detect this attack, we check each newly announced sub-prefix and look 
for the suspicious presence of a common sub-path in all the paths visible 
through our monitors. In this example, all the paths towards the victim will 
share the sub-path AS4,AS5,AS3 since neither AS3 or AS5 are announcing 
such sub-prefix.

 The attacker pretends to be the owner of the prefix but preserves a route 
through a legitimate path to reach the victim (destination). To detect this 
attack, we monitor multiple-origin-AS (MOAS) prefixes, filter out cases in 
which the ASes involved in a MOAS have relationships (e.g., customer-provid-
er) that suggest the event is legitimate, and issue traceroutes from multiple 
vantage points in order to compare the BGP AS path with the AS path inferred 
from packet probing. In case of interception these paths will differ.

 In this scenario, the attacker evades MOAS detection by lying about being 
able to reach the victim (destination) in few hops. To detect this attack, we 
monitor BGP annoucements looking for edges in the topology graph that 
were never previously observed. We then execute traceroutes and compare 
BGP AS paths and AS paths inferred from the data plane as in the previous ex-
ample.

 We implement our methodology in a system that monitors the Internet and report 
events in near-realtime. It partially relies on other projects (e.g., RouteViews, RIPE RIS, 
RIPE Atlas, CAIDA Periscope and CAIDA Ark) and existing components (e.g., IP Geoloca-
tion and AS relationship DBs). We marked in red the components currently under devel-
opment (blue components are completed or only need refinement).

http://www.caida.org/funding/hijacks/
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 Recent reports have highlighted incidents of massive Internet traffic interception executed by 
re-routing BGP paths across the globe (affecting banks, governments, entire network service providers, 
etc.). The potential impact of these attacks can range from massive eavesdropping to identity spoofing or 
selective content modification. 

 Because of their complex dynamics, and the number of different actors involved on a global scale, 
devising effective methodologies for the detection and characterization of traffic interception events 
requires empirical and timely data (e.g., acquired while the event is still ongoing). Such data must be a 
combination of passive BGP measurements and active measurements (such as traceroutes), since the 
mechanism triggering the attack operates on the inter-domain routing control plane, but the actual 
impact is only verifiable in the data plane.

In this project we:

 1. investigate, develop, and experimentally evaluate novel methodologies to automatically detect  
 traffic interception events and to characterize their extent, frequency, and impact;

 2. extend our measurement infrastructure to detect in near-realtime and report episodes of traffic  
 interception based on BGP hijacking;

 3. document such events, providing datasets to researchers as well as informing operators,    
 emergency-response teams, law-enforcement agencies, and policy makers.

 To help understand the events detected by the system, we are developing a dashboard that summarizes geographic and topological 
information extracted from both control- and data-plane measurements. For example, we display on a map the location of the probes whose 
traceroutes traverse either the potential victim AS only (blue), or the potential attacker AS only (green), or both (red). We use a Sankey diagram 
(left) to group path segments observed by multiple monitors, to facilitate detailed characterization.

SUMMARY

DASHBOARD
FAKE SUB-PREFIX ANNOUNCEMENT 
ATTACK SCENARIO 3

FAKE PATH
ATTACK SCENARIO 2

FAKE ORIGIN
ATTACK SCENARIO 1

ARCHITECTURE OVERVIEW

 The attacker announces to its neighbors a sub-prefix of the prefix origi-
nated by the victim AS (destination) using the legitimate path (AS4,AS5,AS3). 
To detect this attack, we check each newly announced sub-prefix and look 
for the suspicious presence of a common sub-path in all the paths visible 
through our monitors. In this example, all the paths towards the victim will 
share the sub-path AS4,AS5,AS3 since neither AS3 or AS5 are announcing 
such sub-prefix.

 The attacker pretends to be the owner of the prefix but preserves a route 
through a legitimate path to reach the victim (destination). To detect this 
attack, we monitor multiple-origin-AS (MOAS) prefixes, filter out cases in 
which the ASes involved in a MOAS have relationships (e.g., customer-provid-
er) that suggest the event is legitimate, and issue traceroutes from multiple 
vantage points in order to compare the BGP AS path with the AS path inferred 
from packet probing. In case of interception these paths will differ.

 In this scenario, the attacker evades MOAS detection by lying about being 
able to reach the victim (destination) in few hops. To detect this attack, we 
monitor BGP annoucements looking for edges in the topology graph that 
were never previously observed. We then execute traceroutes and compare 
BGP AS paths and AS paths inferred from the data plane as in the previous ex-
ample.

 We implement our methodology in a system that monitors the Internet and report 
events in near-realtime. It partially relies on other projects (e.g., RouteViews, RIPE RIS, 
RIPE Atlas, CAIDA Periscope and CAIDA Ark) and existing components (e.g., IP Geoloca-
tion and AS relationship DBs). We marked in red the components currently under devel-
opment (blue components are completed or only need refinement).

http://www.caida.org/funding/hijacks/
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 Recent reports have highlighted incidents of massive Internet traffic interception executed by 
re-routing BGP paths across the globe (affecting banks, governments, entire network service providers, 
etc.). The potential impact of these attacks can range from massive eavesdropping to identity spoofing or 
selective content modification. 

 Because of their complex dynamics, and the number of different actors involved on a global scale, 
devising effective methodologies for the detection and characterization of traffic interception events 
requires empirical and timely data (e.g., acquired while the event is still ongoing). Such data must be a 
combination of passive BGP measurements and active measurements (such as traceroutes), since the 
mechanism triggering the attack operates on the inter-domain routing control plane, but the actual 
impact is only verifiable in the data plane.

In this project we:

 1. investigate, develop, and experimentally evaluate novel methodologies to automatically detect  
 traffic interception events and to characterize their extent, frequency, and impact;

 2. extend our measurement infrastructure to detect in near-realtime and report episodes of traffic  
 interception based on BGP hijacking;

 3. document such events, providing datasets to researchers as well as informing operators,    
 emergency-response teams, law-enforcement agencies, and policy makers.

 To help understand the events detected by the system, we are developing a dashboard that summarizes geographic and topological 
information extracted from both control- and data-plane measurements. For example, we display on a map the location of the probes whose 
traceroutes traverse either the potential victim AS only (blue), or the potential attacker AS only (green), or both (red). We use a Sankey diagram 
(left) to group path segments observed by multiple monitors, to facilitate detailed characterization.

SUMMARY

DASHBOARD
FAKE SUB-PREFIX ANNOUNCEMENT 
ATTACK SCENARIO 3

FAKE PATH
ATTACK SCENARIO 2

FAKE ORIGIN
ATTACK SCENARIO 1

ARCHITECTURE OVERVIEW

 The attacker announces to its neighbors a sub-prefix of the prefix origi-
nated by the victim AS (destination) using the legitimate path (AS4,AS5,AS3). 
To detect this attack, we check each newly announced sub-prefix and look 
for the suspicious presence of a common sub-path in all the paths visible 
through our monitors. In this example, all the paths towards the victim will 
share the sub-path AS4,AS5,AS3 since neither AS3 or AS5 are announcing 
such sub-prefix.

 The attacker pretends to be the owner of the prefix but preserves a route 
through a legitimate path to reach the victim (destination). To detect this 
attack, we monitor multiple-origin-AS (MOAS) prefixes, filter out cases in 
which the ASes involved in a MOAS have relationships (e.g., customer-provid-
er) that suggest the event is legitimate, and issue traceroutes from multiple 
vantage points in order to compare the BGP AS path with the AS path inferred 
from packet probing. In case of interception these paths will differ.

 In this scenario, the attacker evades MOAS detection by lying about being 
able to reach the victim (destination) in few hops. To detect this attack, we 
monitor BGP annoucements looking for edges in the topology graph that 
were never previously observed. We then execute traceroutes and compare 
BGP AS paths and AS paths inferred from the data plane as in the previous ex-
ample.

 We implement our methodology in a system that monitors the Internet and report 
events in near-realtime. It partially relies on other projects (e.g., RouteViews, RIPE RIS, 
RIPE Atlas, CAIDA Periscope and CAIDA Ark) and existing components (e.g., IP Geoloca-
tion and AS relationship DBs). We marked in red the components currently under devel-
opment (blue components are completed or only need refinement).

http://www.caida.org/funding/hijacks/
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 Recent reports have highlighted incidents of massive Internet traffic interception executed by 
re-routing BGP paths across the globe (affecting banks, governments, entire network service providers, 
etc.). The potential impact of these attacks can range from massive eavesdropping to identity spoofing or 
selective content modification. 

 Because of their complex dynamics, and the number of different actors involved on a global scale, 
devising effective methodologies for the detection and characterization of traffic interception events 
requires empirical and timely data (e.g., acquired while the event is still ongoing). Such data must be a 
combination of passive BGP measurements and active measurements (such as traceroutes), since the 
mechanism triggering the attack operates on the inter-domain routing control plane, but the actual 
impact is only verifiable in the data plane.

In this project we:

 1. investigate, develop, and experimentally evaluate novel methodologies to automatically detect  
 traffic interception events and to characterize their extent, frequency, and impact;

 2. extend our measurement infrastructure to detect in near-realtime and report episodes of traffic  
 interception based on BGP hijacking;

 3. document such events, providing datasets to researchers as well as informing operators,    
 emergency-response teams, law-enforcement agencies, and policy makers.

 To help understand the events detected by the system, we are developing a dashboard that summarizes geographic and topological 
information extracted from both control- and data-plane measurements. For example, we display on a map the location of the probes whose 
traceroutes traverse either the potential victim AS only (blue), or the potential attacker AS only (green), or both (red). We use a Sankey diagram 
(left) to group path segments observed by multiple monitors, to facilitate detailed characterization.

SUMMARY

DASHBOARD
FAKE SUB-PREFIX ANNOUNCEMENT 
ATTACK SCENARIO 3

FAKE PATH
ATTACK SCENARIO 2

FAKE ORIGIN
ATTACK SCENARIO 1

ARCHITECTURE OVERVIEW

 The attacker announces to its neighbors a sub-prefix of the prefix origi-
nated by the victim AS (destination) using the legitimate path (AS4,AS5,AS3). 
To detect this attack, we check each newly announced sub-prefix and look 
for the suspicious presence of a common sub-path in all the paths visible 
through our monitors. In this example, all the paths towards the victim will 
share the sub-path AS4,AS5,AS3 since neither AS3 or AS5 are announcing 
such sub-prefix.

 The attacker pretends to be the owner of the prefix but preserves a route 
through a legitimate path to reach the victim (destination). To detect this 
attack, we monitor multiple-origin-AS (MOAS) prefixes, filter out cases in 
which the ASes involved in a MOAS have relationships (e.g., customer-provid-
er) that suggest the event is legitimate, and issue traceroutes from multiple 
vantage points in order to compare the BGP AS path with the AS path inferred 
from packet probing. In case of interception these paths will differ.

 In this scenario, the attacker evades MOAS detection by lying about being 
able to reach the victim (destination) in few hops. To detect this attack, we 
monitor BGP annoucements looking for edges in the topology graph that 
were never previously observed. We then execute traceroutes and compare 
BGP AS paths and AS paths inferred from the data plane as in the previous ex-
ample.

 We implement our methodology in a system that monitors the Internet and report 
events in near-realtime. It partially relies on other projects (e.g., RouteViews, RIPE RIS, 
RIPE Atlas, CAIDA Periscope and CAIDA Ark) and existing components (e.g., IP Geoloca-
tion and AS relationship DBs). We marked in red the components currently under devel-
opment (blue components are completed or only need refinement).

http://www.caida.org/funding/hijacks/

Detecting and Characterizing Internet Traffic Interception 
based on BGP Hijacking

AS1

SOURCE

AS2

...

DESTINATION

AS3

AS4

ATTACKER

102.12.12.0/22: AS4102.12.12.0/22: AS2,AS3

102.12.12.0/22: AS3

AS1

SOURCE

AS2

AS5

DESTINATION

AS3

AS4

ATTACKER

102.12.12.0/24: AS4,AS5,AS3
102.12.12.0/22: AS2,AS3

102.12.12.0/22: AS3

“DEFCON #16” HIJACKS

�17

MORE  
SPECIFIC 
PREFIX

BUT 
TRUE 
PATH

Funding source:
NSF CNS-1423659
DHS S&T HHSP 233201600012C

Alberto Dainotti (Lead PI) | Phillipa Gill (PI) | Alistair King  
Ruwaifa Anwar | Danilo Cicalese | Kc Claffy | Dario Rossi | Chiara Orsini 

TEAM
UMassAmherst

Collection and
preprocessing
of BGP feeds

BGP Monitoring:
Extraction of metrics

 and anomaly
detection

Coordination of
active measurements,

data, correlation,
and diagnosis

Event charaterization
and impact assessment

Archipelago

RIPE Atlas

Periscope

RIPE RIS

Routeviews

Databases

Control-plane
historical data

Data-plane
historical data

IP Geolocation IXP
PeeringDB

AS 
Relationships

RPKI
cache

Interception
historical data

...

AS1

SOURCE

AS2

AS3 ...

DESTINATION

AS4

AS9

ATTACKER

102.12.12.0/22: AS9,AS4
102.12.12.0/22: AS2,AS3,AS4

102.12.12.0/22: AS4

 Recent reports have highlighted incidents of massive Internet traffic interception executed by 
re-routing BGP paths across the globe (affecting banks, governments, entire network service providers, 
etc.). The potential impact of these attacks can range from massive eavesdropping to identity spoofing or 
selective content modification. 

 Because of their complex dynamics, and the number of different actors involved on a global scale, 
devising effective methodologies for the detection and characterization of traffic interception events 
requires empirical and timely data (e.g., acquired while the event is still ongoing). Such data must be a 
combination of passive BGP measurements and active measurements (such as traceroutes), since the 
mechanism triggering the attack operates on the inter-domain routing control plane, but the actual 
impact is only verifiable in the data plane.

In this project we:

 1. investigate, develop, and experimentally evaluate novel methodologies to automatically detect  
 traffic interception events and to characterize their extent, frequency, and impact;

 2. extend our measurement infrastructure to detect in near-realtime and report episodes of traffic  
 interception based on BGP hijacking;

 3. document such events, providing datasets to researchers as well as informing operators,    
 emergency-response teams, law-enforcement agencies, and policy makers.

 To help understand the events detected by the system, we are developing a dashboard that summarizes geographic and topological 
information extracted from both control- and data-plane measurements. For example, we display on a map the location of the probes whose 
traceroutes traverse either the potential victim AS only (blue), or the potential attacker AS only (green), or both (red). We use a Sankey diagram 
(left) to group path segments observed by multiple monitors, to facilitate detailed characterization.

SUMMARY

DASHBOARD
FAKE SUB-PREFIX ANNOUNCEMENT 
ATTACK SCENARIO 3

FAKE PATH
ATTACK SCENARIO 2

FAKE ORIGIN
ATTACK SCENARIO 1

ARCHITECTURE OVERVIEW

 The attacker announces to its neighbors a sub-prefix of the prefix origi-
nated by the victim AS (destination) using the legitimate path (AS4,AS5,AS3). 
To detect this attack, we check each newly announced sub-prefix and look 
for the suspicious presence of a common sub-path in all the paths visible 
through our monitors. In this example, all the paths towards the victim will 
share the sub-path AS4,AS5,AS3 since neither AS3 or AS5 are announcing 
such sub-prefix.

 The attacker pretends to be the owner of the prefix but preserves a route 
through a legitimate path to reach the victim (destination). To detect this 
attack, we monitor multiple-origin-AS (MOAS) prefixes, filter out cases in 
which the ASes involved in a MOAS have relationships (e.g., customer-provid-
er) that suggest the event is legitimate, and issue traceroutes from multiple 
vantage points in order to compare the BGP AS path with the AS path inferred 
from packet probing. In case of interception these paths will differ.

 In this scenario, the attacker evades MOAS detection by lying about being 
able to reach the victim (destination) in few hops. To detect this attack, we 
monitor BGP annoucements looking for edges in the topology graph that 
were never previously observed. We then execute traceroutes and compare 
BGP AS paths and AS paths inferred from the data plane as in the previous ex-
ample.

 We implement our methodology in a system that monitors the Internet and report 
events in near-realtime. It partially relies on other projects (e.g., RouteViews, RIPE RIS, 
RIPE Atlas, CAIDA Periscope and CAIDA Ark) and existing components (e.g., IP Geoloca-
tion and AS relationship DBs). We marked in red the components currently under devel-
opment (blue components are completed or only need refinement).

http://www.caida.org/funding/hijacks/
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Running 24/7 
> 300 BGP monitors (RV + RIS) 
RIPE Atlas for traceroutes 
5 min granularity 
~30 min latency 

Leveraging HI-CUBE infrastructure 
JSON Event DB (Elastic Search) 
Time Series DB (DBATS) 
Web app. & Viz framework 

Prototype: Infrastructure

ORIGIN DEFC
ON#16

FAKE PA
TH
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4 Pipelines detect all  
classes of attacks 
Event tagging (62 tags) 

Based on AS2Org, AS Relationships, … 
Strategy for traceroute  
probe selection 
Inference:  

Suspicious, Benign, Interesting 
Misconfigurations

Prototype: Methods
ORIGIN DEFCON#16FAKE PATH
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Inference -  
Average Events  
per hour:  

Benign: 31 
Interesting: 7 
Suspicious: 1 

Prototype: Methods
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bgp.caida.org 
Leveraging HI-CUBE 

Visualization interfaces 
Porting to web app. framework 
to dev.hicube.caida.org 

Search by ASN, prefix, tag, … 
… 

Prototype: Dashboard

http://dev.hicube.caida.org
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Recent complaints  
on NANOG 
Behavior visible 
through the  
Observatory 
Suspicious: 17  
events in August 

Prototype: Dashboard
Bad Actor: Russian AS #57129 RU-SERVERSGET-KRSK,  
Optibit LLC: 



COMPETITION & BENEFITS:  
A TAXONOMY OF BGP MONITORING/
ANALYSIS RESOURCES
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LANDSCAPE

�25

Raw data collection: RouteViews, RIPE RIS, CSU BGPMON, PCH, … 

Per-AS detection service: Cisco Bgpmon/Bgpstream, FORTH-CAIDA ARTEMIS, Cisco  
                                                                  Network Insight, Thousand Eyes, … 
Global monitoring and detection: CAIDA BGP Observatory, Cisco Bgpmon/ 
                                                                                            Bgpstream, … 
Raw data analysis tools/APIs: CSU BGP Observatory, CAIDA BGPStream, …
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Raw data collection: RouteViews, RIPE RIS, CSU BGPMON, PCH, … 

Per-AS detection service: Cisco Bgpmon/Bgpstream, FORTH-CAIDA ARTEMIS, Cisco  
                                                                  Network Insight, Thousand Eyes, … 
Global monitoring and detection: CAIDA BGP Observatory, Cisco Bgpmon/ 
                                                                                            Bgpstream, … 
Raw data analysis tools/APIs: CSU BGP Observatory, CAIDA BGPStream, …



LANDSCAPE
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Raw data analysis tools/APIs: CSU BGP Observatory, CAIDA BGPStream, …

Per-AS detection service: Cisco Bgpmon/Bgpstream, FORTH-CAIDA ARTEMIS, Cisco  
                                                                  Network Insight, Thousand Eyes, …

Global monitoring and detection: CAIDA BGP Observatory, Cisco Bgpmon/  
                                                                                            Bgpstream, …

Raw data collection: RouteViews, RIPE RIS, CSU BGPMON, PCH, …

LIMITED TO THE 
CUSTOMER PREFIXES

CANNOT RELY ON 
GROUND TRUTH



USE BY DHS?
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Raw data analysis tools/APIs: CSU BGP Observatory, CAIDA BGPStream, …

Per-AS detection service: Cisco Bgpmon/Bgpstream, FORTH-CAIDA ARTEMIS, Cisco  
                                                                  Network Insight, Thousand Eyes, …

Global monitoring and detection: CAIDA BGP Observatory, Cisco Bgpmon/  
                                                                                            Bgpstream, …

Raw data collection: RouteViews, RIPE RIS, CSU BGPMON, PCH, …

LIMITED TO THE 
CUSTOMER PREFIXES

A limitation for applications 
in national security,  or for 
e.g., cloud providers

Useful for alerts, further 
investigation, forensic analysis, 
situational awareness, …

CANNOT RELY ON 
GROUND TRUTH
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 Recent reports have highlighted incidents of massive Internet traffic interception executed by 
re-routing BGP paths across the globe (affecting banks, governments, entire network service providers, 
etc.). The potential impact of these attacks can range from massive eavesdropping to identity spoofing or 
selective content modification. 

 Because of their complex dynamics, and the number of different actors involved on a global scale, 
devising effective methodologies for the detection and characterization of traffic interception events 
requires empirical and timely data (e.g., acquired while the event is still ongoing). Such data must be a 
combination of passive BGP measurements and active measurements (such as traceroutes), since the 
mechanism triggering the attack operates on the inter-domain routing control plane, but the actual 
impact is only verifiable in the data plane.

In this project we:

 1. investigate, develop, and experimentally evaluate novel methodologies to automatically detect  
 traffic interception events and to characterize their extent, frequency, and impact;

 2. extend our measurement infrastructure to detect in near-realtime and report episodes of traffic  
 interception based on BGP hijacking;

 3. document such events, providing datasets to researchers as well as informing operators,    
 emergency-response teams, law-enforcement agencies, and policy makers.

 To help understand the events detected by the system, we are developing a dashboard that summarizes geographic and topological 
information extracted from both control- and data-plane measurements. For example, we display on a map the location of the probes whose 
traceroutes traverse either the potential victim AS only (blue), or the potential attacker AS only (green), or both (red). We use a Sankey diagram 
(left) to group path segments observed by multiple monitors, to facilitate detailed characterization.

SUMMARY

DASHBOARD
FAKE SUB-PREFIX ANNOUNCEMENT 
ATTACK SCENARIO 3

FAKE PATH
ATTACK SCENARIO 2

FAKE ORIGIN
ATTACK SCENARIO 1

ARCHITECTURE OVERVIEW

 The attacker announces to its neighbors a sub-prefix of the prefix origi-
nated by the victim AS (destination) using the legitimate path (AS4,AS5,AS3). 
To detect this attack, we check each newly announced sub-prefix and look 
for the suspicious presence of a common sub-path in all the paths visible 
through our monitors. In this example, all the paths towards the victim will 
share the sub-path AS4,AS5,AS3 since neither AS3 or AS5 are announcing 
such sub-prefix.

 The attacker pretends to be the owner of the prefix but preserves a route 
through a legitimate path to reach the victim (destination). To detect this 
attack, we monitor multiple-origin-AS (MOAS) prefixes, filter out cases in 
which the ASes involved in a MOAS have relationships (e.g., customer-provid-
er) that suggest the event is legitimate, and issue traceroutes from multiple 
vantage points in order to compare the BGP AS path with the AS path inferred 
from packet probing. In case of interception these paths will differ.

 In this scenario, the attacker evades MOAS detection by lying about being 
able to reach the victim (destination) in few hops. To detect this attack, we 
monitor BGP annoucements looking for edges in the topology graph that 
were never previously observed. We then execute traceroutes and compare 
BGP AS paths and AS paths inferred from the data plane as in the previous ex-
ample.

 We implement our methodology in a system that monitors the Internet and report 
events in near-realtime. It partially relies on other projects (e.g., RouteViews, RIPE RIS, 
RIPE Atlas, CAIDA Periscope and CAIDA Ark) and existing components (e.g., IP Geoloca-
tion and AS relationship DBs). We marked in red the components currently under devel-
opment (blue components are completed or only need refinement).

http://www.caida.org/funding/hijacks/

Detecting and Characterizing Internet Traffic Interception 
based on BGP Hijacking

AS1

SOURCE

AS2

...

DESTINATION

AS3

AS4

ATTACKER

102.12.12.0/22: AS4102.12.12.0/22: AS2,AS3

102.12.12.0/22: AS3

AS1

SOURCE

AS2

AS5

DESTINATION

AS3

AS4

ATTACKER

102.12.12.0/24: AS4,AS5,AS3
102.12.12.0/22: AS2,AS3

102.12.12.0/22: AS3

FAKE PATH HIJACKS

�29

VICTIM

VICTIM



USE BY DHS?

�30

Raw data analysis tools/APIs: CSU BGP Observatory, CAIDA BGPStream, …

Per-AS detection service: Cisco Bgpmon/Bgpstream, FORTH-CAIDA ARTEMIS, Cisco  
                                                                  Network Insight, Thousand Eyes, …

Global monitoring and detection: CAIDA BGP Observatory, Cisco Bgpmon/  
                                                                                            Bgpstream, …

Raw data collection: RouteViews, RIPE RIS, CSU BGPMON, PCH, …

LIMITED TO THE 
CUSTOMER PREFIXES

A limitation for applications 
in national security,  or for 
e.g., cloud providers

Useful for alerts, further 
investigation, forensic analysis, 
situational awareness, …

CANNOT RELY ON 
GROUND TRUTH
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Raw data analysis tools/APIs: CSU BGP Observatory, CAIDA BGPStream, …
Advanced inference methods 
E.g., detects more sophisticated 
attacks: “Fake Path”, “Defcon#16”

Per-AS detection service: Cisco Bgpmon/Bgpstream, FORTH-CAIDA ARTEMIS, Cisco  
                                                                  Network Insight, Thousand Eyes, …

Global monitoring and detection: CAIDA BGP Observatory, Cisco Bgpmon/ 
                                                                                            Bgpstream, …

Raw data collection: RouteViews, RIPE RIS, CSU BGPMON, PCH, … 

USE BY DHS?



SUCCESS STORIES & METRICS/  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Collaborated with US Cyber Command 
Interested in our methods 

Initial interest by Microsoft Azure 
Discussed collaboration with Internet Society 

Use by operators + operators’ feedback 
Use by ISOC BGP Observatory through an API (need to develop) 

Enabled research on 
Serial hijackers [IMC’19] 
Fat-finger misconfiguration [TMA’19]

Success Stories:
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Classes of hijacking attacks covered: 3/3 
% events filtered out: 2% - 20% 
Avg # of most suspicious alerts per hour: 1 
 Latency:  25 - 50 min  

% events where latency prevented timely traceroutes 
% traceroutes correctly executed 

Metrics:
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Dealing with global data in the wild 
methods are based on a model of reality and rationality 

hard to fully predict impact of our methods   
many cases hard to understand 

Validation of methods 
Debugging implementation 

Complex distributed system 
Latency 
Assessing utility & prioritizing efforts 

Challenges:
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Debugging! 
Some changes to the data flow (leveraging ES earlier 
in the pipeline) to make the architecture more flexible 
and reliable 
Refine criteria used by the Inference Engine to assign 
severity levels 

Also more/revise severity levels 
Complete porting to HI-CUBE web app. framework  

Then extend features of dashboard and interfaces

Now working on:
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More methods, tags, …  
E.g., add RPKI validation 
E.g., Route Leak detection (requested by ISOC) 

Extraction of statistics 
Also extracting systematic bad actors 

HI-CUBE: correlating hijacks with outages, spam, 
scanning activity, … 
Work with operators to receive feedback+validation 
API 
Improve AS-Traceroute translation 

Future Work:
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https://bgp.caida.org

alberto@caida.org
https://dev.hicube.caida.org


