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TTA-1 Activities

ØGenerate New Datasets
ØProvide Data
ØHost Datasets
ØContribute to Impact Team Activities 



Technical Accomplishments
Jan-Aug 2019

Ø Collecting  daily scamper probes from active IPv4 and IPv6 
Ark monitors, producing ~ 500 raw and post-processed 
topology measurement files

Ø Adding ~2TB/day of compressed Internet Background 
Radiation trace data (UCSD Telescope network)

Ø In January captured the last passive trace (10 GB link)
Ø About 40 IMPACT data access requests granted
Ø More than 200 Passive traces requests granted (outside of 

IMPACT) 
Ø About 80 TB of data downloaded by all users (including  7 

TB by IMPACT users) 
Ø 2 New IBR Datasets indexed in IMPACT 
Ø 2019-01 Internet Topology Data Kit added 
Ø Updates to Interactive analysis and visualization tools 

shared in IMPACT (AS Rank, Vela, Henya)

http://www.caida.org/projects/ark/topo_datasets.xml
http://www.caida.org/data/passive/telescope-near-real-time_dataset.xml
http://www.caida.org/data/passive/passive_dataset.xml
http://www.caida.org/data/internet-topology-data-kit/
http://as-rank.caida.org/
http://www.caida.org/projects/ark/vela/
http://www.caida.org/tools/utilities/henya/


Publications and Presentations 
Jan-Aug 2019 (TTA-1 and TTA-2)

Ø 6 Publications  cited in IMPACT
Ø 1 Presentation at FTC Hearing -- March
Ø 1 Presentation at the QUILT meeting – Feb.
Ø 4 Presentations at DHS 2019 S&T 

Cybersecurity and Innovation Showcase --
March 

Ø 6 Presentations at AIMS – April  
Ø 1 Presentation at Horizon 2020 CANVAS 

workshop -- March 
Ø 1 Presentation at PAM -- March
Ø 2 Presentations at USENIX -- February

https://www.ftc.gov/news-events/events-calendar/ftc-hearing-10-competition-consumer-protection-21st-century
https://www.thequilt.net/public-event/2019-winter-member-meeting/
http://www.cvent.com/events/2019-s-t-cybersecurity-and-innovation-showcase/custom-35-e03b29b86f354a1d8838786794cabee9.aspx
http://www.caida.org/workshops/aims/1904/
https://bamberg.canvas-project.eu/
http://pam2019.niclabs.cl/
https://www.usenix.org/conference/nsdi19/


Resource ROI Assessment



Providing Data

CAIDA advertises 72 datasets:
Ø 13 paper supplements
Ø 15 completed experiments
Ø 24 One-time snapshots
Ø 2 Industry samplers   

23 datasets require vetting via IMPACT 
Ø 10 restricted datasets
Ø 13 unrestricted datasets

3 tools are shared in IMPACT 
Ø 2 restricted tools: Vela and Henya
Ø 1 unrestricted tool (AS Rank)



Internet Security   
Three UCSD Network Telescope Background 

Radiation Datasets (ongoing since 2008)

ØRaw Background Radiation traffic traces
ØAggregated Flow Tuple dataset -- contains most 

important header fields, easy to analyze 
ØDaily RSDoS Attack Metadata
Usage:
ØOutages
ØScanners
ØMalware, e.g. Mirai Botnet
ØRSDoS attacks
Competitors: None.  No Other Project like this

http://www.caida.org/data/passive/telescope-near-real-time_dataset.xml
http://www.caida.org/data/passive/telescope-flowtuple.xml
http://www.caida.org/data/passive/telescope-daily-rsdos.xml


Internet  Traffic
Anonymized Passive Traces from 10GB  Links 
(caida.org/data/passive/passive_dataset.xml)

ØEquinix San Jose (2008 – 2014)
ØEquinix Chicago (2008 – 2016) 
ØEquinix NY (March 2018 – January 2019)
Usage:
ØTraffic modeling 
ØPrototyping 100 GbE FPGA flow exporter 
ØAnomaly Detection and Mitigation
ØTesting of security technologies
Competitors: None. Nowhere else is such data 
available

http://www.caida.org/data/passive/passive_dataset.xml


Internet Topology 
ARK Platform: Topology Measurements

(http://www.caida.org/projects/ark/)

Ø 190 nodes in 146 ASes
Ø 141 cities – 56 countries
Ø 78 IPv6 enabled
Usage:
ØRouter-level mapping
ØSpoofing
Ø Interdomain congestions data
Competitors: RIPE Atlas. Only provides topology 
data. None of the above usage possible

http://www.caida.org/projects/ark/


Traceroute Queries  
Henya and Vela – Systems for querying and 

visualizing massive archives of traceroute data 

Usage:
ØSelect  traceroute paths containing  specified targets (e.g. IP 

addresses/prefixes, AS numbers, countries) 
ØVarious queries, e.g. all IP prefixes announced by a given AS in BGP
ØGeolocate to specific country
ØRTT measurements, e.g. Interactive annotated visualization
Competitors: None



Henya and Vela Use Case

SACS deployment between Africa and S. America. Comparison between  
suboptimal historic trajectories followed by most IP paths and 
straightforward trajectory generated during on-demand  run from an Ark 
probe after SACS deployment. 



AS Rank Tool
AS Rank – BGP Data Analysis System

To explore routing and business relationships 
between Internet Services Providers (ASes) and 
organizations that own them

Usage:
ØStudy network robustness
ØTraffic engineering
ØMeasurement strategies
ØEconomic modeling of topology
Competitors: None



AS Rank Data Flow Architecture  



Success Measures 



Testimonials and Letters of Support

“CAIDA data enhance 
our ability to do 
Internet interdomain 
routing research”

“We integrated 
CAIDA data into 
our experiments 
on congesting 
probing “

“CAIDA data helps improve our 
research on Internet topology 
discovery “

“CAIDA data enables 
our analysis of 
massive archives of 
IP level paths”

“CAIDA tools address 
long-standing gaps in 
our ability to use large-
scale data archives of 
Internet path data” 
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Number of unique users downloading CAIDA data. More than 
20,000 users downloaded CAIDA data in Jan-Aug 2019



Volume of Downloaded Data 

Volume of data downloaded annually (Jan-Aug for 2019). Colors 
indicate different datasets. Multiple downloads of the same file by 
the same user, which is common, only counted once.



Numbers of Publications Using CAIDA 
Data 

Between 2002 and 
July 2019 more than 
1500 non-CAIDA 
papers using CAIDA 
datasets were 
published. These 
publications were 
cited more than 
30,000 times, 
including about 600 
mentions in various 
patents.



Increasing Number of IMPACT Requests 

The most common reason for rejection is “Executed 
MOA (access to restricted datasets)  has not been 
returned”. Since 57% of 2017-2018 requests for 
restricted data were for CAIDA datasets,  CAIDA is 
experiencing high rate of rejections  

executed MOA has not been returned
executed MOA has not been returned

executed MOA has not been returned
executed MOA has not been returned



Attracting Visitors  to IMPACT

More than 20% of 
connections to the  

IMPACT website 
are referrals from 

CAIDA.org

Source:
IMPACT portal Google 

Analytics 

January – December 2018Acquisition: Top Channels 

Top Referral Sources

https://analytics.google.com/analytics/web/?utm_source=pdfReportLink


Attracting Visitors  to IMPACT

More than 60% of 
referral traffic to the  
IMPACT website 
come from 
CAIDA.org

Source:
IMPACT portal Google 

Analytics 

January – August 2019Acquisition: Top Channels 

Top Referral Sources

Compared to 2018: 
~10 % Decrease in referral traffic
~10% Increase in organic search

https://analytics.google.com/analytics/web/


Forthcoming Developments

Ø Continue Ark and Telescope data collection
Ø Collect Passive traces at 100 GB Link
Ø Provide access to NRT raw pcap telescope 

data via SWIFT
Ø Produce new datasets (e.g. ITDK)
Ø Improve Interactive tools, e.g. incorporate 

manual annotation into AS Rank tool 
(Operator feedback, FCC filings, reports, etc)



Contact Information

PI: k claffy, CAIDA
kc@caida.org

http://www.caida.org/

mailto:kc@caida.org
http://www.caida.org/

