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There are important privacy implications
If IP addresses can identify subscribers
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We study IPv4 addresses and IPv6 /64 prefixes
using RIPE Atlas’s IP Echo dataset

RIPE Atlas platform consists of ~10K
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Analyzing address durations
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Weight by duration and plot distribution
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Weighted distribution shows probability
that an address lasted X hours
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IPv6 assignments have longer durations than

IPv4 assignments

Fraction of total address-duration

DTAG mmmm  Qrange s Comcast LG s BT Proximus
S
10 4'/,.;""-’.4-" E 1.0 l-_l-f.lf-
4 ’ > '.;‘T
0.8 £ S 0.8 rd
| : y /p | o 7]
© 3 I:'.’
0.6 (A s 0.6 [
| £ 7/ o | r.’
47 S E
| ¥ s 7
0.2 /.!/ o 0.2 '
| : — | ol
ﬁ"’ﬁ 9 “_;’._‘_)rz
00— T T o 00 —— =
lh  6h 1d 3dlw 1m3m 1ly 3y uﬂi lh  6h 1d 3dlw 1m3m 1ly 3y
IPv4 address duration IPv6 /64 duration

The CDN dataset corroborates our observations of long

assignment durations
24



Fraction of total address-duration

IPv6 assignments have longer durations than

IPv4 assignments

DTAG mmmm  Qrange s Comcast LG s BT Proximus
S
10 4'/,.;""-’.4-" E 1.0 l-_l-f.lf-
4 ’ > '.;‘T
0.8 £ S 0.8 rd
| A y 7p) | 5 7]
¢ 3 {i!
0.6 (A s 0.6 [
| 1304 © | ,-':.1
47 S !
| ¥ s 7
0.2 I/ 5 0.2 i/
] ’1/6/ g ] ) ‘44
L i s s e o s s e e e
lh  6h 1d 3dlw 1m3m 1ly 3y uﬂi lh  6h 1d 3dlw 1m3m 1ly 3y
|IPv4 address duration |IPv6 /64 duration

The CDN dataset corroborates our observations of long

assignment durations
24



IPv6 assignments have longer durations than

IPv4 assignments

Fraction of total address-duration

DTAG mmmm  Qrange s Comcast LG s BT Proximus
5
10 4'/,.;""-’.4-" E 1.0 l-_l-f.lf-
/’f !’ - !"‘.:'T
0.8_ / ’/ g 0.8 , :,:I
_ N . ":‘_j
@ '
0.6 5 0.6 ¥
| / / e | f::’
4’ © ,-,:?
0.4 = 0.4 i
| I = | io'i
0.2- S 0.2 g
| — | Pl
C_D ”-;’._‘_Jz
00 ——1==T O e S s S —
6h 1d 3dlw 1m3m 1ly 3y uﬂi lh  6h 1d 3dlw 1m3m 1ly 3y
IPv4 address duration IPv6 /64 duration

The CDN dataset corroborates our observations of long

assignment durations
24



Fraction of total address-duration

IPv6 assignments have longer durations than

DTAG

mmmm  Qrange

IPv4 assignments

1.0
0.8-
0.6-
0.0

0.2

o.o- .

(s = SEale & slEsiae u_ B

6h 1d 3dlw 1m3m 1ly 3y

mmsm Comcast LGl mam BT Proximus
S
il ;’/ O | rl]:f
¢/ =) _ r'..
/ ’/ g 08 !:{I
g | I::-’
el ] -
e | [
© ,-,:{
< 0.4 ¥
S | f
= 4
5 0.2 i
C ] At‘p
9 .._-’-‘o'*‘z’
£ 0.0] — e s e
©
LL

IPv4 address duration

lh 6h 1d 3dlw 1m3m 1y 3y

IPv6 /64 duration

The CDN dataset corroborates our observations of long

assignment durations
24



Fraction of total address-duration

IPv6 assignments have longer durations than
IPv4 assignments

DTAG

mmmm  Qrange

mmm Comcast

1.0
0.8

0.6

0.2

0.4-

o.o- .

(s = SEale & slEsiae u_ B l

6h 1d 3dlw 1m3m 1ly 3y

IPv4 address duration

Fraction of total address-duration

1.0
0.8-
0.6-
0.4
0.2

0.0

LGl s BT Proximus
£
l;i:'r
1
i
'
i
G
s
-f'
&
,;/
S Y
lh 6h 1d 3dlw 1m3m 1y 3y
IPv6 /64 duration

The CDN dataset corroborates our observations of long
assignment durations

24



. DTAG mmmm  Qrange s Comcast
S

9 | 477,-’ /,..-r
- / ! /
'g 0.8 & ,,’

'E 0.6 /?‘/; // r/

-C?S | ,//4’,/‘ H

_ _ L e /

S 04 I-- ,4‘]# ’ Il

8 _ : ... ./~ ,Il

"5 0.2 : /!/ //

S | I':u,"/’ ’4’,,

TR L e i i — S E— —
uei lh  6h 1d 3dlw 1Im3m 1ly 3y

IPv4 address duration

25

—
G

Long assignment durations suggest that
IPv6 addresses can be long-term subscriber identifiers

s BT s Proximus

1.0
0.8-
0.6-
0.4

0.2

0.0— _—“ﬂﬂ:‘ﬂ#

v
[ |
y
:
]
-1 I
r o 4: 9
| i
] ;' [
| f
[
[

P
R
4
L
"
o f
J o* ly

Fraction of total address-duration

1h

6h 1d 3dlw 1m3m 1ly 3y
IPv6 /64 duration



Analyze address assignment dynamics using two
complementary datasets

Temporal Dynamics

How long can IPv4 addresses and
IPv6 prefixes identify residential
subscribers?

Home
Router

Dynamic IP

08.80.224.213
2001:47:4500:5c00: : /64

20

Spatial Dynamics

Which IPv6 prefixes can identify
residential subscribers?

Where do addresses move upon
reassignment?




Analyze address assignment dynamics using two
complementary datasets

Spatial Dynamics

Home
Router Which IPv6 prefixes can identify
residential subscribers?

Dynamic IP

08.80.224.213
2001:47:4500:5c00: : /64

Where do addresses move upon
reassignment?

20



IPv6 subscribers can be delegated prefixes that are
shorter than a /64

ISP DHC Home
Server Router
Address Pool Dynamic IP

2001:47::/32 2001:47:4500:5c00: : /56 2001 :47:4500:5c00:385d:49a9:b9da:c212

( v402246

2601 :47:4500: 5c00 : random

27



IPv6 subscribers can be delegated prefixes that are
shorter than a /64

ISP DHC Home
Server Router
Address Pool Dynamic IP
2601:47::/32 2601:47:4500:5c00f : /56|  2601:47:4500:5c00:385d:49a9:b9da: c212

( v402246

2601 :47:4500: 5c00 : random

27



IPv6 subscribers can be delegated prefixes that are
shorter than a /64

ISP DHC Home
Server Router
Address Pool Dynamic IP
2601:47::/32 2601:47:4500:5c00f : /56|  2601:47:4500:5c00:385d:49a9:b9da: c212

27



Finding a subscriber’s delegated prefix by observing
multiple /64 assignments over time
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% of subscribers

100

Prefixes delegated to subscribers vary
widely across ISPs

In NetCologne, a /48 prefix can
identify a residential subscriber!
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We validated our findings and also provide additional
corroboration using the CDN dataset
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In NetCologne, a /48 prefix can
identify a residential subscriber!
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We validated our findings and also provide additional
corroboration using the CDN dataset
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We analyzed address assignment dynamics
using two complementary datasets

Temporal Dynamics Spatial Dynamics

Host Reputation

IPv6 prefix lengths delegated to

_ _ _ subscribers vary widely across ISPs
|IPv6 /64 assignments to residential

subscribers may remain unchanged
for months

Geolocation
Subsequent addresses assigned to

the same subscriber are often from
the same /40

Active Probing
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