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Introduction
What is anycast?

• Anycast: Making an IP address available in multiple Points of 
Presence (PoPs)

• How? - Announcing an IP prefix at multiple locations using BGP

• Why? - Distribute load, improve resilience, reduce latency
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Source: root-servers.org

“All 13 DNS root-letters are deployed using anycast; combined totaling 1,988 sites”

http://root-servers.org/
http://root-servers.org/
http://root-servers.org/


LACeS
• We run a daily anycast census at University of Twente

• Since Mar'24 (2 years of daily data)

• Detects /24 and /48 anycast prefixes

• Includes geolocation using Ark latency measurements

• Publicly available github.com/ut-dacs/anycast-census
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LACeS
• We run a daily anycast census at University of Twente

• Since Mar'24 (2 years of daily data)

• Detects /24 and /48 anycast prefixes

• Includes geolocation using Ark latency measurements

• Publicly available github.com/ut-dacs/anycast-census

• Coverage today
• 14.3k IPv4 /24s (1,078 ASes)
• 13.0k IPv6 /48s (576 ASes)
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Background
Anycast

• Operators are known to deploy regional anycast
• Confined within a continent, or sometimes even a country

• Used by ccTLDs (like .nz in NZ, or .be in BE & NL)

• Used by CDNs (EU users -> EU region, NA users -> NA region)
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• Operators are known to deploy regional anycast
• Confined within a continent, or sometimes even a country

• Used by ccTLDs (like .nz in NZ, or .be in BE & NL)

• Used by CDNs (EU users -> EU region, NA users -> NA region)

• Hypergiants (like AWS, Google) deploy partial anycast
• Same routed prefix has both unicast and anycast

• Example: NTT announces a /16 at all their PoPs
• Single address used for their anycasted DNS resolver

• All other addresses routed internally to single location
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Background & related work
Scanning tools

• ZMap (USENIX Security ’13)
• Well-known and widely used

• Says TCP/443 is open on these hosts
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Background & related work
Scanning tools

• ZMap (USENIX Security ’13)
• Well-known and widely used

• Says TCP/443 is open on these hosts

• LZR (USENIX Security’21)
• State-of-the-art

• Fingerprint with fewer packets (and computation)

• Can fingerprint 36 application-layer protocols

• Says TCP/443 is running HTTPS on these hosts

• We use Highly Responsive Prefixes (HRP) (CoNext’23)
• /24s with more than 231 addresses responding to TCP SYN

• Widely observed at CDNs
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LaCes
Anycast 
prefixes

Anycasted 
services

Network 
types/ASes

QScanner

UDP:
53, 123, 443, 853

TCP:
top100 ports 
(based on nmap’s 
preference) + LZR 
protocol specific 
ports

LZR

ports 443 
and 853

ntp payload on port 123
dns payload on port 53

port 
selection

Measurement methodology

we are also performing a 7-day 
daily measurement

2 VPs



Results
RQ1 Which operators deploy anycast, and what deployment 

strategies do they use?
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Anycast upstreams
• Most anycast prefixes have a single upstream

• Often BYOIP provider relationships

• E.g., Vultr, Cloudflare

• Adjusting for BYOIP
• Often 1 to 7 upstreams



PoP geographic placement
• Operators mostly deploy in NA, EU

• Rarely in Africa, Central America



PoP geographic placement
• Operators mostly deploy in NA, EU

• Rarely in Africa, Central America

• 319 ASes deploy within a continent (regional)
• NA, EU, Oceania, Asia most frequent



PoP geographic placement
• Operators mostly deploy in NA, EU

• Rarely in Africa, Central America

• 319 ASes deploy within a continent (regional)
• NA, EU, Oceania, Asia most frequent

• 192 ASes deploy within a country (regional)
• Mostly USA

• Australia also seen often



Results
RQ2 What services do operators replicate using anycast?



Measurement overview

• HRP are more predominant on web, email, but also seen on 
databases (5432, 6379) and kubernetes (6443)

• non-HRP are more predominant on DNS and NTP, and a few other 
appearances

• But which services do we actually see?



What do hypergiants replicate

• HTTP and QUIC (HTTP/3) are mostly on hypergiants
• Amazon’s prefixes are unneven: some are higly responsive
• DNS is proeminent on non-HRP



Single purpose prefixes

• Avoid interference from other services hosted on the same prefix 
or even IP 

• HRP 229 vs. 575 non-HRP
• DNS has the most dedicated prefixes
• Email services also visible on dedicated prefixes



Prefixes with dedicated purpose



Conclusion
• Anycast is widely used

• Mostly used by CDNs for HTTP (prefix, IP granularity)

• Mostly used for DNS (AS granularity)

• Deployment strategies
• Regional anycast widespread

• Many ASes anycast using BYOIP providers (Vultr, Cloudflare, ..)
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Next steps

• What is behind hosts with TLS? Follow-up ZGrab scan on such 
hosts

• Which DNS records point to anycast? (update view from 2021)
• A/AAAA (web)
• NS (nameservers)
• MX (mail)

• RQ3 longitudinal analysis
• Monthly granularity (2+ years) using Censys
• Daily granularity using our scanning infrastructure (short-lived anycast)
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