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Graph-based Network Intrusion Detection (NID)

Why a graph-based approach to NID?

* Offers a natural representation of network flows.

* Detects anomalies via interaction patterns and

o e The D Imperati
exposes insidious threats that look benign in e Data Imperative

isolation. * Approaches like graph clustering need:
v" Structural topology
* Makes attackers masking of their structural » Approaches like graph neural networks (GNNs)
communication significantly more difficult. additionally need:
v Outcome: Robust method for NID v’ Large graph dataset

v" Meta-level information
= temporal information

* rich attributes (at nodes and edges)
v Ground truth
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Approach: Graph Clustering

Cluster Level Prediction
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Approach: Static GNNs

Nodes Features: location, device type, etc.

Structural Topology —|

|| Edge Features: packet size, duration, etc.
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Approach: Dynamic GNNs

Nodes Features: location, device type, etc.

Structural Topology @

|| Edge Features: packet size, duration, etc.

G[\_] Temporal Information

Real-Time
Node/Edge-Level Prediction

Attacker [Node]

Detected at Time T,
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Data Needs for Graph-based Network Intrusion Detection (NID)
Question: What does good data look like for graph-based NID?
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Data Needs for Graph-based Network Intrusion Detection (NID)

Question: What does good data look like for graph-based NID?

* Availability of Graphs at a Large-scale
= GNNs are particularly data hungry and require both large number of graphs and larger size of graphs.
- Number of graphs in the order of /00s.
- Number of nodes in the order of millions.
- Number of edges in the order of |0s of millions.
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Data Needs for Graph-based Network Intrusion Detection (NID)

Question: What does good data look like for graph-based NID?

* Availability of Graphs at a Large-scale
" GNNs are particularly data hungry and require both large number of graphs and larger size of graphs.
- Number of graphs in the order of /00s.
- Number of nodes in the order of millions.
- Number of edges in the order of |0s of millions.

* Auvailability of Network’s (Graph’s) Structural Topology

= All network entities (nodes) and their connections (edges) to other network entities should be known
(e.g., PCs, Routers, loTs, Cloud, DNS, etc.).

OO I » a
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Network Address Translation (NAT)

> @ @ @ can lead to incorrect entity mapping
@ 0 = if not handled properly! & / '\\C]
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Data Needs for Graph-based Network Intrusion Detection (NID)

Question: What does good data look like for graph-based NID?

* Availability of Graphs at a Large-scale
" GNNs are particularly data hungry and require both large number of graphs and larger size of graphs.
- Number of graphs in the order of /00s.
- Number of nodes in the order of millions.
- Number of edges in the order of |0s of millions.

* Auvailability of Network’s (Graph’s) Structural Topology

= All network entities (nodes) and their connections (edges) to other network entities should be known
(e.g., PCs, Routers, loTs, Cloud, DNS, etc.).

* Availability of Temporal Information
= All connections (edges) should have an associated timestamp.

Timestamp =02-22-2026; 9:38 PM
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Data Needs for Graph-based Network Intrusion Detection (NID)

Question: What does good data look like for graph-based NID?

* Availability of Graphs at a Large-scale
= GNNs are particularly data hungry and require both large number of graphs and larger size of graphs.

* Availability of Networlk’s (Graph’s) Structural Topology

= All network entities (nodes) and their connections (edges) to other network entities should be known
(e.g., PCs, Routers, loTs, Cloud, DNS, etc.).

* Availability of Temporal Information
= All connections (edges) should have an associated timestamp.
* There should be no break in the data stream (continuous graphs).
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Data Needs for Graph-based Network Intrusion Detection (NID)

Question: What does good data look like for graph-based NID?

* Availability of Graphs at a Large-scale
" GNNs are particularly data hungry and require both large number of graphs and larger size of graphs.
- Number of graphs in the order of /00s.
- Number of nodes in the order of millions.
- Number of edges in the order of |0s of millions.

* Auvailability of Network’s (Graph’s) Structural Topology

= All network entities (nodes) and their connections (edges) to other network entities should be known
(e.g., PCs, Routers, loTs, Cloud, DNS, etc.).

* Availability of Temporal Information
= All connections (edges) should have an associated timestamp.
= There should be no break in the data stream (continuous graphs).
* Awvailability of Node and Edge Features
= As much information regarding entities (nodes) [IZII Nodes Features: location, device type, etc.

and connections (edges) should be available. < 5 g

10 Edge Features: packet size, duration, etc.
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Data Needs for Graph-based Network Intrusion Detection (NID)

Question: What does good data look like for graph-based NID?

* Awvailability of Graphs at a Large-scale
" GNNs are particularly data hungry and require both large number of graphs and larger size of graphs.
- Number of graphs in the order of /00s.
- Number of nodes in the order of millions.
- Number of edges in the order of |0s of millions.

Availability of Networl’s (Graph’s) Structural Topology

= All network entities (nodes) and their connections (edges) to other network entities should be known
(e.g., PCs, Routers, loTs, Cloud, DNS, etc.).

Availability of Temporal Information
= All connections (edges) should have an associated timestamp.
= There should be no break in the data stream (continuous graphs).

Availability of Node and Edge Features

= As much information regarding entities (nodes) and connections (edges) should be available.

Availability of Ground Truth

= Very important both from training and testing point of view.
= Attacker (node), attack timeline (edges), and victims (nodes) are important.
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MIT launched its latest Graph Challenge in 2024 —

Network Telescope (CAIDA) graphs

The Anonymized Network Sensing Graph Challenge, which uses the Network
Telescope (CAIDA) dataset. Link: https://graphchallenge.mit.edu/challenges
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Each snapshot can be viewed as an
individual graph snapshot.

Combining [Snapshot,...Snapshot,g]
creates a full static graph.

There are 161 static graphs, with 128
snapshots in each, totaling 20,608
graph snapshots.

The data is enriched using the
GreyNoise honeyfarm database,
which provides labels for certain |IPs.
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https://graphchallenge.mit.edu/challenges/

Overview: Graph-based Network Intrusion Detection (NID)

Required Components of the Graph Dataset by NID Approaches
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Overview: Graph-based Network Intrusion Detection (NID)

Required Components of the Graph Dataset by NID Approaches

NID Approaches

No. of Graphs
Required for Training

Structural
Topology

Temporal
Information

Node/Edge
Attributes

Ground
Truth

Graph Clustering [I]

N/A

Vv

X

X

Static GNNs

| graph; >1M nodes/graph

Vv

X

v

Dynamic GNNs [2]

|00+ graphs; >1M nodes/graph

v/

Vv

v
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Overview: Graph-based Network Intrusion Detection (NID)

Required Components of the Graph Dataset by NID Approaches

No. of Graphs Structural Temporal Node/Edge Ground
NID Approaches Required for Training Topology Information Attributes Truth
Graph Clustering [1] N/A V4 X )~ 4 ) ¢
Static GNN's | graph; >1M nodes/graph V4 )~ 4 V4 V4

Dynamic GNNs [2]

|00+ graphs; >1M nodes/graph

v/

Vv

v

Available Components of the Graph Dataset in NID Datasets
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Overview: Graph-based Network Intrusion Detection (NID)

Required Components of the Graph Dataset by NID Approaches

No. of Graphs Structural Temporal Node/Edge Ground
NID Approaches Required for Training Topology Information Attributes Truth
Graph Clustering [I] N/A \/ X X X
Static GNNs | graph; >IM nodes/graph V4 X V4 v

Dynamic GNNs [2]

|00+ graphs; >1M nodes/graph

v/

Vv

v

v

Available Components of the Graph Dataset i

n NID Datasets

. Structural Temporal Node/Edge Ground
NID Datasets No. of Graphs Available Topology Information Attributes Truth
Network Telescope 161 graphs; ~8M nodes/graph Snapshots Onl Partial
(CAIDA) graphs [5 grap grap V4 (Snap Y) X ( )
G2A2 [3] 12 graphs; ~0.7M nodes/graph V4 4 V4 V4

P-core [4]

2 graphs; ~4M nodes/graph

v

Vv

Vv

Vv
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