Adversarial Manipulation Risks in Internet Measurement:
A Case Study of ASRank

Speaker: Yihao Chen (Tsinghua University)

In collaboration with: Yi Xu, Ke Xu, Qi Li, Jianping Wu CAIDA AIMS-19



AS Business Relationship

* AS relationships largely determine BGP routing policies

* Knowledge of them is important for many downstream tasks
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Cloudflare Radar uses AS relationship datasets >800 studies cite CAIDA’s AS relationship datasets
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ASRank’s Foundational Role

* AS relationship knowledge relies on algorithmic inference from empirical routing data

* CAIDA’s ASRank algorithm is arguably the most influential and widely used
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Accurate knowledge of AS b relationships is relevant to both technical and economic aspects of the Intemet's inter-domain structure. Firstly, AS

generated by Algorithm 1 AS relationship inference algorithm.
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> 1: Discard or sanitize paths with artlfacts (84.3)
Sort ASes in decreasing order of computed transit de-
gree, then node degree (§4)
Infer clique at top of AS topology (§4.4)
Discard poisoned paths (§4.3)
Infer ¢2p rels. top-down using above ranking (§4.5)
Infer ¢2p rels. from VPs inferred not to be announcing
provider routes (§4.5)
7: Infer ¢2p rels. for ASes where the provider has a smaller
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> : Infer customers for ASes with no providers (§4.5)

TopoScope (lMC’ZO) Routelnfer (PAM’ZZ) 9: Infer ¢2p rels. between stubs and clique ASes (§4.5)

10: Infer ¢2p rels. where adjacent links have no relationship
""" inferred (§4.5)
11: Infer remaining links represent p2p rels. (§4.5)

state-of-the-art inference methods ASRank (IMC'13)
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ASRank’s Foundational Role

* AS relationship knowledge relies on algorithmic inference from empirical routing data

* CAIDA’'s ASRank algorithm is arguably the most influential and widely used

-~

.

Does ASRank remain reliable under
adversarial manipulation?

CAIDA's inference pipeline is transparent

No prior work has examined the risk

~
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Algorithm 1 AS relationship inference algorithm.

Require: AS paths, Allocated ASNs, IXP ASes

1:

b

Discard or sanitize paths with artifacts (84.3)

Sort ASes in decreasing order of computed transit de-
gree, then node degree (§4)

Infer clique at top of AS topology (§4.4)

Discard poisoned paths (§4.3)

Infer ¢2p rels. top-down using above ranking (§4.5)
Infer ¢2p rels. from VPs inferred not to be announcing
provider routes (§4.5)

Infer ¢2p rels. for ASes where the provider has a smaller
transit degree than the customer (§4.5)

Infer customers for ASes with no providers (§4.5)

Infer c2p rels. between stubs and clique ASes (§4.5)

: Infer ¢2p rels. where adjacent links have no relationship

inferred (§4.5)

. Infer remaining links represent p2p rels. (§4.5)

ASRank (IMC'13)



ASRank is Fragile

Its main step Is order-dependent and greedy based on empirical AS triplets

* Subtle perturbation of the order can lead to cascading misclassification

Algorithm 1 AS relationship inference algorithm.

Require: AS paths, Allocated ASNs, IXP ASes
1-.&@&&%&%&@&3&1&@8 (84.3)

Sort ASes in decreasing order of computed transit de-

gree, then node degree (§4)

Infer clique at top of AS topology (§4.4)

Discard poisoned paths (§4.3) 0.0

1.0 —

transit degree of more than
98% ASes is less than 100

b

* ASes with a transit degree
of 0 are marked as 1
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provider routes (§4.5)
7: Infer c2p rels. for ASes where the provider has a smaller
transit degree than the customer (§4.5)
8: Infer customers for ASes with no providers (§4.5)
9: Infer ¢2p rels. between stubs and clique ASes (§4.5)
10: Infer c¢2p rels. where adjacent links have no relationship
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* Error bars represent 95% confidence intervals

inferred (§4.5) 201

11: Infer remaining links represent p2p rels. (§4.5) 10 20 30 40 ) 50 60 70 80 90 100
synthetically ijected triplets
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Minimal Example

/

N
pathl: ... MNABCD

path2: ... MNABE
path3: ... MNAF
path4: ... MNAG

Empirical input routes

Algorithm 1 AS relationship inference algorithm.

Require: AS paths, Allocated ASNs, IXP ASes

1:
2:

SO W

Discard or sanitize paths with artifacts (84.3)

Sort ASes in decreasing order of computed transit de-
gree, then node degree (§4)

Infer clique at top of AS topology (§4.4)

Discard poisoned paths (§4.3)

Infer ¢2p rels. top-down using above ranking (§4.5)
Infer c2p rels. from VPs inferred not to be announcing
provider routes (§4.5)

7: Infer ¢2p rels. for ASes where the provider has a smaller

co

11:

transit degree than the customer (§4.5)

: Infer customers for ASes with no providers (§4.5)
: Infer ¢2p rels. between stubs and clique ASes (§4.5)
: Infer ¢2p rels. where adjacent links have no relationship

inferred (§4.5)
Infer remaining links represent p2p rels. (§4.5)
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A Minimal Example (Step 3: infer P2P among clique)

e ™
pathl: ... MNIABCD
path2: ...MNIABE
path3: ...MNIAF
path4: .. |MNIAG

- J

Empirical input routes

Algorithm 1 AS relationship inference algorithm.

Require: AS paths, Allocated ASNs, IXP ASes

1:
2:

Discard or sanitize paths with artifacts (84.3)
Sort ASes in decreasing order of computed transit de-
eree, then node desrec (84)

®—®

Infer clique at top of AS topology (§4.4)

SOl W

Discard poisoned paths (34.3)

Infer ¢2p rels. top-down using above ranking (§4.5)
Infer c2p rels. from VPs inferred not to be announcing
provider routes (§4.5)

Infer c2p rels. for ASes where the provider has a smaller
transit degree than the customer (§4.5)

: Infer customers for ASes with no providers (§4.5)
: Infer ¢2p rels. between stubs and clique ASes (§4.5)
: Infer ¢2p rels. where adjacent links have no relationship

inferred (§4.5)

: Infer remaining links represent p2p rels. (§4.5)

clique @
© ®

® ©

Resolved links
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A Minimal Example (Step 5: infer P2C based on triplets)

e ™
pathl: ... MNABCD
path2: ... MNABE
path3: ... MNAF
path4: ... MNAG

- J

Empirical input routes

Algorithm 1 AS relationship inference algorithm.

Require: AS paths, Allocated ASNs, IXP ASes

1:
2:

3:
4.

Discard or sanitize paths with artifacts (84.3)

Sort ASes in decreasing order of computed transit de-
gree, then node degree (§4)

Infer clique at top of AS topology (§4.4)

Discard _poisoned paths (§4.3)

LR

Infer ¢2p rels. top-down using above ranking (§4.5)

provider routes (§4.5)

: Infer c2p rels. for ASes where the provider has a smaller

transit degree than the customer (§4.5)

: Infer customers for ASes with no providers (§4.5)
: Infer ¢2p rels. between stubs and clique ASes (§4.5)
: Infer ¢2p rels. where adjacent links have no relationship

inferred (§4.5)

: Infer remaining links represent p2p rels. (§4.5)
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A Minimal Example (Step 5: infer P2C based on triplets)

e ™
pathl: ... MNABCD
path2: ... MNABE
path3: ... MNAF
path4: ... MNAG

- J

Empirical input routes

Algorithm 1 AS relationship inference algorithm.

Require: AS paths, Allocated ASNs, IXP ASes

1:
2:

3:
4.

Discard or sanitize paths with artifacts (84.3)

Sort ASes in decreasing order of computed transit de-
gree, then node degree (§4)

Infer clique at top of AS topology (§4.4)

Discard _poisoned paths (§4.3)

LR

Infer ¢2p rels. top-down using above ranking (§4.5)

provider routes (§4.5)

: Infer c2p rels. for ASes where the provider has a smaller

transit degree than the customer (§4.5)

: Infer customers for ASes with no providers (§4.5)
: Infer ¢2p rels. between stubs and clique ASes (§4.5)
: Infer ¢2p rels. where adjacent links have no relationship

inferred (§4.5)

: Infer remaining links represent p2p rels. (§4.5)

1. Rank ASes by transit degree
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A Minimal Example (Step 5: infer P2C based on triplets)

- ™
path 1: .MNABCD
path 2: . MNABE
path 3: .MNAF
path 4: .MNAG

- J

Empirical input routes

Algorithm 1 AS relationship inference algorithm.

Require: AS paths, Allocated ASNs, IXP ASes

1:
2:

3:
4.

Discard or sanitize paths with artlfacts (84.3)

Sort ASes in decreasing order of computed transit de-
gree, then node degree (§4)

Infer clique at top of AS topology (§4.4)

Discard _poisoned paths (§4.3)

LR

Infer ¢2p rels. top-down using above ranking (§4.5)

provider routes (§4.5)
Infer c2p rels. for ASes where the provider has a smaller
transit degree than the customer (§4.5)

: Infer customers for ASes with no providers (§4.5)
: Infer ¢2p rels. between stubs and clique ASes (§4.5)
: Infer ¢2p rels. where adjacent links have no relationship

inferred (§4.5)

: Infer remaining links represent p2p rels. (§4.5)

1. Rank ASes by transit degree

Transit degree (TD) is the number of
subject AS’s distinct neighbors in AS
triplets where the subject AS is In the
middle position.
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A Minimal Example (Step 5: infer P2C based on triplets)

- ™
path1: ... MINAB|CD
path 2: . MIN A BIE
path 3: . MINAF
path 4: . MINAG

- J

Empirical input routes

Algorithm 1 AS relationship inference algorithm.

Require: AS paths, Allocated ASNs, IXP ASes

1:
2:

3:
4.

Discard or sanitize paths with artlfacts (84.3)

Sort ASes in decreasing order of computed transit de-
gree, then node degree (§4)

Infer clique at top of AS topology (§4.4)

Discard _poisoned paths (§4.3)

LR

Infer ¢2p rels. top-down using above ranking (§4.5)

provider routes (§4.5)

: Infer c2p rels. for ASes where the provider has a smaller

transit degree than the customer (§4.5)

: Infer customers for ASes with no providers (§4.5)
: Infer ¢2p rels. between stubs and clique ASes (§4.5)
: Infer ¢2p rels. where adjacent links have no relationship

inferred (§4.5)

: Infer remaining links represent p2p rels. (§4.5)

1. Rank ASes by transit degree

Transit degree (TD) is the number of
subject AS’s distinct neighbors in AS
triplets where the subject AS is In the
middle position.
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A Minimal Example (Step 5: infer P2C based on triplets)

- ™
path1: ... MINAB|CD
path 2: . MIN A BIE
path 3: . MINAF
path 4: . MINAG

- J

Empirical input routes

Algorithm 1 AS relationship inference algorithm.

Require: AS paths, Allocated ASNs, IXP ASes

1:
2:

3:
4.

Discard or sanitize paths with artlfacts (84.3)

Sort ASes in decreasing order of computed transit de-
gree, then node degree (§4)

Infer clique at top of AS topology (§4.4)

Discard _poisoned paths (§4.3)

LR

Infer ¢2p rels. top-down using above ranking (§4.5)

provider routes (§4.5)

: Infer c2p rels. for ASes where the provider has a smaller

transit degree than the customer (§4.5)

: Infer customers for ASes with no providers (§4.5)
: Infer ¢2p rels. between stubs and clique ASes (§4.5)
: Infer ¢2p rels. where adjacent links have no relationship

inferred (§4.5)

: Infer remaining links represent p2p rels. (§4.5)

1. Rank ASes by transit degree

Transit degree (TD) is the number of
subject AS’s distinct neighbors in AS
triplets where the subject AS is In the
middle position.

* TD(A) =4
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A Minimal Example (Step 5: infer P2C based on triplets)

- ™
path 1: . M NIABC|D
path 2: .M NABE
path 3: .MNAF
path 4: .MNAG

- J

Empirical input routes

Algorithm 1 AS relationship inference algorithm.

Require: AS paths, Allocated ASNs, IXP ASes

1:
2:

3:
4.

Discard or sanitize paths with artlfacts (84.3)

Sort ASes in decreasing order of computed transit de-
gree, then node degree (§4)

Infer clique at top of AS topology (§4.4)

Discard _poisoned paths (§4.3)

LR

Infer ¢2p rels. top-down using above ranking (§4.5)

provider routes (§4.5)

: Infer c2p rels. for ASes where the provider has a smaller

transit degree than the customer (§4.5)

: Infer customers for ASes with no providers (§4.5)
: Infer ¢2p rels. between stubs and clique ASes (§4.5)
: Infer ¢2p rels. where adjacent links have no relationship

inferred (§4.5)

: Infer remaining links represent p2p rels. (§4.5)

1. Rank ASes by transit degree

Transit degree (TD) is the number of
subject AS’s distinct neighbors in AS
triplets where the subject AS is In the
middle position.

* TD(A) =4

* TD(B) =3

@@
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A Minimal Example (Step 5: infer P2C based on triplets)

e ™
pathl: ... MNA|BCD
path2: ... MNABE
path3: ... MNAF
path4: ... MNAG

- J

Empirical input routes

Algorithm 1 AS relationship inference algorithm.

Require: AS paths, Allocated ASNs, IXP ASes

1:
2:

3:
4.

Discard or sanitize paths with artlfacts (84.3)

Sort ASes in decreasing order of computed transit de-
gree, then node degree (§4)

Infer clique at top of AS topology (§4.4)

Discard _poisoned paths (§4.3)

LR

Infer ¢2p rels. top-down using above ranking (§4.5)

provider routes (§4.5)

: Infer c2p rels. for ASes where the provider has a smaller

transit degree than the customer (§4.5)

: Infer customers for ASes with no providers (§4.5)
: Infer ¢2p rels. between stubs and clique ASes (§4.5)
: Infer ¢2p rels. where adjacent links have no relationship

inferred (§4.5)

: Infer remaining links represent p2p rels. (§4.5)

1. Rank ASes by transit degree

Transit degree (TD) is the number of
subject AS’s distinct neighbors in AS
triplets where the subject AS is In the
middle position.

* TD(A) =4

* TD(B) =3

« TD(C) =2
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A Minimal Example (Step 5: infer P2C based on triplets)

- ™
path 1: .MNABCD
path 2: . MNABE
path 3: .MNAF
path 4: .MNAG

- J

Empirical input routes

Algorithm 1 AS relationship inference algorithm.

Require: AS paths, Allocated ASNs, IXP ASes
Discard or sanitize paths with artlfacts (84.3)

1:
2:

3:
4.

Sort ASes in decreasing order of computed transit de-

gree, then node degree (§4)
Infer clique at top of AS topology (§4.4)
Discard poisoned paths (§4.3)

LR

Infer ¢2p rels. top-down using above ranking (§4.5)

provider routes (§4.5)
: Infer c2p rels. for ASes where the provider has a smaller

transit degree than the customer (§4.5)

inferred (§4.5)

: Infer customers for ASes with no providers (§4.5)
: Infer ¢2p rels. between stubs and clique ASes (§4.5)
: Infer ¢2p rels. where adjacent links have no relationship

: Infer remaining links represent p2p rels. (§4.5)

1. Rank ASes by transit degree

Transit degree (TD) is the number of

subject AS’s distinct neighbors in AS

triplets where the subject AS is In the

middle position.

* TD(A) =4

* TD(B)

« TD(C) =2
(
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A Minimal Example (Step 5: infer P2C based on triplets)

- ™
path 1: .MNABCD
path 2: . MNABE
path 3: .MNAF
path 4: .MNAG

- J

Empirical input routes

Algorithm 1 AS relationship inference algorithm.

Require: AS paths, Allocated ASNs, IXP ASes

1:
2:

3:
4.

Discard or sanitize paths with artlfacts (84.3)

Sort ASes in decreasing order of computed transit de-
gree, then node degree (§4)

Infer clique at top of AS topology (§4.4)

Discard _poisoned paths (§4.3)

LR

Infer ¢2p rels. top-down using above ranking (§4.5)

provider routes (§4.5)

: Infer c2p rels. for ASes where the provider has a smaller

transit degree than the customer (§4.5)

: Infer customers for ASes with no providers (§4.5)
: Infer ¢2p rels. between stubs and clique ASes (§4.5)
: Infer ¢2p rels. where adjacent links have no relationship

inferred (§4.5)

: Infer remaining links represent p2p rels. (§4.5)

1. Rank ASes by transit degree

Transit degree (TD) is the number of
subject AS’s distinct neighbors in AS
triplets where the subject AS is In the
middle position.

« TD(A) = 4

’ (B) =

+ TD(C) =

+  TD(D)=TD(E)=TD(F)=TD(G)=0

Top-down order: AB,C,D,E,F,G

®
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A Minimal Example (Step 5: infer P2C based on triplets)

e ™
pathl: ... MNABCD
path2: ... MNABE
path3: ... MNAF
path4: ... MNAG

- J

Empirical input routes

Algorithm 1 AS relationship inference algorithm.

Require: AS paths, Allocated ASNs, IXP ASes

1:
2:

3:
4.

Discard or sanitize paths with artifacts (84.3)

Sort ASes in decreasing order of computed transit de-
gree, then node degree (§4)

Infer clique at top of AS topology (§4.4)

Discard _poisoned paths (§4.3)

LR

Infer ¢2p rels. top-down using above ranking (§4.5)

provider routes (§4.5)

: Infer c2p rels. for ASes where the provider has a smaller

transit degree than the customer (§4.5)

: Infer customers for ASes with no providers (§4.5)
: Infer ¢2p rels. between stubs and clique ASes (§4.5)
: Infer ¢2p rels. where adjacent links have no relationship

inferred (§4.5)

: Infer remaining links represent p2p rels. (§4.5)

1. Rank ASes by transit degree
Top-down order: A,B,CD,EF,G

®
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A Minimal Example (Step 5: infer P2C based on triplets)

e ™
pathl: ... MNABCD
path2: ... MNABE
path3: ... MNAF
path4: ... MNAG

- J

Empirical input routes

Algorithm 1 AS relationship inference algorithm.

Require: AS paths, Allocated ASNs, IXP ASes

1:
2:

3:
4.

Discard or sanitize paths with artlfacts (84.3)

Sort ASes in decreasing order of computed transit de-
gree, then node degree (§4)

Infer clique at top of AS topology (§4.4)

Discard _poisoned paths (§4.3)

LR

Infer ¢2p rels. top-down using above ranking (§4.5)

provider routes (§4.5)

: Infer c2p rels. for ASes where the provider has a smaller

transit degree than the customer (§4.5)

: Infer customers for ASes with no providers (§4.5)
: Infer ¢2p rels. between stubs and clique ASes (§4.5)
: Infer ¢2p rels. where adjacent links have no relationship

inferred (§4.5)

: Infer remaining links represent p2p rels. (§4.5)

P2P
1. Rank ASes by transit degree @_®
Top-down order: AB,C,D,E,F,G @
2. Infer P2C heuristically
©@ ®
® ©
©

Resolved links
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A Minimal Example (Step 5: infer P2C based on triplets)

e ™
pathl: ... MNABCD
path2: ... MNABE
path3: ... MNAF
path4: ... MNAG

- J

Empirical input routes

Algorithm 1 AS relationship inference algorithm.

Require: AS paths, Allocated ASNs, IXP ASes

1:
2:

3:
4.

Discard or sanitize paths with artlfacts (84.3)

Sort ASes in decreasing order of computed transit de-
gree, then node degree (§4)

Infer clique at top of AS topology (§4.4)

Discard _poisoned paths (§4.3)

LR

Infer ¢2p rels. top-down using above ranking (§4.5)

provider routes (§4.5)

: Infer c2p rels. for ASes where the provider has a smaller

transit degree than the customer (§4.5)

: Infer customers for ASes with no providers (§4.5)
: Infer ¢2p rels. between stubs and clique ASes (§4.5)
: Infer ¢2p rels. where adjacent links have no relationship

inferred (§4.5)

: Infer remaining links represent p2p rels. (§4.5)

1. Rank ASes by transit degree
Top-down order: AB,C,D,E,F,G
2. Infer P2C heuristically

Visit each AS In top-down order.

®

® ® @
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Resolved links
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A Minimal Example (Step 5: infer P2C based on triplets)

e ™
pathl: ... MNABCD
path2: ... MNABE
path3: ... MNAF
path4: ... MNAG

- J

Empirical input routes

Algorithm 1 AS relationship inference algorithm.

Require: AS paths, Allocated ASNs, IXP ASes

1:
2:

3:
4.

Discard or sanitize paths with artlfacts (84.3)

Sort ASes in decreasing order of computed transit de-
gree, then node degree (§4)

Infer clique at top of AS topology (§4.4)

Discard _poisoned paths (§4.3)

LR

Infer ¢2p rels. top-down using above ranking (§4.5)

provider routes (§4.5)

: Infer c2p rels. for ASes where the provider has a smaller

transit degree than the customer (§4.5)

: Infer customers for ASes with no providers (§4.5)
: Infer ¢2p rels. between stubs and clique ASes (§4.5)
: Infer ¢2p rels. where adjacent links have no relationship

inferred (§4.5)

: Infer remaining links represent p2p rels. (§4.5)

1. Rank ASes by transit degree
Top-down order: AB,C,D,E,F,G
2. Infer P2C heuristically

Visit each AS In top-down order.
When visiting Z, find any triplet in the
form (XY Z), where X-Y has already
been inferred as P2P or P2C.

®
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A Minimal Example (Step 5: infer P2C based on triplets)

e ™
pathl: ... MNABCD
path2: ... MNABE
path3: ... MNAF
path4: ... MNAG

- J

Empirical input routes

Algorithm 1 AS relationship inference algorithm.

Require: AS paths, Allocated ASNs, IXP ASes

1:
2:

3:
4.

Discard or sanitize paths with artlfacts (84.3)

Sort ASes in decreasing order of computed transit de-
gree, then node degree (§4)

Infer clique at top of AS topology (§4.4)

Discard _poisoned paths (§4.3)

LR

Infer ¢2p rels. top-down using above ranking (§4.5)

provider routes (§4.5)

: Infer c2p rels. for ASes where the provider has a smaller

transit degree than the customer (§4.5)

: Infer customers for ASes with no providers (§4.5)
: Infer ¢2p rels. between stubs and clique ASes (§4.5)
: Infer ¢2p rels. where adjacent links have no relationship

inferred (§4.5)

: Infer remaining links represent p2p rels. (§4.5)

1. Rank ASes by transit degree
Top-down order: AB,C,D,E,F,G
2. Infer P2C heuristically

Visit each AS In top-down order.
When visiting Z, find any triplet in the
form (XY Z), where X-Y has already
been inferred as P2P or P2C.

If such a triplet is found, Y-Z Is inferred
as P2C.

®
® ® @

® ©

Resolved links

O,
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A Minimal Example (Step 5: infer P2C based on triplets)

( path 1: ...MNABCD )
path2: ... MNABE
path3: ... MNAF
path4: ... MNAG

- J

Empirical input routes

Algorithm 1 AS relationship inference algorithm.

Require: AS paths, Allocated ASNs, IXP ASes

1:
2:

3:
4.

Discard or sanitize paths with artlfacts (§4.3)

Sort ASes in decreasing order of computed transit de-
gree, then node degree (§4)

Infer clique at top of AS topology (§4.4)

Discard _poisoned paths (§4.3)

LR

Infer ¢2p rels. top-down using above ranking (§4.5)

provider routes (§4.5)

: Infer c2p rels. for ASes where the provider has a smaller

transit degree than the customer (§4.5)

: Infer customers for ASes with no providers (§4.5)
: Infer ¢2p rels. between stubs and clique ASes (§4.5)
: Infer ¢2p rels. where adjacent links have no relationship

inferred (§4.5)

: Infer remaining links represent p2p rels. (§4.5)

1. Rank ASes by transit degree
Top-down order: AB,C,D,E,F,G
2. Infer P2C heuristically

Visit each AS In top-down order.
When visiting Z, find any triplet in the
form (XY Z), where X-Y has already
been inferred as P2P or P2C.

If such a triplet is found, Y-Z Is inferred
as P2C.

* (MNA)Implies N-Ais P2C

P2P
: Q| P2C

®
© ® G

® ©

Resolved links

O,
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A Minimal Example (Step 5: infer P2C based on triplets)

e ™
path1l: ... MINABICD
path2: ... MNABE
path3: ... MNAF
path4: ... MNAG

- J

Empirical input routes

Algorithm 1 AS relationship inference algorithm.

Require: AS paths, Allocated ASNs, IXP ASes

1:
2:

3:
4.

Discard or sanitize paths with artlfacts (§4.3)

Sort ASes in decreasing order of computed transit de-
gree, then node degree (§4)

Infer clique at top of AS topology (§4.4)

Discard _poisoned paths (§4.3)

LR

Infer ¢2p rels. top-down using above ranking (§4.5)

provider routes (§4.5)

: Infer c2p rels. for ASes where the provider has a smaller

transit degree than the customer (§4.5)

: Infer customers for ASes with no providers (§4.5)
: Infer ¢2p rels. between stubs and clique ASes (§4.5)
: Infer ¢2p rels. where adjacent links have no relationship

inferred (§4.5)

: Infer remaining links represent p2p rels. (§4.5)

1. Rank ASes by transit degree
Top-down order: AB,C,D,E,F,G
2. Infer P2C heuristically

Visit each AS In top-down order.
When visiting Z, find any triplet in the
form (XY Z), where X-Y has already
been inferred as P2P or P2C.

If such a triplet is found, Y-Z Is inferred
as P2C.

* (MNA)Implies N-Ais P2C

* (N AB)implies A-Bis P2C

P2P

©

P2C
(&) ooc
®

® ©

Resolved links

O,
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A Minimal Example (Step 5: infer P2C based on triplets)

e ™
path1: ... M NIABCID
path2: ... MNABE
path3: ... MNAF
path4: ... MNAG

- J

Empirical input routes

Algorithm 1 AS relationship inference algorithm.

Require: AS paths, Allocated ASNs, IXP ASes

1:
2:

3:
4.

Discard or sanitize paths with artlfacts (§4.3)

Sort ASes in decreasing order of computed transit de-
gree, then node degree (§4)

Infer clique at top of AS topology (§4.4)

Discard _poisoned paths (§4.3)

LR

Infer ¢2p rels. top-down using above ranking (§4.5)

provider routes (§4.5)

: Infer c2p rels. for ASes where the provider has a smaller

transit degree than the customer (§4.5)

: Infer customers for ASes with no providers (§4.5)
: Infer ¢2p rels. between stubs and clique ASes (§4.5)
: Infer ¢2p rels. where adjacent links have no relationship

inferred (§4.5)

: Infer remaining links represent p2p rels. (§4.5)

1. Rank ASes by transit degree
Top-down order: AB,C,D,E,F,G
2. Infer P2C heuristically

Visit each AS In top-down order.
When visiting Z, find any triplet in the
form (XY Z), where X-Y has already
been inferred as P2P or P2C.

If such a triplet is found, Y-Z Is inferred
as P2C.

* (MNA)Implies N-Ais P2C

* (N AB)implies A-Bis P2C

* (ABC)implies B-Cis P2C

P2P
@ m P2C
e P2C

© ©® ®..
® ©

Resolved links

O,

24



A Minimal Example (Step 5: infer P2C based on triplets)

e ™
pathl: ... MNA|BCD
path2: ... MNABE
path3: ... MNAF
path4: ... MNAG

- J

Empirical input routes

Algorithm 1 AS relationship inference algorithm.

Require: AS paths, Allocated ASNs, IXP ASes

1:
2:

3:
4.

Discard or sanitize paths with artlfacts (§4.3)

Sort ASes in decreasing order of computed transit de-
gree, then node degree (§4)

Infer clique at top of AS topology (§4.4)

Discard _poisoned paths (§4.3)

LR

Infer ¢2p rels. top-down using above ranking (§4.5)

provider routes (§4.5)

: Infer c2p rels. for ASes where the provider has a smaller

transit degree than the customer (§4.5)

: Infer customers for ASes with no providers (§4.5)
: Infer ¢2p rels. between stubs and clique ASes (§4.5)
: Infer ¢2p rels. where adjacent links have no relationship

inferred (§4.5)

: Infer remaining links represent p2p rels. (§4.5)

1. Rank ASes by transit degree
Top-down order: AB,C,D,E,F,G
2. Infer P2C heuristically

Visit each AS In top-down order.
When visiting Z, find any triplet in the
form (XY Z), where X-Y has already
been inferred as P2P or P2C.
If such a triplet is found, Y-Z Is inferred
as P2C.
* (MNA)Implies N-Ais P2C

(N A B) implies A-B is P2C
* (ABC)implies B-Cis P2C

(B C D) implies C-D is P2C

P2P
@ m P2C
e P2C

@ @ ch

® Qruc

Resolved links

O
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A Minimal Example (Step 5: infer P2C based on triplets)

e ™
pathl: ... MNABCD
path2: ... MNIABE
path3: ... MNAF
path4: ... MNAG

- J

Empirical input routes

Algorithm 1 AS relationship inference algorithm.

Require: AS paths, Allocated ASNs, IXP ASes

1:
2:

3:
4.

Discard or sanitize paths with artlfacts (§4.3)

Sort ASes in decreasing order of computed transit de-
gree, then node degree (§4)

Infer clique at top of AS topology (§4.4)

Discard _poisoned paths (§4.3)

LR

Infer ¢2p rels. top-down using above ranking (§4.5)

provider routes (§4.5)

: Infer c2p rels. for ASes where the provider has a smaller

transit degree than the customer (§4.5)

: Infer customers for ASes with no providers (§4.5)
: Infer ¢2p rels. between stubs and clique ASes (§4.5)
: Infer ¢2p rels. where adjacent links have no relationship

inferred (§4.5)

: Infer remaining links represent p2p rels. (§4.5)

1. Rank ASes by transit degree
Top-down order: AB,C,D,E,F,G
2. Infer P2C heuristically

Visit each AS In top-down order.
When visiting Z, find any triplet in the
form (XY Z), where X-Y has already
been inferred as P2P or P2C.

If such a triplet is found, Y-Z Is inferred
as P2C.

* (MNA)Implies N-Ais P2C

(N A B) implies A-B is P2C

(A B C) implies B-C is P2C

(B C D) implies C-D is P2C

(A B E) implies B-E is P2C

P2P
@ m P2C
e P2C

@ @ ch

P2C

OGN Or*:

Resolved links

O
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A Minimal Example (Step 5: infer P2C based on triplets)

e ™
pathl: ... MNABCD
path2: ... MNABE
path3: ... MINAF
path4: ... MNAG

- J

Empirical input routes

Algorithm 1 AS relationship inference algorithm.

Require: AS paths, Allocated ASNs, IXP ASes

1:
2:

3:

(>

Discard or sanitize paths with artlfacts (§4.3)

Sort ASes in decreasing order of computed transit de-
gree, then node degree (§4)

Infer clique at top of AS topology (§4.4)

Discard _poisoned paths (§4.3)

LR

Infer ¢2p rels. top-down using above ranking (§4.5)

provider routes (§4.5)

: Infer c2p rels. for ASes where the provider has a smaller

transit degree than the customer (§4.5)

: Infer customers for ASes with no providers (§4.5)
: Infer ¢2p rels. between stubs and clique ASes (§4.5)
: Infer ¢2p rels. where adjacent links have no relationship

inferred (§4.5)

: Infer remaining links represent p2p rels. (§4.5)

1. Rank ASes by transit degree

Top-down order: AB,C,D,E,F,G

2. Infer P2C heuristically

Visit each AS In top-down order.
When visiting Z, find any triplet in the
form (XY Z), where X-Y has already
been inferred as P2P or P2C.

If such a triplet is found, Y-Z Is inferred
as P2C.

(M N A) implies N-A'is P2C
(N A B) implies A-B is P2C
(A B C) implies B-C is P2C
(B C D) implies C-D is P2C
(A B E) implies B-E is P2C
(N A F) implies A-F is P2C

Resolved links
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A Minimal Example (Step 5: infer P2C based on triplets)

e ™
pathl: ... MNABCD
path2: ... MNABE
path3: ... MNAF
path4: ... MINAG

- J

Empirical input routes

Algorithm 1 AS relationship inference algorithm.

Require: AS paths, Allocated ASNs, IXP ASes

1:
2:

3:

(>

Discard or sanitize paths with artlfacts (§4.3)

Sort ASes in decreasing order of computed transit de-
gree, then node degree (§4)

Infer clique at top of AS topology (§4.4)

Discard _poisoned paths (§4.3)

LR

Infer ¢2p rels. top-down using above ranking (§4.5)

provider routes (§4.5)

: Infer c2p rels. for ASes where the provider has a smaller

transit degree than the customer (§4.5)

: Infer customers for ASes with no providers (§4.5)
: Infer ¢2p rels. between stubs and clique ASes (§4.5)
: Infer ¢2p rels. where adjacent links have no relationship

inferred (§4.5)

: Infer remaining links represent p2p rels. (§4.5)

1. Rank ASes by transit degree

Top-down order: AB,C,D,E,F,G

2. Infer P2C heuristically

Visit each AS In top-down order.
When visiting Z, find any triplet in the
form (XY Z), where X-Y has already
been inferred as P2P or P2C.

If such a triplet is found, Y-Z Is inferred
as P2C.

(M N A) implies N-A'is P2C
(N A B) implies A-B is P2C
(A B C) implies B-C is P2C
(B C D) implies C-D is P2C
(A B E) implies B-E is P2C
(N A F) implies A-F is P2C
(N A G) implies A-G is P2C

Resolved links
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A Minimal Example

/

path 1:
path 2:
path 3:
path 4:

.. MNABCD
...MNABE
...MNAF

. MNAG

\

Empirical input routes

ASRank

P2P
P2C

P2C po
OGO
OROr*.
(®)

Resolved links



A Minimal Example (under Adversarial Injection)

P2P
[ path1: ... MNABCD ) MW
path2: ... MNABE @
path3: ... MNAF
path4: ... MNAG @ @
\ J
o Trmarer © ©
i path5: ...
path6: ... XFDGY @

___________________________________________

Resolved links
Empirical input routes



A Minimal Example (under Adversarial Injection)

O P2P O

4 I

path1l: ... M[NABICD 1. Rank ASes by transit degree
path2: ... MINABE Transit degree (TD) is the number of @
path3: ... MINAF subject AS's individual neighbors in AS
path4: ... MINAG tnplets vvherg the subject AS is in the @ @

S ) middle position.

........................................... + TD(A) = 4+1=5 ® (©

path6: ... XFDGY § @

___________________________________________

Resolved links
Empirical input routes



A Minimal Example (under Adversarial Injection)

O P2P O
4 I
pathl: ... M N[ABCID 1. Rank ASes by transit degree
path2: ... M NIABE Transit degree (TD) is the number of @
path3: ... MNAF subject AS's individual neighbors in AS
path4: ... MNAG tnplets vvherg the subject AS is in the @ @
S ) middle position.

........................................... . TD(A)=4+1=5 ® (©

.+ TD(B)=3+1=4
path6: ... XFDGY § @

___________________________________________

Resolved links
Empirical input routes



A Minimal Example (under Adversarial Injection)

O P2P O
4 I
pathl: ... MNA[BCD 1. Rank ASes by transit degree
path2: ... MNABE Transit degree (TD) is the number of @
path3: ... MNAF subject AS's individual neighbors in AS
path4: ... MNAG tnplets vvherg the subject AS is in the @ @
S ) middle position.

........................................... . TD(A)=4+1=5 ® (©

. .+ TD(B)=3+1=4
path6: ... XFDGy | = 1D)=2+1=3 ©

___________________________________________

Resolved links
Empirical input routes



A Minimal Example (under Adversarial Injection)

P2P

4 )

pathl: ... MNABCD 1. Rank ASes by transit degree @_®

path2: ... MNABE Transit degree (TD) is the number of @

path3: ... MNAF subject AS’s individual neighbors in AS

pathd: .. MNAG tnplets vvherg the subject AS is In the @ @
S ) middle position.
pmmmmmm e eeeeeeeeee ¢ TD(A) =441 =5 @ @
. paths: ...xABDCly | ° [D(B)=3+1=4
. pathe: ... xFDqgly | - PO)=2+1=3 ©
. v ¢ TD(D)=0+4=4

Resolved links
Empirical input routes



A Minimal Example (under Adversarial Injection)

- ™
pathl: ... MNABCD
path2: ... MNABE
path3: ... MNAF
path4: ... MNAG

- J

| path5: ... XABDCY |

. path6: ...XFDGY |

___________________________________________

Empirical input routes

1. Rank ASes by transit degree

Transit degree (TD) is the number of
subject AS’s individual neighbors in AS
triplets where the subject AS is In the
middle position.

* TD(A)=4+41=5

+ TD(B)=3+1=4
+ TD(C)=2+1=3
« TD(D)=0+4=4
+ TD(E) =0

@@

®

© ® G

® ©

Resolved links

O,
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A Minimal Example (under Adversarial Injection)

- ™
pathl: ... MNABCD
path2: ... MNABE
path3: ... MNAF
path4: ... MNAG

- J

| path5: ... XABDCY |

. pathe: ...XEDGY |

___________________________________________

Empirical input routes

1. Rank ASes by transit degree

Transit degree (TD) is the number of
subject AS’s individual neighbors in AS
triplets where the subject AS is In the
middle position.

. TD(A) =4+1=5

- TD(B)=3+1=4
.« TD(C)=2+1=3
.+ TD(D ):o+4 4
* TD(E) =

.+ TD(F) = +2=2

@@

®

© ® G

® ©

Resolved links

O,

36



A Minimal Example (under Adversarial Injection)

O P2P O
4 I
pathl: ... MNABCD 1. Rank ASes by transit degree
path2: ... MNABE Transit degree (TD) is the number of @
path3: ... MNAF subject AS's individual neighbors in AS
path4: ... MNAG tnplets vvherg the subject AS is in the @ @
S ) middle position.

........................................... . TD(A)=4+1=5 ® (©

. paths: ...XABDCy | * TD(B)=3+1=4
. path6: ...XFIDGY 0 TD(C)=2+1=3 @
N i+ TD(D)=0+4=4 |
« TD(E)=0 Resolved links
Empirical input routes + TD(F) = 0+2 = 2
(



A Minimal Example (under Adversarial Injection)

- ™
pathl: ... MNABCD
path2: ... MNABE
path3: ... MNAF
path4: ... MNAG

- J

| path5: ... XABDCY |

. path6: ...XFDGY |

___________________________________________

Empirical input routes

O P2P O
1. Rank ASes by transit degree

Transit degree (TD) is the number of @
subject AS’s individual neighbors in AS

triplets where the subject AS is in the @ @

middle position.

+ TD(A) = 4+1=5 ® (©

- TD(B)=3+1=4

(
+ TD(C)=2+1=3 (®
+ TD(D)=0+4 =4 |
« TD(E) = 0 Resolved links
+ TD(F) = 0+2 = 2
(

Top-down order: A,B,D,C,F,G,E

38



A Minimal Example (under Adversarial Injection)

P2P

4 )

pathl: ... MNABCD 1. Rank ASes by transit degree @_®

path2: ... MNABE Top-down order: A,B,D,C,F,G,E @

path3: ... MNAF

path4: ... MNAG @ @
: : ® ©
| paths: ...XABDCY |
. path6: ... XFDGY | (©)

___________________________________________

Resolved links

Empirical input routes

39



A Minimal Example (under Adversarial Injection)

- ™
pathl: ... MNABCD
path2: ... MNABE
path3: ... MNAF
path4: ... MNAG

- J

| path5: ... XABDCY |

. path6: ...XFDGY |

__________________

-------------------------

Empirical input routes

1. Rank ASes by transit degree
Top-down order: A,B,D,C,F,G,E
2. Infer P2C heuristically

®
® ® @

® ©

Resolved links

O,

40



A Minimal Example (under Adversarial Injection)

- ™
pathl: ...MNABCD
path2: ... MNABE
path3: ... MNAF
path4: ... MNAG

- J

| path5: ... XABDCY |

. path6: ...XFDGY |

__________________

-------------------------

Empirical input routes

P2P
1. Rank ASes by transit degree C Q| P2C

Top-down order: A,B,D,C,F,G,E @
2. Infer P2C heuristically

* (M NA)Implies N-Ais P2C @ @
® ©
©

Resolved links

41



A Minimal Example (under Adversarial Injection)

4 )
path1l: ... M[NAB|C D 1. Rank ASes by transit degree
path2: ... MNABE , ITofp—dPozv(\énhord?r: .A,E?I,D,C,F,G,E
path3: ... MNAF ' (nl\/lelr\l N errlstl\llcly .

, . implies N-A is

| path4 . MNAG ] .\ AB)implies A-B is P2C

| paths: ...XABDCY |

| path6: ...XFDGY ;

___________________________________________

Resolved links

Empirical input routes



A Minimal Example (under Adversarial Injection)

4 )
pathl: ... MNABCD 1. Rank ASes by transit degree
path2: ... MNABE Top-down order: A,B,D,C,F,G,E
path3: ... MNAF 2 I(r]l\jlell;lp,ﬂ?)(:' herrls;c\IIijIAl\ly e
, . implies N-A s
| path4 . MNAG ] .\ AB)implies A-B is P2C

___________________________________________ * (ABD)implies B-D is P2C

___________________________________________

Resolved links

Empirical input routes



A Minimal Example (under Adversarial Injection)

- ™
pathl: ... MNABCD
path2: ... MNABE
path3: ... MNAF
path4: ... MNAG

- J

| path5: ... XABDCY |

. path6: ...XFDGY |

___________________________________________

Empirical input routes

P2P
1. Rank ASes by transit degree @ m P2C
Top-down order: A,B,D,C,F,G,E
2. Infer P2C heuristically

(M N A) implies N-A is P2C

N A B) implies A-B is P2C @ @ 9

(
(A B D) implies B-D is P2C @ (¢)
(B D C) implies D-C is P2C

pP2C Q

Resolved links

P2C

44



A Minimal Example (under Adversarial Injection)

4 I

pathl: ... M NNABC|D 1. Rank ASes by transit degree

path2: ... MNABE , ITip'dP%V(V:“hOFd?“ _A’E?iD,C,F,G,E

path3: ... MNAF ' (nl\/lelr\l A errlstl\llczy -

_ . implies N-A is

| path4 . MNAG ] .\ AB)implies A-B is P2C
U * (ABD)implies B-D is P2C
| path5 xABDCY + ¢ (BDC)implies D-Cis P2C o
path6: ... XFDGY * (ABC)implies B-Cis P2C Q

___________________________________________

Resolved links
Empirical input routes



A Minimal Example (under Adversarial Injection)

4 I
pathl: ... MNABCD 1. Rank ASes by transit degree
path2: ... MNABE , ITofp—dPozv(\énhordgr: .A,E?I,D,C,F,G,E
path3: ... MINAF ' (nl\/lelr\l A errlstl\llczy -
_ . implies N-A is
| path4 . MNAG ] .\ AB)implies A-B is P2C
U * (ABD)implies B-D is P2C
| path5 xABpDCcY | ° (BDC)impliesD-CisP2C
. path6: .. XFDGY . * (ABC)implies B-C is P2C
. i (NAF)implies A-Fis P2C

Resolved links

Empirical input routes



A Minimal Example (under Adversarial Injection)

4 I

pathl: ... MNABCD 1. Rank ASes by transit degree

path2: ... MNABE , ITip'dPOZV(V:“hOFd?“ _A’E?iD,C,F,G,E

path3: ... MNAF ' (nl\/lelr\l A errlstl\llczy -

. . implies N-A is
| pathd L MINAG ] . (\ AB)implies A-B is P2C
U * (ABD)implies B-D is P2C
| path5 xABpDCcY | ° (BDC)impliesD-CisP2C
. path6: .. XFDGY . * (ABC)implies B-C is P2C
e i (NAF)implies A-Fis P2C |
« (N AG)implies A-G is P2C Resolved links

Empirical input routes



A Minimal Example (under Adversarial Injection)

N A F) implies A-F is P2C |
N A G) implies A-G is P2C Resolved links
A B E) implies B-E is P2C

___________________________________________

4 I
pathl: ... MNABCD 1. Rank ASes by transit degree
path2: ... MN[ABE , ITip'dPOZV(V:”hOFd?“ _A'E?iD,C,F,G,E
path3: ... MNAF ' (nl\/lelr\l A errlstl\llczy -
_ . implies N-A is
| path4 . MNAG ] .\ AB)implies A-B is P2C
U * (ABD)implies B-D is P2C
| path5 xABpDCcY | ° (BDC)impliesD-CisP2C
path6: ... XFDGY . EABC) implies B-C is P2C
(
(

Empirical input routes



A Minimal Example (under Adversarial Injection)

- ™
pathl: ... MNABCD
path2: ... MNABE
path3: ... MNAF
path4: ... MNAG

- J

| path5: ... XABDCY |

. path6: ...XFDGY |

___________________________________________

Empirical input routes

1. Rank ASes by transit degree
Top-down order: A,B,D,C,F,G,E
2. Infer P2C heuristically

(M N A) implies N-A is P2C
(N A B) implies A-B is P2C
(A B D) implies B-D is P2C
(B D C) implies D-C is P2C

* (ABC)implies B-Cis P2C
(
(

N A F) implies A-F is P2C

N A G) implies A-G is P2C

* (ABE)mplies B-Eis P2C

* G-D and F-D are undetermined as
Inference information regarding X
and Y is not included for simplicity

Resolved links
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A Minimal Example

P N P2P
pathl: ... MNABCD P2C
path2: ... MNABE PO ch
path3: ... MNAF
path4: ... MNAG @ o P2C
N\ J
©® Qeac
i path5: ... XABDCY |
. path6: ...XFDGY | (®)

___________________________________________

Empirical input routes Resolved links (baseline) Resolved links (manipulated)



A Minimal Example

p ~ P2P
pathl: ... MNABCD P2C
path2: ... MNABE PO ch
path3: ... MNAF
path4: ... MNAG @ G P2C
- J
———— \, ©® Qe
i path5: ... XABDCY |
. path6: ...XFDGY | (®)
Empirical input routes Resolved links (baseline) Resolved links (manipulated)

One can craft and inject such forged paths via policy-compliant BGP
announcements to induce targeted manipulation in a principled way!



A Manipulation Attack Against ASRank

Offline evaluation on a mirrored ASRank pipeline:

* 100 crafted triplets can manipulate nearly 50% of all inferred relationships.

___________________________________________________________________________________________________________

Manipulated
Inference
Result

| Generate triplets T'1 for ii Assign p based on ii
i changing ASRank : E prefix splitting ii
: inference order : n i .
! Triplets |} . ¥ Construct policy- 2
Aj[t&gk ' T1 + T2 for 4 (Trip, VP’ P) L compliant BGP ( s @
Objective |! C e i mappings |y
' | | Generate triplets T2 for injection i, E announcements Global
| forging tar.gt?t AS ii Assign VP for AS ii Routing
: connectivity n|  path poisoning ! System
temmmmee - © Triplets Generation --------- "- @ Triplets Distribution ) Triplets Announcement ---

* Only 10-30 announcements can flip over 80-90% of P2C relationships involving small providers.
Controlled experiment on PEERING testbed:

AS triplets embedded in forged routes can be propagated and observed globally.
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Discussions

Mitigations
* Randomize ASRank inference schedule
* Ensemble or multi-run consensus inference
* Longitudinal consistency monitoring
* Cross-dataset sanity checking
* Link/path validation mechanisms (ASPA, Peerlock, etc.)

Broader insights
* Trustworthiness of derived topology knowledge
* Measurement manipulation as a systemic risk
* Security-measurement feedback loop



Q&A

Thank you!

Contact: yh-chenZ2l@mails.tsinghua.edu.cn (Yihao Chen)

Feel free to request a copy of the slides and our full paper!
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