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AS Level Internet  
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From http://en.wikipedia.org/wiki/File:Internet_Connectivity_Distribution_%26_Core.svg  

http://en.wikipedia.org/wiki/File:Internet_Connectivity_Distribution_&_Core.svg


Border Gateway Protocol (BGP)  
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Responsible for Internet connectivity  

Concepts  
Autonomous System (AS)  

Prefix routing  

Routing decisions based on  
Path length  

Network policies  

Business relations (customer, provider, peer, sibling)  

Scaling at massive rate  
AS count: ~37k 

Prefix count: ~360k (IPv4) & ~7k (IPv6)  



Problems with BGP  
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BGP pathological behaviors  
Large number of types of attack have been described  

Very few mitigation actions taken  

Increased impact of attacks on todayõs 

Internet as an essential and ubiquitous 

service  
Pakistan Telecom hijacking of YouTube in Feb 2008  

15% of global Internet traffic redirected through China 

Telecom for 18min in April 2010 (acknowledged months 
later)  

 



Securing BGP 
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Main cause of malfunction: misconfiguration  

Several security additions proposed: S-BGP, 

psBGP, soBGP, IRV, etc  

Most important based on RPKI deployment  

BGP cannot be secured overnight!  

ASes as commercial entities must also realize 

itõs in their own interest 



Project Goals 
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Study the effect of BGP deployment 

scenarios  

Find out order to start securing ASes for 

maximum benefit  

Better protocol understanding: relation 

between no. of secured ASs and validated 

routes  
Impact of securing just biggest ASs (e.g. Tier 1)  

How important is securing CDNs?  

 



BGP Security Mechanisms  
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Secure Origin Authentication (SOA) 
Routes in BGP updates contain signature of origin AS  

Each AS validates signature by looking in a distributed 

cache  

Will there be downtimes?  

 

Path Validation (PV) 
When forwarding route advertisements to neighbors, ASes 

sign route with chain hash function  


