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Collect Data Process Data Solve problems
. i - = Supervised ML : _
Active crawling _ptrees forests. NN = System characterization
= Web pages ’ ’ ’
GAN, ... = How does
= Social networks » For traffic. [dropbox]Skype]YouTube]..]
(FB, Instagram, classification work?
= = * For malware detection , ,
tripagvisor..) . For user = User Characterization
= Passive probes characterization = How does Alice use
= Up to 100 Gb/s with . [Dropbox] Instagram|YouTub
off-the-shelf hw = Unsupervised ML e]?
= 5+ years of historical " %H?Egrlng, Rule = Cybersecurity
|OgS from ISP and Campus = FOor anomaly detection = How doeS TFUdy abuse Of
networks - For lowering [DNS, servers, cloud,
= Darknets complexity news.. |}
= From 2 different h
countries
. N\
= Hon 3
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Collect Data Process Data Solve problems
. i - = Supervised ML : _
Active crawling _ptrees forests. NN = System characterization
= Web pages ’ ’ ’
GAN, = How does
= Social networks » For traffic. [dropbox]Skype]YouTube]..]
(FB, Instagram, classification work?
= = = For malware detection , ,
tripagvisor..) . For user = User Characterization
= Passive probes characterization = How does Alice use
= Up to 100 Gb/s with . [Dropbox] Instagram|YouTub
off-the-shelf hw = Unsupervised ML e]?
= 5+ years of historical " &:Hfﬁg””g’ Rule = Cybersecurity
|OgS from ISP and Campus = FOor anomaly detection = How doeS TrUdy abuse Of
networks - For lowering [DNS, servers, cloud,
= Darknets complexity news.. |}
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=Statistical Analysis at IP/UDP/TCP
inspection of packet headers 7 ;

= Rebuild flow connections?_ﬁ?
* Features analysis (pcap, DAG,
DPDK)
= Offers and
monitorin
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SmartData

=Statistical Analysis at IP/UDP/TCP
inspection of packet headers 7 ;

= Rebui ld flow connections v
* Features analysis (pcap, DAG,
DPDK)
» Offers and
monitoring 5 oo o
oD oo
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=Statistical Analysis at IP/UDP/TCP
inspection of packet headers 7 ;

= Reburld Tlow connectionsé_ﬁ?
* Features analysis (pcap, DAG,
DPDK)
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=Statistical Analysis at IP/UDP/TCP
inspection of packet headers 7 ;

= Reburld Tlow connectionsé_ﬁ?
* Features analysis (pcap, DAG,
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=Statistical Analysis at IP/UDP/TCP
inspection of packet headers "¢,

= Rebunld Tflow connectionsg rss

* Features analysis (pcap, DAG,
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Instagram: New elephant In
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Trevisan, M.; Giordano, D.; Drago,
nA~nA arn= ACM COANEVT 92©°N1 0

the net

[MB/subscriber/day]
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Instagram: New elephant In

subscriber per day

the net

» These are benign services, which do noIZMlB.rl)/SL{gngré%lge{r(ed%Xlzlitoring

Trevisan, M.; Giordano, D.; Drago,
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Mellia, M.; Munafo’, M., Five years at the
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“Cost” of a broadband

Instagram: New elephant In

subscriber per day

the net

» These are benign services, which do noIZMlB.rl)/SL{gngré%lge{r(ed%Xlzlitoring
» Algos to 1dentify traffic even when encryption 1s 1n place

Trevisan, M.; Giordano, D.; Drago,
nA~nA arn= ACM COANEVT 92©°N1 0

Mellia, M.; Munafo’, M., Five years at the
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Protocol usage over the years
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* These figures miss what i1s actual users’ traffic and
what 1s unsolicited/background/malicious traffic
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*Low volume, high numbers of flows
“E_g., farled “TCP handshakes”
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*Low volume, high numbers of flows
“E_g., farled “TCP handshakes”

= Contributing these logs to the community IS very
hard

* Even for traffic 1In our university network
* Even anonymized

» Users” routine on-line/off-line
= Scanning 1f host 1Is active
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Unanswered 1ncoming traffic i

SmartData

*Low volume, high numbers of flows
“E_g., farled “TCP handshakes”

»Contributing these logs to the community IS very
hard
* Even for traffic 1In our university network
* Even anonymized
*» Users” routine on-line/off-li1ne
= Scanning 1f host 1Is active

*Yet letting people perform analysis In our premises
i1s generally fine

9
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* From ISPs (and our IT) we get questions such:
» What 1s this weird activity on port X ?
» Are there hosts 1In my network joining botnet Z ?
* Anyone vulnerable to Y ?

: Lagesg one: Is my network sending traffic to darknets? Which
nodes”

12
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* From ISPs (and our IT) we get questions such:
» What 1s this weird activity on port X ?
» Are there hosts 1In my network joining botnet Z ?
* Anyone vulnerable to Y ?

: Lagesg one: Is my network sending traffic to darknets? Which
nodes”

» With passive TSTAT traces we perform post-mortem
analysis

. Often)too little Information for stealth cases (nhot the big
scans

12
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* From ISPs (and our IT) we get questions such:
» What 1s this weird activity on port X ?
» Are there hosts 1In my network joining botnet Z ?
* Anyone vulnerable to Y ?

: Lagesg one: Is my network sending traffic to darknets? Which
nodes”

» With passive TSTAT traces we perform post-mortem
analysis

. Often)too little Information for stealth cases (nhot the big
scans

* Darknets and Honeypots
» Get context on unsolicited traffic we see In production
» Transfer knowledge from our lab to other networks (17?)

12
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* Internet darknet @Polito
* GaRR Autonomous System
*Few IP addresses — now 3 x /24 1Pv4 (to be

expanded 1n GaRR)

* Long-term: any unused IP addresses @polito (even
temporarily)

» |P addresses recently used In production

13
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SmartData

* Internet darknet @Polito
* GaRR Autonomous System
*Few IP addresses — now 3 x /24 1Pv4 (to be

expanded 1n GaRR)

* Long-term: any unused IP addresses @polito (even
temporarily)

» |P addresses recently used In production

" Internet darknet @RNP (BR)
/19 IPV4
»/33 + /48 1Pv6

" |Pv4 allocated to production traffic few years
ago

13
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100000 L; ! ] | ] . ] . ] ] ] . | ) ] ] ! ] ! N . ] ) ] ] ! ] ) L |- ) %

: IPv6 Packets |
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E 1000 }

-‘—’: 100 — “ E
2 5 w M
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1 _ 71T - 1 T 1 11T 1 T 1

10 12 01 02 03 04 05 06 07 08 09 10

Month 2018--2019

» Dominated by researchers (mostly ICMPv6)
" e.g., reverse lookup: yhu-ca.caida.ebox.ca, caida-gw.ip6.gtt.net

» Big peaks: researchscannerl00.eecs.berkeley.edu (sending TCP SYN
packets)

14



«0n5, | POLITECNICO
A% G 5%, | DITORINO
S ot VA

IPv6 (baseline) Ch

SmartData

100000 L;. ] | ] . ] . ] ] ] . | ) ] ] ! ] ! N .
: IPv6 Packets
10000
E 1000 }
= 100 é “
2 5 w M
10 F
1 _ —r T 1 T 1 T T T T T
10 12 01 02 03 04 05 06 07 08 09 10

Month 2018--2019

» Dominated by researchers (mostly ICMPv6)
" e.g., reverse lookup: yhu-ca.caida.ebox.ca, caida-gw.ip6.gtt.net

» Big peaks: researchscannerl00.eecs.berkeley.edu (sending TCP SYN

packets) "
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The 1Pv4 darknets:

= /15 1n the Netherlands (baseli
(30 GB of PCAPs/day)

= /19 1n Brazil
(2.5 GB of PCAPs/day)

=3 /24 1n ltaly
(420 MB of PCAPs/day)

» when comparing darknets, extract samples of similar size
(# IP addresses)

15
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* Get data from a large and more established darknet
(OSurfNet)

» Compare traffic among the darknets

= Check 1Ff differences are inline with the literature
= CAIDA/Merit“s data [*]

[*]1 K. Benson, A. Dainotti, K. Claffy, A. C. Snoeren, and M. Kallitsis, “Leveraging
Internet Background Radiation for Opportunistic Network Analysis,” 1In Proc. of the
16 IMC, 2015, pp. 423-436.
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darknets.

IP address of senders show a more regular

distribution over time
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Top-talkers (at least 10 flows 1n 1-hour
bin) | : _ -

3

5‘10

Do
)
T

= o
m§¢mmmmmmm
c |
e
%
SN

=

Brazil [%]
Source IPs

S
¥
Si—l

0O 5 10 15 20 25 30
Netherland [% ]

Packets from almost all countries are seen 1In
all darknets
The most active sources are similar

18
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Sources — ASes ST, ﬁ

T )
Ty

Top-talkers (at least 10 flows 1n 1-hour
bin)

pkts pkts pkts
ASN %) IPs ASN (%) IPs ASN (%) IPs

49453 | 14.8 8 49505  10.57 15 43350 | 22.18 12
57043 | 10.72 15 202325 9.94 11 204428 7.17 24
202325| 6.5 12 204428 7.52 20 58271  7.05 22
58271  5.18 19 58271 6.9 19 51852 | 6.69 )
204428 3.74 18 201912 5.8 8 57043 | 6.28 16

Very few IP addresses produce the largest amount of
traffic

Most active ASes are visible 1n all darknets
(mostly from RU/CN/BG)
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Per-port breakdown
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Jaccard Index to
measure similarity
between the traffic
sources:

set(ASesggr) N set(ASesyp)
set(ASesggp) U set(ASesy|)

SmartData



Per-port breakdown
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How spread are the sources?
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At least half of the
source ASes are always
visible on both
darknets

TCP targets tend to be
hit by more
distributed sources.
Some exceptions

SmartData
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Summary C

SmartData

» Major properties follow those reported In literature

» Destination ports are similar, packets coming from a
significant number of ASes and almost all countries
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Summary C

SmartData

» Major properties follow those reported In literature

» Destination ports are similar, packets coming from a
significant number of ASes and almost all countries

=Similar volume of packets (per darknet address) In
the 3 deployments

* Dominated by the heavy hitters, which are similar
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Summary C

SmartData

» Major properties follow those reported In literature
» Destination ports are similar, packets coming from a
significant number of ASes and almost all countries

=Similar volume of packets (per darknet address) In
the 3 deployments

* Dominated by the heavy hitters, which are similar

* More diversity IP sources 1n the BR/IT darknets
» |P addresses used i1In production more recently

" Few ?ackets sent by large number of sources (tail of
popularity dist.)
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SmartData

» Major properties follow those reported In literature

» Destination ports are similar, packets coming from a
significant number of ASes and almost all countries

=Similar volume of packets (per darknet address) In
the 3 deployments

* Dominated by the heavy hitters, which are similar

* More diversity IP sources 1n the BR/IT darknets
» |P addresses used i1In production more recently

" Few ?ackets sent by large number of sources (tail of
popularity dist.)

*BR and IT darknet are operative since Sept 2018
» Data can be shared for research purposes
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Beyond the darknets



Getting even more dust

» HoneyPort

* Deploying flexible honeypots for adding context to
darknet traces

* Why :

= \We would like to add meta-data to traffic as much as
we can, e.g.,

* These packets are someone scanning with tool X
= This 1s MIRAI botnet

= __. 1In production: these packets were a follow up of that
scan

» We are still 1n explorative phase, not clear how far
we can go

25

| i
A
S

SmartData



POLITECNICO
DI TORINO

L0 i
(k= Ll )
i.,.»@ N
GNd 3\'384
o e NPV R
87 helie?, 2,
I sty 1

Ch

Goals and methodology S

SmartData

» Understand why someone 1s contacting us
* Engage attackers
* Produce fingerprints

» Seed models to classify the packets

* Low-1nteraction honeypots (specific tasks)
"e.g., Save fTirst packets after TCP/TLS handshake

"e.g., COWRIE, a ssh honeypot collecting binaries and
passwords

26
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Goals and methodology
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SmartData

» Understand why someone 1Is contacting us
* Engage attackers

* Produce fiIngerprints
= Seed models to classify the packets

* Low-1nteraction honeypots (specific tasks)
"e.g., Save fTirst packets after TCP/TLS handshake

"e.g., COWRIE, a ssh honeypot collecting binaries and
passwords

* High-1nteraction honeypots based on virtualization
* Containers/VMs with realistic setup for high interaction

* Build on top of virtual machines and virtual networks
26



Tones of honeypot options!
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Tones of honeypot options!
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SmartData

THEIR INTERACTION LEVEL TYFE. [+

INHCATES SOME ARDITIGORAL SERYIECES, (44 INTHCATES MARY ADDTHIMAL SEEVITER, | ") MAEKS VAGUE TINESTAMPS

R Mianicaarce [ Fucas
= Firsi [ Services  Applicaliens Deipn f Detals
OTE L] (B & S&IR, 55H, DS, FTE Me 4+1  mmplemeni mary knewn winerablies
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TR & S&ITP email spunmer slendification
LY - all perrdr, dad e smeakimen Tl pachet amifng
Eopmey 2oMs « E5H dshell actimiiyi b debicziod S5H bancypol
Blwrulio LE & compare Nipratber, Homerirop merpng Meperihes anl Honeyiap
HMepeaibes LE T & FTP, HTTF, TFTE, BES0LI+) caplore worm payl sl
l.iPlH m X513 & HHTP-fipache, PHE SES50H arawker ind srarch onpines
Hixszxire N5 « HTML, FTPI+p, drr. noalaisee stteks via ankraem proiocels
HimseyvFien Haid & A pecyed W5 5cad hack sraching mitnmlens
X513 - S5IR, FTE SIF MY S0 =) acpenibes smaseern, capfare payluad
214 ' 25H {shell actiiyi emuliic cabire shell micractiom
w1l « el SIF Bluctrcih Malwars
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10 « DS, HTTE FTR, 1R bk sank holing
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515 o HTTP Tmeale Web, Webcen Servr
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&1

We wanted something
more general

binaries,
meta-data

* Inspiration from
different honeypots,
particular from the
Dionaea honeypot

Usually very targeted

No fine-grained malware
but traffic
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HoneyPort Architecture

R
RES ﬂndE‘r COWRIE " L4 proxy (MiTM)
P = Keep context & packets
e 33882222 B = Steer traffic to
______________ _ _____ _ 1. Dbackends
i HoneyDoor -PROXY -:.. "€ : g ? SSH c_)n port_ 2222
Classifier “= will end 1In Cowrie
_______________ ﬂﬂﬂiﬂﬂ__l______________ "e.g., web request on
port 2222 will end on
A ] 1 $ X
Aggregatar Pnnsgf F‘-:?'ftil Fort234 port 184 xn\Punau Webse rver
/ .' 11'11
4 / %
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88888
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HoneyPort Architecture =

R
Respﬂnder COWRIE . L4 prOXy (MiTM)
» Keep context & packets
TR 8888:2222 ARBRaaNs = Steer traffic to
_____________________ __ backends
- HoneyDoor -PROXY Sh® "€ - g, SSH (_)n port_ 2222
Classifier «= will end 1In Cowrie
_______________ aﬂfﬂiﬂﬂ__l______________ "e.g., web request on
port 2222 will end on
Aggregator rornsy/ rohzn porfzas pereisd] \ponio webserver
g N\
/ / %

* Flexible deployment of the most “suitable” honeypot
» Rotate In the IP addresses In the space to avoid blacklisting
* Incrementally learn how to answer Incoming packets
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number of flows
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80
81
53
443
8080
60001
8081
8000 -
8088
8888
9200
8443
8181
8001 A
8090
7547 A
8089
8545
9000
7001 A
9090

Citrix
TeamViewer

CiscoVPN

RTSP

Whois-DAS

FTP_CONTROL

FTP_CONTROL
AP

MOTT
MySOL
Starcraft
Telnet
RTMP
Mining
RTSP
CiscoVPN
POP3
Oracle
PostgreSQL
IMAP

RDP

Redis
OpenVPN
VNC

IPsec

Citrix
TeamViewer
Whois-DAS
SMTP

BGP
Ciscoskinny
SIp
BitTorrent
Memcached
SOCKS
MsSQL-TDS
SMTPS
NetBIOS
LDAP
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SMBv23
Amazon

Git

SMBv23
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LDAP

NetBIOS

SOCKS

SMTP

Ciscoskjfiny BitTorrent

SIP

* Initial analyses based on first packets (max 1 after the

handshake)
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Many open points/questions S

SmartData

* Match the scanner with follow-up flows
* Not always the same IP address

* Temporal effects
* The more you answer, the more you get
* Quality of what you get? (becoming are a known honeypot)

* How to match honeypot traffic with darknet
traffic?

* For many protocols, what to answer 1s not clear
yet

* What should I answer to a DNS request?
» Backscattering/spoofed i1dentification

30
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5 * From different
b= e darknets

; » Groups of ASes doing
* similar activity
simultaneously
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» Groups of ASes doing
similar activity
simultaneously

" e.g., port scans

" e.g., groups_that send
packets to single port

" e.g., groups sending
few packets everywhere
(e.g., backscaterring)
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