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Background

• Clouds have gained popularity over the years. They provide:
• High storage capacities
• High computing power
• Reduced hardware costs
• On-demand availability

https://www.statista.com/statistics/510350/worldwide-public-cloud-computing/
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Background

• Cloud users often gain superuser access to cloud machines
• But superuser access without the support  of experienced system 

administrators, can create fertile ground for accidental or intentional 
misuse

• Attackers can rent cloud machines or hijack them from cloud users
• They leverage them to generate unwanted traffic
• Bulletproof hosting permits malicious traffic generation
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Motivation

https://blogs.akamai.com/2019/05/do-ddos-attacks-originate-from-
cloud-service-providers.html https://www.securityweek.com/cybercriminals-

abuse-amazon-cloud-host-linux-ddos-trojans
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Motivation

https://www.qurium.org/alerts/azerbaijan/azerbaijan-and-the-region40-ddos-service/

https://www.link11.com/en/blog/threat-landscape/public-cloud-
services-increasingly-exploited-to-supercharge-ddos-attacks-new-
link11-research/

https://threatpost.com/hackers-abuse-
google-cloud-platform-to-attack-d-link-
routers/143492/
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Goal

• Quantify cloud misbehavior 
(we analyze 13 diverse datasets, containing different variants of          
unwanted traffic) 

• Identify clouds, that most often and most aggressively generate 
unwanted traffic

Note: We define as a “cloud”, an organization that offers servers for 
rent, and allows users to install custom software on these servers.
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Methodology

• Identifying Clouds
• Identify all /24 prefixes in the Internet that offer server hosting services
• (Because RIRs require a minimum assignment of /24 prefix for any end user 

organization)
• We focus on /24 prefixes and not entire organizations
• (Because large organizations may dedicate only a portion of their address 

space to cloud services)
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Limitations

• No ground truth that we could use to evaluate accuracy of our cloud 
identification.

• Manual verification may in some cases be inaccurate. 
• We may miss some clouds, because our candidate identification 

process misses them.
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Our list of cloud prefixes is available as open source, and we hope that 
other researchers can help improve its accuracy.

https://steel.isi.edu/Projects/Cloud_Misbehavior/



Datasets

BLOCKLISTSNETWORK 
TRACES
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NETWORK TRACES
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BLOCKLISTS
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Misbehavior Metrics

Number of scans a /24 prefix sends during the time t in the the network trace 
dataset d

Number of times a /24 prefix appears in the the blocklist dataset d

;

is the number of /24 cloud prefixes owned by a given organization

is the number of /24 prefixes from an organization that 
appear in the dataset d

is the fraction of contribution of this organization to the total 
scans or entries in the dataset d
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• Cloud prefixes are more aggressive than non-cloud prefixes across the 
network traces datasets.

• The average malscans for a cloud prefix is 20 - 100 times higher than 
the average malscans for a non-cloud prefix.

Findings :  NETWORK TRACES 

CAIDA MERIT RNOX
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• The number of /24 prefixes is 30 – 60 times higher for non-clouds 
than for clouds.

Findings :  NETWORK TRACES 

CAIDA MERIT RNOX
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• Cloud prefixes make only 2-3% of prefixes in the network trace 
datasets, while Non-Cloud prefixes make 97–98% of prefixes.

• Total malscans from clouds is similar to total malscans from non-clouds

Findings :  NETWORK TRACES 

CAIDA MERIT RNOX
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• Digital pickpocketers rely on clouds for possible monetary gains.
• Port 8545 contributes to 1.7%, 1.3% and 3.7% of cloud scans in 

CAIDA, Merit and RONX datasets, respectively
• Conversely it only contributes to 0.3%, 0.4% and 1% of non-cloud 

scans respectively.
• Around 25 clouds and 200 non-clouds, generate 90% of the 

malicious traffic.

Findings :  NETWORK TRACES 
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Findings :  NETWORK TRACES 

(a) Ordered by organization wise total malscans
(b) Ordered by organization wise malorgscore
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Findings :  BLOCKLISTS
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Findings : BLOCKLISTS
• Clouds contribute anywhere from 22% to 96%, in spite of being only 

5.4% of the routable address space.
• On the average, the total malbl per cloud is 1.82 times higher than the 

total malbl per non-cloud.
• Clouds are almost twice as likely to engage in misbehavior that lands 

them on a blocklist than non-clouds
• Clouds play a vital role in spreading malware and supporting phishing 

URLs
• Clouds play vital role in web-application attacks. 
• 61% of the global attacks from the F5 Labs Research dataset 

originated from clouds, i.e., 8.6 million out of the 14 million attacks.
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Findings :  BLOCKLISTS

(a) Ordered by organization wise total malbl (b) Ordered by organization wise malorgscore
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Conclusion
• Cloud machines can be misused either because of:

• The negligence in adopting the security practices by their users 
• Or because they explicitly permit malicious traffic generation

• In all our 13 datasets clouds are much more aggressive than non-clouds.
• Clouds generate 20 – 100 times more scans per /24 prefix
• Clouds are twice more likely to appear on a blocklist
• Both clouds and non-clouds misbehave in heavy-tailed manner. 
• Top 25 clouds account for 90% of the unwanted scans from clouds
• Top 10 clouds contribute more than 20% of cloud addresses that appear on 

blocklists.
• Thus, if efforts are focused on securing these clouds, Internet attacks can 

be greatly reduced.
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Contact us:
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