
Sandia National Laboratories is a multi-program laboratory managed and operated by Sandia Corporation, a wholly owned subsidiary of Lockheed 
Martin Corporation, for the U.S. Department of Energy’s National Nuclear Security Administration under contract DE-AC04-94AL85000.  

Qualita've	  DNS	  Measurement	  
Perspec'ves	  

Casey	  Deccio	  
Sandia	  Na/onal	  Laboratories	  

ISC/CAIDA	  Data	  Collabora/on	  Workshop	  
Oct	  22,	  2012	  	  

	  



Qualita/ve	  Measurement?	  

§  Baseline	  quan/ta/ve	  measurements	  
§  Responsiveness	  –	  is	  the	  service	  up?	  
§  Timeliness	  –	  what	  is	  its	  response	  /me?	  

§  Qualita/ve	  analysis	  
§  Behavioral	  analysis	  

§  Response	  completeness	  
§  Response	  correctness	  
§  Response	  consistency	  

§  Comprehensive	  analysis	  
§  Considera/on	  of	  all	  dependent	  names	  
§  Considera/on	  of	  all	  dependent	  servers	  

§  Temporal	  analysis	  
§  Considera/on	  of	  caching	  behavior	  
§  Considera/on	  of	  historical	  behavior	  
§  Timely	  iden/fica/on	  and	  no/fica/on	  of	  problems	  

http://en.wikipedia.org/wiki/Zen_and_the_Art_of_Motorcycle_Maintenance 



Why	  Qualita/ve	  Analysis?	  

§  DNSSEC	  brings	  new	  challenges	  
to	  name	  resolu/on	  –	  in	  
addi/on	  to	  its	  security	  
benefits	  
§  More	  interac/ve	  and	  cri/cal	  

rela/onship	  between	  parent	  
and	  child	  
§  DS/DNSKEY	  consistency	  

§  Temporal	  challenges	  
§  Expiring	  signatures	  
§  Key	  rollovers	  
§  Caching	  behaviors	  considered	  

for	  maintenance	  
§  Standards	  and	  

implementa/ons	  are	  rela/vely	  
new	  

Photo By Diego Torres Silvestre from Sao Paulo, 
Brazil ([2005] Rusty Padlock & Fence) [CC-BY-2.0 
(http://creativecommons.org/licenses/by/2.0)], via 
Wikimedia Commons 



http://dnsviz.net/d/nasa.gov/TxcLvQ/dnssec/ 

Expired RRSIG 

Example:	  Ui.gov	  



http://dnsviz.net/d/nasa.gov/TxcLvQ/dnssec/ 

DS mismatch caused by bad KSK rollover 
Example:	  nasa.gov	  



http://forums.comcast.com/t5/Connectivity-and-Modem-Help/NASA-gov-blocked/td-p/1169657 
http://nasawatch.com/archives/2012/01/comcast-blocks.html 

nasa.gov incident came just one week 
after Comcast enabled DNSSEC 
validation for residential users 

nasa.gov	  AWermath	  



Why	  Comprehensive	  Analysis?	  

§  Behavioral	  Consistency	  
§  Different	  implementa/ons	  on	  

servers	  
§  Different	  versions	  of	  

implementa/ons	  
§  Different	  versions	  of	  zone	  data	  

§  Some	  resolver	  
implementa/ons	  retry	  when	  
they	  experience	  valida/on	  
failure	  –	  two-‐edged	  sword	  
§  Alleviates	  user	  pain	  when	  

valida/on	  fails	  due	  to	  problems	  
with	  proper	  subset	  of	  servers	  

§  Masks	  poten/al	  problems	  

By Mark and Allegra Jaroski-Biava from Lausanne, 
Switzerland (Apples, Pears, Oranges) [CC-BY-SA-2.0 
(http://creativecommons.org/licenses/by-sa/2.0)], via 
Wikimedia Commons 



Example:	  berkeley.edu	  

§  Feb	  2011	  –	  Sandia	  
experienced	  valida/on	  
errors	  for	  unsigned	  
zone	  cs.berkeley.edu	  

§  DNSViz	  showed	  two	  
NSEC	  RRs	  returned,	  one	  
with	  bogus	  RRSIG	  

http://dnsviz.net/d/cs.berkeley.edu/TVsHcQ/dnssec/ 



berkeley.edu	  –	  Further	  Analysis	  
§  Some	  servers	  serving	  different	  NSEC	  with	  same	  RRSIG	  
§  Case	  of	  NSEC	  was	  not	  preserved	  during	  transfer	  aWer	  upgrade	  
§  Fortunately,	  servers	  upgraded	  incrementally	  
§  Impact:	  Jan	  2011	  –	  .br	  servers	  suffered	  same	  bug	  on	  half	  of	  their	  

authorita/ve	  servers	  

Case mismatch: “edu” vs. “EDU” 



Why	  Temporal	  Analysis?	  

§  Snapshot	  of	  behaviors	  exhibited	  by	  authorita/ve	  servers	  at	  a	  
given	  /me	  is	  insufficient	  

§  Timing	  is	  cri/cal	  because	  of	  caching	  behavior	  

~16 hours 

TTL of RRsets: 1 day 

http://dnsviz.net/d/noaa.gov/T6roZw/dnssec/ http://dnsviz.net/d/noaa.gov/T6vMow/dnssec/ 



Ac/ve	  DNS	  Measurement	  
Perspec/ves	  
§  From	  single	  vantage	  point,	  using	  

delega/on	  chain	  
§  Comprehensive	  analysis	  across	  

authorita/ve	  servers	  
§  Follows	  server	  and	  name	  dependencies	  
§  Provides	  snapshot	  of	  behavior	  at	  a	  

given	  /me	  
§  Periodic	  polling	  
§  Currently	  implemented	  by	  DNSViz	  

(hbp://dnsviz.net/)	  

§  From	  single	  vantage	  point,	  targeted	  
§  Analysis	  from	  perspec/ve	  of	  caching	  

resolver,	  ini/ated	  by	  poller	  or	  client	  
(e.g.,	  Web	  browser)	  

§  Cache	  inspec/on	  
§  On-‐demand	  
§  Work-‐in-‐progress	  for	  DNSViz	  
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Passive	  DNS	  Measurement	  
Perspec/ves	  
§  Passive	  observa/on,	  traffic	  

replica/on	  
§  Implemented	  by	  SIE.	  
§  Storing	  DNSSEC	  context	  allows	  

real-‐/me	  detec/on	  of	  
misconfigura/on	  and	  
discrepancy.	  

§  Passive	  observa/on,	  detec/on	  
and	  alerts	  
§  Sensors	  or	  valida/ng	  resolvers	  

detect	  problems	  at	  resolver	  in	  
real-‐/me	  and	  no/fy	  poller	  for	  
comprehensive	  analysis.	  
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Measurement	  Scoreboard	  

§  Baseline	  quan/ta/ve	  measurements	  
§  Responsiveness	  –	  is	  the	  service	  up?	  
§  Timeliness	  –	  what	  is	  its	  response	  /me?	  

§  Qualita/ve	  analysis	  
§  Behavioral	  analysis	  

§  Response	  completeness	  
§  Response	  correctness	  
§  Response	  consistency	  

§  Comprehensive	  analysis	  
§  Considera/on	  of	  all	  dependent	  names	  
§  Considera/on	  of	  all	  dependent	  servers	  

§  Temporal	  analysis	  
§  Considera/on	  of	  caching	  behavior	  
§  Considera/on	  of	  historical	  behavior	  
§  Timely	  iden/fica/on	  and	  no/fica/on	  of	  problems	  
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Conclusions	  

§  Qualita/ve	  measurement	  will	  aid	  DNSSEC	  deployment	  by	  
helping	  iden/fy	  and	  troubleshoot	  valida/on	  failures.	  

§  Ac/ve	  measurement	  supplemented	  by	  passive	  measurement	  
can	  provide	  rapid	  detec/on	  of	  DNSSEC	  misconfigura/on,	  
breaches,	  and	  other	  anomalies,	  appropriately	  classify	  their	  
impact,	  and	  offer	  remedies.	  


