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1P graph

W Nodes: IP addresses

mLinks: pairs of IP addresses
TTL distance 1

Observed in a skitter path
Nonresponding hops changed to IP contexts

No attempt to remove bogus addresses
Graph is directed




~Combinatorial core

" How can we obtain the core?

mOutdegree O:
nodes with no outgoing links.

meestinations have outdegree O

wStrip nodes of outdegree O

= Stub network’s routers now have
outdegree O

~ Repeat (recursive) stripping of
outdegree 0O




~Skitter data of Jul.15-18

m826265 nodes

60329 (7%) Iin combinatorial core
mStripped 1n 24 iterations

52330 nodes 1n glant connected

component
“Almost 90% of the core




Glant component

m Bidirectional connectivity
mConnected components of the core
» Glant component

w200 times larger than any other
connected component




Small connected components

Strongly connected components of skitter arc core (48270 [Ps.)
16 momtors, 2000-09-18.. 1001, Arcs bypass bogus addresses
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Hop metric

mShortest path distance on IP graph
mFind the maximum distance from any
given node to all core

“Center of the core: those with min
maximum distance

wTake top 50 by this metric




Neighbourhood size vs. hop distance

Hop count distribution for shortest paths

Skitter data (incl.3 monitors on 314K list), 2000-07-15..18
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Neighbourhood size vs. hop distance

Hop count distribution for shortest paths
Skitter data, 2000-07-15..18
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Maximum hop distance to the core

Maximum hop distribution for nodes in giant component
Skitter data (incl.3 monitors on 314K list), 2000-07-15..18
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Average hop distance to the core

Average hop distribution for nodes in giant component
Skitter data (incl.3 monitors on 314K list), 2000-07-15..18
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averace hoo in shortest paths to all reachable nodes. Spikes: k4+0.3. k=6..25




Top 3 pretixes

Prefix Outdegree
157.130.0.0/16 1172
144.232.0.0/16 757
4.0.0.0/3 655




Neighbourhood size vs. hop distance

Met =sphere size in hop metric for nodes in giant component

allaA15-18uwhip.rech 40880, 41802, Drawn BA21 BEI19, a=zuver. s=st.dew, m=arg.max

cAEEE . , : . :
£3.211.89.13 a.13.41 5.1.84 m.13 152.63.20.20 a.13.47 s5.1.63 m.13
— J12.6.171.44) 2.12.42 =.1.64 m.13 157.120.11.1 2.12.47 =.1.62 m.12 ———
——1194,112.208.2 2.12.42 =.1.708 m.13 2@2.162.190, 2.12.47 =.1.76 m.13 ——
18AAA 194, 162,260, a.13.42 =.1.70 . L111.9.99 3.12.47 5.1.76 m.13 —— ]
—— 194,162,260, a.13.42 =.1.7@ 2A.B.89) a.13.47 5.1.63 m.13 ——
—— 194,162,254, a.13.42 =s.1.7@ 2.13.47 5.1.63 m.13 ——
et M = i T e R A . 3.12.48 5.1.865 m.13 —— |
1 14E.188,7.92 5.132.42 =.1.66 2.12.42 =, 1.77 m.13 ——
— 1165, 166.85.6 5.12.42 =,1.62 41,228 2.12.49 =.1.68 m.12 ———
— 1 1E65,.166.85.1 a2.13.42 =.1.63 24, 24.2 2.12.49 =.1.74 m.13 ——
14@EE 100 70 0 100 = 10, a0 = 1. a7 9,152 5.12.49 5.1.68 m.13 —— -
——194,72.9.168 23.13.43 s.1.67 3,9.183 a2.13.49 =,1.68 m.13 ——
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5 —193.124.50.3 a.13.44 s.1.61 EL 244, 2.13.50 5.1.75 m.13 ——
—1193,124.568.1 =2.13.44 =.1.61 a2,.4 2.12.58 =.1.72 m.12 ———
—1193,192,193, =2.132.44 =.1.61 8,69 2.12.58 =.1.72 m.12 ———
BB -oRF .82, 248,52 a.13.49 =.1. .
—— 146.1588.15.2 2.13.45 =s.1.
146.1858.15.2 a.13.45 =.1.
Zopg 164 188.36.6 a.13.45 =.1.
122.1. 144,26 a.123.46 =.1.
122.1.144.32 a.12.46 =.1.
— 2121808011 a.13.46 =.1.
F Ty o L TR = B S e S e
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— 1 152,62, 16. 22 5.12.47 =.1
S e 1= R = T I S S
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Neighbourhood size vs. hop distance
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Neighbourhood size: shifting by arg.max

Het =phere =i1ze 1hn hop metrlc for nodzs 1hn dlart zonponent

all@ari=—1Zuwbip. roehrd@@@d, d1@3@7 . Drawr @720 BE:19. a=auer, s=st_dau, m=arg.nax

EEEEE 1 1 1 1 1 1
— ez 21d1.29 1 w 12 41 s.1.%24 m.l?® —— 1S2.£2.23.88 a.12.47 =.1.62 m.12
lceBeldl d4d4) 3.13.32 Sulobd Malid —— 19/, 180.11.1 & 1447 =, 1.684 mald
154.110.08.7 2.10.40 =178 ma LD CE0, 180,190, a2.1l3.47 =, 1.70 ma.13
l8AFA Fycq 1e2. 200, 21242 . 170 m. 12 — 2085, 141 .9.99 2.12.47 2. 1.7¢6 m.12 — 7
—— 154 IG2. 808, a.13.48 S.l.78 mul3 —— El6, C@ O.59) a.13.47 5. 1.63 m.1l3 ——
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S —l%d.184.0M.3 a.14.44 =.1.61 m.lid 1. a.lHd.08 5. 1.9 malid ——
155184, 0801 a.15.494 =.1.61 wmalS 2. 13.98 =.1.73 m.13
— 11T 192,192, a.12.44 s.1.61 m. L= 2.12.58 =.1.72 m.132
SEER e L HE, BdH. 2 Al 13,39 S.l.d ma Ll .
145.100, 15,7 2.10.45 =.1.64 ma. L3
1dé_ 182, 15.2 a.12.45 =s.1_.éd4 m. L=
THEP FLlES-188.35.5 3. 13,43 5.1.78 m.l3 i
101, 244,00 2.10.40 =olatid malD
152 1. :44.22 a .12 46 s.1_6d m. L=
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48EGE | 1440000054 s 10047 =100 m. LD
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Ldd o B3 18.4 3al3.d7 SuloBl mald
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Neighbourhood size: (hop-ave)/std

Het =phere =l1ze 11 haop metric for nod2s 1n dlart zonponent

allB1c—12ubip.rohrd@8@0, 4168387 . Drawr BF2. BE219. a=zaver, s=st.deu, m=arg.ram

SORERA T T T T T T T T
— Jez. 211,291 w12 41 =.1.84 mol? —— 152 62.23.2@ a.12.47 . 162 m. 13 ———
ltaBeldl dd? 3.l3.32 Selabd Malid —— 197, 183021101 a.lid.9s S, 1.684 mald
154.110.08.2 2.10.40 =o1.78 ma L3 D80, 180,190, a.l3.47 =, 1.70 ma.19
—{ 154 162,200, 2.12.42 #.1.70 m.1l2 —— 20 111.3.99 2.12.47 5. 1.7 m.13 ——
SPEEE LS4 162,208, 3. 13,42 =5.1.78 m.l3 —— ZIGREA. 0.5%) a.13.47 5, 1.63 m.l3 —— |
154,160,054, 2. 10.40 =o1.78 ma. L3 Dl 00,1 m.ld.47 =, 1.00 maeld
EED.195. 249, a.12. 42 . 1.75 m.l2® —— 1SEMIE_ 121, = 12.42 5.1.65 m.17
LdE . 1886 7e 35 8el3udd SelobB mald —— 17ES,. I155.8 a.153.495 =5, 1.77 mal3
1rS.166.05.5 2. 10,40 =01.60 mal3 ] 41200 =2.10.47 5,1.00 mald
sspEg Rl Fo-TRALAS. T A 1243 = 1A% m. IR 14 4.7 .7 a. 13,49 =.1.74 m.13 |
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— gk B, 29,3 a 13,349 S.1.7 ma s Lauss:an MHik.l) ——
145,100, 15,2 2. 10.45 =.1.64 ma. L3
ldé_ 122 .15.2 a.12.45 s.1.6d m. L=
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TeE—ldd . S32. LS. 4 a0 l3. 47 S.loBL mal3 -
— J1E2.E2, 186,82 a 1247 5.1 82 m.
152 AR PR.13 a.17.47 =167 m.
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Comparing w/(discrete) Gaussian

m Generic shape 1s close
w"Heavier tail




Neighbourhood size — all core

Met =sphere =size in hop metric for nodes

alléF15-18hyeA.rchil, 1888X. Drawn BFZ21 BA:3ZEFS,

a=aer .

===t. dew,

in giant component.

m=3arg.max

cEHBEA T T T T T
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a.l?.Eé
.12, 28
13,28
.19, 20
13,31
17,84
A = e
L1974
13,91
LCH. 2D
.CH. 26
CH. 28
. CH. 28
. CH. 40
LCH. 25

oo oo oo oW

O3 2D
=3 38
24. 27
J2TD. 25

=.1.78
=.1.73
=.1.83
=.1.7°¢
=.1.71
s.1.79
=.1.67
=.2.29
=.1.61
=.1.7°¢
=.1.71
=.1.83
=.1.75
=.1.68
=.1.81

=.1.7¢
s.1.73
=.1.75
=.1.75

m.H?
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m.19
m.19
m.19
ma 19
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m.cd
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m. A
m.cd
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M. 23
Mae 23
ma.
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Neighbourhood size: shifting by arg.max

Met =sphere =ize in hop metric for nodes in giant component.

allaf1s-18bycA,rchol, 1868AX, Drawn BS2L1 BRIZEF. a=aver, s==st.dew, m=arg.max

— 1 158.43.253. 2 a.
EBBBE —i55 13,193, 2.19.25
— 1 149.227.21.2 a.19.26

1.3 ma 19
1.2 ma 19
178 w13

2EnaE 1 | | I 1 | |
— {165, 117.65.1 2.17.88 =.1.66 m.18 —— 211.47.147.7 2.19.26 =.1.78 m.19
cm4.59.121.1 =2.18.18 =.1.67 m.18 —— 195.22.196.7 2.19.28 =.1.73 m.19
——{ 216.34.1608.1 2.19.29 5.1.77 m.19 —— 218.238.203. a.19.28 =5.1.83 m.19 ——
18AARA FomE, 228,280 2.17.85 5.1.81 m.17 —— 198,67 . 145 2.19.38 5.1.72 m.19 —— 7
—— 216.148.16.7 2.17.327 5.1.78 m.17 —— 211.192. 461 2.19.31 =.1.71 m.19 ——
— | 195.£219.96.2 2.17.52 =5.1.66 m.17 —— 62.156. 14 2.19.84 =.1.79 m.1%9
|EBEE =125 198.232. 2.17.72 5.2.36 m.18 —— 287.181.0 2.19.62 =.1.67 m.19 |
——{ 194.151.239. 2.17.72 =.2.35 m.18 —— &2.12. 1.[ a.19.74 =.2.29 m.28
195, 198,258 2.17.73 5.28.56 m.l18 —— 152.63. (LM =, 15,91 =.1.61 m.20
—— 195,198,236, 2.17.73 5.8.33 m.18 —— 199.86. 2.28.25 5.1.72 m.28 ——
14883+~ ~0F o0 1 50 = 17,74 = 1.7 g de e PES_i5E 2.20.86 =.1.71 m.28 —— —
— | f@7.£245.25.8 2.17.84 =.1.66 m.182 —— 21@.228 bz 20,22 =.1.82 m.e@ ——
152. 63,08, 177 2.17.91 =.1.81 m.18 —— 152.62, LBB.28 =.1.75 m.Z20
|FEEp L 1®4. 177,166 2.17.95 5.1.6% m.18 —— 198.32, . o040 =.1.68 m. 20 ]
e 4,0.44,5 2.158.85 5.1.71 m.18 —— 157.13d . 26,25 =.1.81 m.28
212.191.127. =.18.85 5.1.71 m.18 —— :
£ ———2@3.168.227. 5.18.26 =.1.70 m.18
S lepooe-195.66.225.4 3.18.87 =.1.76 m.18
8 ——194.112.208.2 2.18.88 5.1.72 m.18
emz.232.12.1 =2.18.29 =.1.80 m.18
——{ 192, 67.142.7 2.15.38 5.1.75 m.18
8888 —icrs,. 125168 2.18.31 =.1.71 m.1%
— lef@4.129.216. 2.12.21 =.1.69 m.12
152,265,224, =.12.51 =.1.20 m.1%
shag 165 117.48.2 2.19.32 5.1.73 m.19
= rmp.£208.8.14 2.15.85 =.1.281 m.18
144.232.2.12 a.18.42 =5.1.65 m.18
—— 2m2.184.231. 2.158.72 5.2.35% m.19
a8 195, 190,222, 2.12.72 =.2.22 m.19
— {199.12.112.2 2.12.72 =.1.67 m.19
157.123@.192. =.18.98 =.1.62 m.19
=] =
=
=

1
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Neighbourhood size vs. (hop-ave)/std

Het =phere =ize in hop metric for nodes

alldrs15-18byeA.rchdl, 1888,

Irawn 8721 88: 37,

a=aver

===t. dew,

in giant component.

m=argd.max

48866
35A88 |
S ErEErE—
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CEngEE |
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125.219.96. 8
125, 198. 232 .
124.151.239.
—135. 1968.232.
195, 196,226,
cEF.BB.1.52
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Mother function covers 98% of reachable nodes
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Policy-constrained dual AS graph

mNodes = peering sessions

mLinks = pairs of sessions w/common AS
mand followed by traffic

“1n skitter or BGP data

wDerived from observed AS triples




~Dual AS graph

Example:
w1909 195 1740 — AS path (skitter,BGP)
“CAIDA SDSC CERF
“Nodes: 1909-195 and 195-1740
wOrdered AS pairs
“Link: from 1909-195 to 195-1740

" Directed links




~Dual AS graph

mAS hop count = #sessions 1n a path
measy to compare with AS hops

wmIf necessary, add: 0-AS and AS-0
wmtor traffic origination/termination
w(was not done for graphs shown here)




~Dual AS graph

Idea:
madd rigidity to the graph
mconstrain path by continuity
@mand direction
wlike differential equation
©“but more choice at each step
wpath continuation non-unique

General case:




. Skitter and BGP data of 2000-01-01..31

mSkitter accumulated over whole month
mOregon and local (pinot) BGP added
6850 AS

m36643 sessions (dual nodes)

©169892 links between sessions

wNo stripping

w7676 sessions 1n the glant component
~Glant component reaches 34448

sessions




~Reachability table

195-145 8h 4.01a 0.88s 344438r 1 129 502 3970 15920 7482 1226 197 21
145-195 9h 4.22a 0.90s 34443r 1 9 442 6137 161038 9446 1833 369 95 38
1225-2914 9h 3.03a 0.39s 34443r 1 724 7413 16747 7832 1424 199 95 10 3

=9 hops on dual graph = 10 AS hops
©195-145 (SDSC-vBNS) and 145-195
whave different reachability profile




Conclusion

Neighbourhood size:

» mother function 1s invariant of graph

© shifted and stretched for each node




Likely implications

wmthere IS a core of the graph

mneighbourhood 1s small before we
reach core

©starts growlng as soon as we reach
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