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Bots Found Inside Many Big Companies

Support Intelligence, a network security company in San Francisco, is running *30 Days of Bt
that posts the names of big companies whose networks have been infected with spam-spew

Since March 28, the list identified more than a dozen corporations, including 3M, Aflac, AIG
America, Conseco and Thomson Financial.

Not all companies returned calls to Baseline, but the ones named above said they have founc
the spam. AIG, Aflac and Bank of America added that customer information wasn't comprom
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CTIA Center
The CEO of an antispam firm whose service was knocked of Audio & Video
spammer earlier this week claimed his company was the Vi Business Center
sophisticated attack carried out, in part, with the help of S¢ cameras
at a top-tier ISP.

Antispam firm says it was victim of attack

By Jaikumar Vijayan, Computerworld, 05/05/06
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Estonia Sustains Hacker
Attacks

Country calls for plan against cyberattack, as Web
sites recover from denial-of-service blitz.
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Jeremy Kirk, IDG News Service

Eran Reshef, CEO of Blue Security,
an Israeli antispam firm, said that
his company was attacked by a
major spammer named
PharmaMaster who used a
combination of methods to knock
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® Increasing awareness, but there is a dearth of
hard facts especially in real-time

® Meager network-wide cumulative statistics

® Sparse information regarding individual botnets

® Most analysis is post-hoc
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B CYBERCRIME PAYS

The escalating number of botnets have
helped feed a surge in various forms of
online fraud.
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The average daily number of unique
botnet communiqués to accept
instructions from a controller, deliver
spam. conduct phishing campaigns, click
on ads to earn ad revenue, carry out
denial-of-service attacks, steal data, scan
for vulnerable computers, and spread
infections
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The World Economic Forum takes place this week in Davos, Switzerland, and leaders around the
world gather to discuss issues like the Iraq war, global climate change, and globalization—along

network of the'  ith the incredible prevalence of botnets.

clicked on the

Mega-D botn¢.  The BBC's Tim Weber, who was in the audience of an Internet panel featuring Vint Cerf, Michael
°Pe'a‘°'5v mé Dell, John Markoff of the New York Times, and Jon Zittrain of Oxford, came away most impressed
pills. by the botnet statistics. Cerf told his listeners that approximately 600 million computers are
BACKGROU connected to the Internet, and that 150 million of them might be participants in a botnet—nearly

sites all of them unwilling victims. Weber remarks that "in most cases the owners of these computers
have not the slightest idea what their little beige friend in the study is up to."

Largely unnot

the Internet. € 1f cerf's estimate is accurate, that's one quarter of all machines connected to the Internet. So is

connected O} .. 1nvarnet doomed? Well, you're reading this, so no, not yet. But the botnet menace is no
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Goal is to build a botnet monitoring platform that
can track the activities of the most significant
spamming botnets currently operating in real-time

Botnet Lifecycle (Traditional View)

Bot g - ..., Q Infecting

Machine




Tools for Monitoring

Honeypot g \ Q Infecting

Machine

Botnet Operators’ Response

® Use social engineering techniques for infection

Cleverly crafted emails/websites induce users to download
malicious programs

Detect virtualization techniques

® Use customized protocols over HTTP

® Use dynamic adaptation

Malware binaries morph every few minutes (use
polymorphic packers)

FastFlux DNS allows for fast redirection to new C&C
servers

Change C&C protocols as well




BotlLab Design

® Active as opposed to passive collection of
binaries

® Attribution: run actual binaries and monitor
behavior without causing harm

® Scalably identify duplicate binaries

® Correlate incoming spam with outgoing spam

Malware Collection

® Augment honeypots with
active crawling of spam URLs

| 00K unique URLS/day, 1% Incoming Spam
malicious 1

Most URLs hosted on

legitimate (compromised) f
webservers l Malware
l— Crawler
_ .
Archival Storage

Relay IPs Subject

Message Summary DB




Network Fingerprinting

® Goal: find new bots while
discarding old ones

Execute binaries and generate
a fingerprint, which is a
sequence of flow records

Each flow record defined by
(DNS, IBETCP/UDP)

Execute both inside and
outside of VM to check for
VM detection

Execute each binary multiple
times as some bots issue
random requests (e.g., Google
searches)

Execution Engine

Internet Bots send “verification” emails
before they start sending
regular spam

Some other bots spam using
CAC Trafic webservices (such as HotMail)

C&C servers are setup to

spamhole . ot
Outgoing - blacklist suspicious IP ranges

Spam
Bots with 100% email delivery

rate are considered suspicious

Virtual Machines|| Bare-metal

Execution Engine
Fortunately only O(10)
botnets; so manual tweaking
possible




Clustering/Correlation Analysis

Correlate incoming spam with outgoing spam and perform
attribution; identify IPs for a given botnet

For spam that cannot be directly attributed, cluster based on
source |IPs and merge with an attributed set if there is overlap

H H
Outgoing
M || M

Relay Ps Spam |

URLs Headers Virtual Machines| | Bare-metal Correlation
g g Analysis
S“bfects Execution Engine v
3 Re/ays
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L
m Monitoring Resolved .
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Result Storage

Measurements

® Analysis of outgoing spam feed
® Analysis of incoming spam feed

® Correlation of outgoing and incoming spam
feeds




Behavioral Characteristics

C&C C&C servers spam send
contacted | C&C protocol rate

over lifetime (msgs/min)

Botnet ;
Discovery

Grum

Kraken

Pushdo

Rustock

MegaD

Srizbi

Storm

Behavioral Characteristics

e C&C servers spam send
contacted | C&C protocol rate
over lifetime (msgs/min)

Botnet ;
Discovery

Grum static IP |

Kraken | algorithmic DNS 41

Pushdo set of static IPs 96

Rustock static IP |

MegaD | static DNS name 21

Srizbi set of static IPs 20

Storm p2p (Overnet)




Behavioral Characteristics

C&C servers spam send
C&C
Botnet . contacted | C&C protocol rate
Discovery i :
over lifetime (msgs/min)

Grum static |IP I encrypted HTTP
Kraken | algorithmic DNS 41 encrypted HTTP

Pushdo set of static IPs 96 encrypted HTTP

Rustock static IP I encrypted HTTP

MegaD | static DNS name 21 Shctipted cUston
protocol (port 80)

Srizbi set of static IPs 20 unencrypted HTTP

Storm p2p (Overnet) encrypted custom

Behavioral Characteristics

C&C servers spam send
C&C
Botnet . contacted | C&C protocol rate
Discovery i :
over lifetime (msgs/min)

Grum static P I encrypted HTTP 344

Kraken | algorithmic DNS 41 encrypted HTTP 331

Pushdo set of static IPs 96 encrypted HTTP 289

Rustock static IP I encrypted HTTP 33

21 encrypted custom

MegaD | static DNS name bitera e eans

Srizbi set of static IPs 20 unencrypted HTTP

Storm p2p (Overnet) encrypted custom




Outgoing Spam Characteristics

® Subjects are distinguishing markers of botnets
® 489 subjects per botnet per day with zero overlap
® Across 2 months, only 0.3% overlap

® Bots are stateless

® List of recipients downloaded from C&C server is
randomly chosen

® Bots can be periodically restarted to quickly
obtain information on ongoing spam campaigns

Botnet Mailing Lists

Random fetch model allows us to estimate botnet
mailing list sizes

® As we see more of the spam feeds, there will be
more duplicates in recipient email addresses

If mailing list size is N and if bot obtains C addresses
for each C&C query, then probability that an email
address will appear again in the next K emails is

I - (I - CIN)KIC

Some mailing list sizes: MegaD’s is 850 million,
Rustock’s is 1.2 billion, Kraken’s is 350 million

Overlap between mailing lists is small (less than 28%)




Incoming Spam: Source |Ps
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Spam is sourced by a changing set of IPs

Incoming Spam: Domain Names
of embedded URLs
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As expected, freshly registered DNS names
propagated by spam




Incoming Spam: Hosting
Infrastructure
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Links in 80% of spam
point to only 15 IP
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Correlation Analysis

e Different botnets have different fingerprints
(email subjects, recipient addresses, header
formats)

® We can thus attribute incoming spam feed to
specific botnets by observing the spam
generated by our captive bots




Classification by Botnet

Unknown; 21%
Storm; 1% Srizbi; 35%

Pushdo; 3%

Kraken; 4% g
MegaD; 16%

Small number of botnets source most of the spam

Canadian Healthcare 0% |0.01%
Canadian Pharmacy 28% 10%
Diamond Watches 0.1% 0%
Downloadable Software 0% | 25%
Freedom From Debt Forever! 0% 0%
Golden Gate Casino 32% 0%
KING REPLICA 4% ‘ 3%
LNHSolutions 6% 0%
MaxGain+ ... No.1 for PE 0% 3%
Prestige Replicas 0% | 0.3%
VPXL - PE Made Easy 8% 6%
Unavailable 22% | 38%
Other 0.1% | 15%

Multiple botnets source the same spam campaign




Botnet Membership

® What fraction of the botnet members can we identify
in a single day at a given location?

® Again use probabilistic analysis based on the random
recipient address model

® [et Pis the probability that a given spam message is
sent to an UW email address

® Let N be the number of email messages sent by a
bot over a given period

® Then probability of UW receiving a spam message:

Jii eblP

Botnet Membership

® Even the most gentle bots send N = 48K
messages per day

® UW receives 2.4M messages of a total world-
wide estimate of | |0B messages; P = 2.2*] 0

® Over a 24-hour uptime, probability of
identifying a botnet participant is 0.65




Applications Enabled by BotlLab

® Safer browsing:
We found 40K malicious URLs propagated by Srizbi
None of them were in malware DBs (Google, etc.)
Further Gmail’s spam filtering rate was only 21% for Srizbi.

BotLab can generate malware list in real-time; we have
developed a Firefox plugin to check against this

® Spam filtering:

® Developed a Thunderbird extension that compares an
incoming email with the list of spam subjects and list of
URLs being propagated by captive bots

Preliminary results are promising

Conclusions

BotLab is an engineering exercise that pulls together
many of the ideas proposed earlier

Key components: active crawling, live execution of
captive bots, network fingerprinting, and correlation

Enables a rich set of measurements. Results include:
® Small number of botnets generate most of the spam

® Complex (not one-to-one) relationships between botnets,
spam campaigns, and hosting infrastructures

BotLab also promises better defenses (safe browsing,
spam filtering, bot detection, etc.)




