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Online ScamsOnline Scams
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Online Scam HostiOnline Scam Hosti

Th it i t d t b• The sites pointed to by a
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Source: HoneyNet Project
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– What are the possible inv
– How many different scam

D i• Detection
– Today: Blacklisting based
– Instead: Identify the netw

hosting site

ics?ics?

ariants?
-hosting sites are there?

d on URLs
work-level behavior of a scam-



Summary of FindinSummary of Findin
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Data CollectionData Collection
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Top 3 Spam CampTop 3 Spam Camp
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• Most scam domains exh
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Time Between ChaTime Between Cha

H i kl d DNS• How quickly do DNS-re
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Rates of ChangeRates of Change 
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Location of ChangLocation of Chang

S t k di• Scam networks use a di
address space than legi
– 30/8 – 60/8 --- lots of legit

DNS l k f d• DNS lookups for scam d
widely distributed than th

e in Hierarchye in Hierarchy

ff t ti f th IPfferent portion of the IP 
timate sites
timate sites, no scam sites

d i fdomains are often more 
hose for legitimate sites
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Registrars InvolvedRegistrars Involved
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ConclusionConclusion

S i l• Scam campaigns rely on
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