@isle

Consulting Group

D

Exposing Criminal Abuse of Internet Names
and Addresses

Colin Strutt, Interisle Consulting Group
Greg Aaron, lllumintel

Presented at Workshop on Internet Economics: Knowledge of Internet Structure:
Measurement, Epistemology, and Technology (WIE-KISMET), December 2019



A

Measuring and Documenting
Domain Name Abuse

¢ Erode user confidence
¢ Inflict serious harm on individuals and organizations across the world

B Harms:
¢ Financial
¢ Election interference
¢ Cyber terrorism
¢ Physical harms, as criminals target critical infrastructures (e.g., healthcare
systems)

B Countering them tops “most important Internet issues” list for most

\ 4\
\ B Spam, malware, phishing, etc., degrade the online environment
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ECAINA Vision
\

B A measurable and quantifiably safer Internet

B An Internet in which organizations, governments, and individuals have
data they can use to

¢ Deploy security measures
¢ Demonstrate empirically the effectiveness of security and administrative controls
¢ Make informed policy and regulatory decisions

¢ Conduct research
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ECAINA Mission

To collect and publish information that identifies, quantifies,
and categorizes Internet identifier abuse and the contexts in

\' which it occurs
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ECAINA Mission (the detailed version)

\

B \We seek the structural, systemic enablers of Internet abuse

B Numerous organizations already compile reputation data or “threat intelligence”

¢ Can be used tactically to stop crimes in progress, notify victims, pursue legal recourse,
and prevent future abuse — in individual instances

B \We will collect, process, and warehouse reputation information that identifies,
quantifies, and categorizes activities that harm Internet users
¢ Can be used strategically to identify and fight cybercriminal activity Internet-wide
- B Information comprising census & reputation statistics for
| ¢ Domain names
¢ IP addresses
¢ Autonomous Systems (AS)
¢ Associated organizations (e.g., registries, registrars, and hosting, cloud, or ISP operators)

@isle

Consulting Group



ECAINA Project

B ECAINA will provide

¢ Scientifically reliable data for researchers to:
® Observe and report concentrations of criminal activity
® Measure, quantify, and rank domain name service providers and operators
® Measure, quantify, and rank addressing service providers and operators
® Observe criminal flocking and migration behavior over time
® Discover and codify indicators that allow us to discover additional abuse identifiers
® Report the above to inform legislators and policy makers
¢ Researchers with means to:

® Study harmful names and addresses
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ECAINA Proof of Concept

\
\ B Feasibility study begun 3 September 2019

¢ Gathering daily blocklist data for 23 TLDs
¢ Identifying the associated registrar from available domain name registration data

B Analysis of blocklist and Whois data for each TLD on each day:
1. # domain names on blocklist; “sponsoring” registrar
2. # domain names added to blocklist each day; “sponsoring” registrar

3. # domain names removed from the blocklist each day

B Demonstrating the value and viability of ECAINA

¢ Observed relationships between turnover, bulk registration, and blocklisting
“spikes” and well-recognized patterns of criminal behavior
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Number of Names Added to Each TLD’s Blocklis
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Registrars with High Proportion of Blocklisted Domains

Top Registrar for all blocked domains in TLD
Blocked
TLD Date oc ? Top Registrar # domains % domains Added

Domains
biz 9/4/2019 4,083 | GMO Internet, Inc. d/b/a Onamae.com 3,381 82.8% 132
biz 9/5/2019 4,269 | GMO Internet, Inc. d/b/a Onamae.com 3,487 81.7% 245
biz 9/6/2019 3,593 | GMO Internet, Inc. d/b/a Onamae.com 2,767 77.0% 163
biz 9/10/2019 3,409 | GMO Internet, Inc. d/b/a Onamae.com 2,207 64.7% 244
biz 9/11/2019 3,416 | GMO Internet, Inc. d/b/a Onamae.com 2,000 58.5% 484
biz 9/13/2019 3,444 | GMO Internet, Inc. d/b/a Onamae.com 1,880 54.6% 76
biz 9/15/2019 4,059 | GMO Internet, Inc. d/b/a Onamae.com 1,809 44.6% 131
biz 9/18/2019 4,783 | GMO Internet, Inc. d/b/a Onamae.com 1,963 41.0% 629
biz 9/19/2019 4,884 | GMO Internet, Inc. d/b/a Onamae.com 2,050 42.0% 317
biz 9/20/2019 5,648 | GMO Internet, Inc. d/b/a Onamae.com 2,791 49.4% 911
biz 9/22/2019 5,682 | GMO Internet, Inc. d/b/a Onamae.com 2,869 50.5% 164
biz 9/23/2019 5,795 | GMO Internet, Inc. d/b/a Onamae.com 2,948 50.9% 253
biz 9/24/2019 6,495 | GMO Internet, Inc. d/b/a Onamae.com 3,612 55.6% 966
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14 October — 10,516 Names Added to .us Blocklist
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Percent of Each TLD’s Blocklist Added
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10 December — 1,195 Names Added
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Turnover Rate

Date TLD Blocklist Size Names Added
14 Sep .monster 108 89
6 Oct .uUs 9,401 6,329
14 Oct .us 18,636 10,516
20 Oct .cloud 1,072 620
23 Nov .cloud 779 429
25 Nov .CO.kr 213 123
2 Dec XyZ 4,653 1,052
5 Dec info 7,952 3,115
Date TLD Names Removed Blocklist Size
29 Oct .uUs 9,821 3,928
2 Nov .agency 1,615 247
12 Sep .monster 160 41
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Cumulative Unique Blocked Domains
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e

Cumulative Blocked Domains (excluding .com)
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ECAINA Plan

ECAINA will operate a trusted, neutral, public clearinghouse
ECAINA will use trusted reputation data sources with additional high fidelity “curation’

ECAINA will expand the reputation data to allow classification and analysis of
additional security threats

ECAINA will operate as a research project at George Mason University
University and commercial participation will be part of ECAINA’s DNA

Interisle staff will participate as co-Principal Investigators to provide subject matter
expertise, recommend research activities, co-advise University graduate research
assistants, and solicit industry or foundation participation and financial support
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A

ECAINA Project

Phase 1.1: Reports and Phase 1.2: Reports,

Phase 1:Publish underlying aggregated aggregated data, ECAINA-

Reports

=

Data collected by ECAINA
from public sources

data available

sourced underlying data

ECAINA
DATA REPOSITORY and
ANALYTICS ENGINE

J ..

subscription
data

Phase 2: Reports,
aggregated data,
ECAINA-sourced and
licensed underlying data

Pre-processed
subscription data
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ECAINA — The Players So Far

B [nterisle
¢ Dave Piscitello
¢ Lyman Chapin
¢ Colin Strutt
H [[lumintel
| ¢ Greg Aaron
|\ m George Mason University (GMU)
| ¢ Eric Osterweil
B Others welcome!
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