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ECAINA Proof of Concept

A\
\ B Feasibility study begun 3 September 2019

¢ Gathering daily blocklist data for 23 TLDs
¢ Identifying the associated registrar from available domain name registration data

B Augmenting with data from other sources (where available)
¢ Whois, RDAP, Team Cymru, dns.coffee, etc.

| B Analysis of blocklist and Whois data for each TLD on each day:
| 1. # domain names on blocklist; “sponsoring” registrar

2. # domain names added to blocklist each day; “sponsoring” registrar

3. # domain names removed from the blocklist each day

' B Demonstrating the value and viability of ECAINA

¢ Observed relationships between turnover, bulk registration, and blocklisting
(\‘ “spikes” and well-recognized patterns of criminal behavior
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Number of Names on Each TLD’s Blocklist
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A

Registrars with High Proportion of Blocked Domains

B 18 Feb shows
¢ 4,386 names added to .icu
¢ 1,132 added to .site

B Many names exhibit a common pattern — 6 random alpha characters
B These registrars account for names added that day for all 23 TLDs:

Registrar Count
ERANET INTERNATIONAL LIMITED 5,448
GMO Internet, Inc. d/b/a Onamae.com 164
NameCheap, Inc. 48
l GoDaddy.com, LLC 25
NameSilo, LLC 12
@isle ... and 28 other registrars 53
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18 Feb: 6-a Names Added to Blocklists
4. 355t0 .icu & 1,094 to .site
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14 October — 10,516 Names Added to .us Blocklist
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Cumulative Blocked Domains (excluding .com)
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Blocked Names Often Get Blocked Again

(excludes .com; this month)
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A

Top 10 Subnets for Blocked Domains (23 Feb)

Subnet Owner Occurrences
3.208.0.0/12 Amazon AWS 1,569
3.80.0.0/12 Amazon AWS 549
34.192.0.0/12 Amazon AWS 263
18.232.0.0/14 Amazon AWS 262
3.224.0.0/12 Amazon AWS 155
54.80.0.0/14 Amazon AWS 134
160.181.224.0/19 ZA 115
49.156.160.0/19 Ace, Inc., JP 100
104.238.196.0/24 Infiltrate, LLC, US 99
116.50.32.0/20 TW 93
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Top 10 AS for A Addresses (23 Feb)

ASN AS Occurrences
14618 AMAZON-AES - Amazon.com, Inc. 3,012
16509 AMAZON-02 - Amazon.com, Inc. 232
13335 CLOUDFLARENET - CloudFlare, Inc. 144
26496 | AS-26496-GO-DADDY-COM-LLC - GoDaddy.com, LLC 143

137443 | ANCHGLOBAL-AS-AP Anchnet Asia Limited, HK 117
40034 ' CONFLUENCE-NETWORK-INC - Confluence Networks Inc 108
56291 ACE-AS-AP Ace, Inc. 107
22612  NAMECHEAP-NET - Namecheap, Inc. 107

396932 | HOSTINSANITY, US 99
18046 DONGFONG-TW DongFong Technology Co. Ltd. 93
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Top 10 AS for NS Addresses (23 Feb)

ASN AS Occurrences

14618 AMAZON-AES - Amazon.com, Inc. 6,020

38283 CHINANET-SCIDC-AS-AP CHINANET SiChuan Telecom Internet Data Center 722

4134 CHINANET-BACKBONE No.31,Jin-rong Street 604

16509 AMAZON-02 - Amazon.com, Inc. 582

26496 & 44273 | GO-DADDY-COM-LLC, US, GODADDY-DNS, CH 532

13335 CLOUDFLARENET - CloudFlare, Inc. 452

55002 DEFENSE-NET - Defense.Net, Inc 402

2519 VECTANT VECTANT Ltd. 368

| 4837 CHINA169-BACKBONE CNCGROUP Chinal69 Backbone 284

(\ 133119 UNICOM-CN China Unicom IP network, CN 240
Interisle
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Challenges

L\
| \ B Unavailablility/reliability of Whois data

B Unavailability of RDAP data
B Rate limiting — e.g., Whois, dns.coffee
| ® Timing of Whois/RDAP data vs. appearance on blocklist

| B Registrar names are not canonical

@isle
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D

ECAINA ...
Exposing Criminal Abuse
of Internet Names and Addresses

Questions?
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