Measurement of Data Traffic
In Cellular Networks
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Overview

Basic measurement result
Result of content classification
Summary



3G Cellular Data Networks In
Korea

e 3G data networks

— GSM/UMTS (3GPP) family

« UMTS/W-CDMA (3G): HSDPA (High-Speed Downlink Packet
Access)

— CDMA (3GPP2) family
« CDMA-2000 (3G): EVDO (Evolution Data Only/Optimization)

— Provides always-on connectivity services

* In a mobile environment: even in the express train at the
speed of 300Km/H

CDMA 1x EVDO WCDMA/HSDPA

Uplink 153.6Kbps 2Mbps

Downlink 2.4Mbps 14.4Mbps
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e Measurement and classification of
EVDO/HSDPA data traffic

* To answer the questions like

— What is the trend of protocol and port
breakdown ?

« Similar in the typical wired Internet ?
— Which kind of contents are people using ?



CUlICceLlcyu 1idlilic

* One of major cellular carriers in Korea

« CDMA 1x EVDO

— Eight 30-min traces on different days in
2008

« WCDMA HSDPA

— Eight 30-min traces on different days in
2008
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Core Network Access NEtWOI’k
4 SGSN \
Intra-PLMN
backbone

N

GGSN

IP Traffic Collector

PLMN: GSM Public Land Mobile Network
SGSN: Serving GPRS Support Node
GGSN: Gateway GPRS Support Node
PDSN: Packet Data Service Node

RNC: Radio Network Controller

BS: Base Station 7

Data network

Internet
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FrotoCol breakaown (contdq)
CDMA 1x EVDO WCDMA / HSDPA
Download Upload Download Upload
TCP (%) Byte : 61.6 Byte : 66.7 Byte : 82.9 Byte : 87.5
° Pkts : 53.7 Pkts : 86.0 Pkts : 71.8 Pkts : 87.4
UDP (%) Byte : 38.1 Byte : 32.7 Byte : 17.0 Byte : 12.0
7| Pkts: 458 Pkts : 13.3 Pkts : 27.9 Pkts : 12.1
RTP/UDP
(byte %) 95.19 3.89 87.78 0.68
RTP/Total | 35 41 1.05 15.32 0.07

(byte %)




ort Breakdown
CDMA 1x EVDO WCDMA / HSDPA
Rank Download Upload Download Upload
(Src. Port) (Dst. Port) (Src. Port) (Dst, port)
TCP UDP TCP UDP TCP UDP TCP UDP
1 9093 | 15000 | 9093 1813 80 6970 80 1814
2 80 | 15006 | 8082 5060 9093 15004 | 9093 4500
3 7231 | 15004 80 15321 | 7231 4500 443 10001
4 7237 | 15002 | 12100 53 554 15006 | 8082 10000
5 7236 | 15008 443 13771 443 5004 20 137

9093 : WAP protocol over HTTP
80 : HTTP

7231 : authentication for downloading music

Around 15000 : for listening to music
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Port 9093
— WAP over HTTP

O
W

— Classification of cellular “service types” in HTTP

request packets

Hireless ServiceType - HCDHA/HSDPA{20888183}

Hireless ServiceType - CDHA 1X EVDO {268888183)
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* Mobile terminals access to web via port 80 ?
— Mostly by PCs not by cellular phones

 (Classification of terminal types with “agent” in
HTTP packets

Byte count(%) Packet count(%)
Laptops/PCs 66 69
Cellular phone 0.006 0.009




Content Classification of HTTP
Traffic

e For Internet traffic classification

— Traditional methods that use
* Port number
« Payload signatures
» Behaviors/Machine learning

— Classification of traffic: web, p2p, emall, ftp

e Content classification of HTTP traffic

— E.g.) Web traffic is 40%. Which contents are
people using with web traffic ?

« Searching popular keywords, reading news, shopping



How to Classity Contents of HTTP
Traffic ?

* Analyze servers' log data
— Easy
— but limited to
* Only content providers

« Inspect packets
— Difficult

o May have privacy issues
— ISPs as wells as content providers

« Even campus network operators can classify the campus networks'’
Internet usage pattern

— What do we find by inspecting HTTP packets ?
« Specific “strings” that provide hints for classification

« We need language-specific information: A lot of contents are
localized



Overview of Content Classification
for HTTP Packets

' o Classifying HTTP
Capturing HTTP Flndlng Korean Packets with Korean
Packet Strings i
Strings

Content
Classification
Dictionary
Korean Strings Content
Category
“news”, name of news News
company, ...
“*.mp3”, name of songs and Music
singers, ...

19
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KS C 5601

— KS X 1001, OxBOA1(7}) ~ OxC8FE(¥)

— 2 Bytes, Korean character set — 2350 syllables

EUC-KR

— KS X 1003(= ASCII) + KS X 1001

— 2 Bytes

Unicode :

— U+ACO00(7}H ~ U+D7A3(2l), Korean character set -- 11172
UTF-8

— U+0800 ~ U+FFFF : 3 Byte encoding

UTF-16
— U+0800 ~ U+FFFF : 2 Byte encoding

20



Example of Finding

B Hunerteyt Transtar Brotgco]

=

HTTP/L1.1 200 OKMNFANA

= : 2
Content-Type: Text/ A nd.wap.wnlrin
ACHE—COnNLral . no-cache™srsn

Request Version: HTTR/1.1

Response Code: 200
Date: Thu, 03 Jan 2008 03:09:09 GMTY N
server: Microsoft-IIS/ 6. O%r™h
¥-Powered-By: ASP.MNETr%h
Expires: Tue, 01 Feb 2000 00:00:00 GMTYryn

i

charset:=KS_C 5601 1987/r/n

RNy

= extensibhle Markup Language

=

<7xml
versjon="1.0"
encoding="ks_c_5601-19387"
P

R ETR W R L R W R L R T

30 30 30 3b

74 85 7B 74 2d

Fo i 22
e
] ¥ B [

ba  eG
bl ea
c7 ko
20 bf
20 <7
F0 3a
6f &d
73 a4
70 3k
72 64

Ly,
QDD;text
e

0001&amp
P keywor

T LIt
-decaorat

0

.. <a hr
S Stmeta
e 7005,
d=RSD0O00
; rmd=&am
d=xtCExw

Korean String

>
MHo
>
MO

18
ro
1=
pal

T
| Of
o rot
-

>
0f0

Mr o

R :

OxBCAD A{
OxBFEF =
OxBDC5 Al
OxB9AE &=
OxB9EO Ef
OxCOBA £
OxBBF6 AH
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Examples of Classitying HTTP
Packets by Packet Inspection

e Contents delivered in HTTP packets
— Listening to music

— Reading news

— Browsing stock information



Listening to Music with Cellular
Phone in HTTP

0HEEH

010
0200
0210
0220
0230
0240
0250
0260
0270
0280
0290
02a0
0z2ho
02co
0Z2d0
02el
02f0
0300
0310
0320
0350
0340
0350
0360
0370
0350
0350
0320
03ho

Frame 14 (1518 bytes on wire, 1518 bytes captured)
Ethernet II, sSrc: Cisco_22:82:c0 (00:13:80:22:82:c00,

Internet Protocaol,

2
1
%

]

-
)

D=t : Starenth_02:08:31 (00:0%:47:02:02:31)

Srer 211.234.229.25 (211,234.229.25), Dst: 10,136,90.101 (10.136,90,.1010
D=t PoOrt: 32866 (3286867, sSed: 0. ack: 442, Len: 1460

card id="menu"
newcontext="true"

RN | | title="7444Z4 T} : [3/6]" 44O :

kcm

Qooo
&amp; P

do
type="vnd.skmnl” lab
el="2HEH™ @=-KCM

00 1 3&amp; P

23
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F Internet Protocol, src: 211.234.229.25 (211.234.229.25), Dst: 10.143.128.685 (10.143.128. 65
= Transmission Control Protocol, Src Port: 9093 (905937, Dst Port: 34543 (3454370, Seq: 5841, Ack: 535, Len: 1460

TUTT  UT OC o0 10 90 UU 30 U0 89 ZC O3 Bd 27 19 Ud ol PPN (P
0020 80 41 23 85 86 ef d8 Fh e% 595 28 F7c 12 17 50 18 A o] L 0L P
o030 3b 64 00 35 ] 61 K .

o040 [ b a5

o050
006a0
0070
O0E0
WgeRElY]
00an
0obo
00ch
0odo
00en
oot
0100
0110
0120
0150
0140
0150
0160
0170
0130
nlao
01laon
010
0l
01do
01led
010
0200

Ll e

12:38(21 %K)

3,715&

vI0&
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# Frame 45 (1518 bytes on wire, 1518 bytes captured)

# Ethernet II, sSrc: Cisco_22:82:c0 (00:13:80:22:82:cC00, Dst: sStarenth_02:0e:31 (00:05:47:02:02:31)

H Internet Protocol, Src: 211.234.229.25 (211.234.229.25), Dst: 10.137.207.132 (10.137.207.132)

= Transmission Control Protocol, Src Port: 9093 (90930, Dst Port: 32928 (32928), Seq: 10740, aAck: 869, Len: 1460

x
0
>

182 A TIBbX|2p £HER
a2 BEL A8 Hel F
= WAO[2HH =0l =0 A&

> ot
oo

mot |

O ldma
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« HTTP packet traces
— CDMA 1x EVDO
— WCDMA HSDPA

— Port 9093 In HTTP

Q)

J

D

N

—
0p)



Content Classification of Port 9093
Traffic

EVDO HSDPA
CONTENTS CATEGORIES Access Count| Packet |Access Count Packet
% % % %
Music/Video Streaming/D |, 5, 14.01 15.03 1552
, ownloading
Entertainment
Adult 042 0.18 0.47 0.18
Game 10.24 5.47 10.16 6.06
Commerce Shopping 2.54 2.96 3.30 2.89
Stocks 4.29 6.20 2.73 2.29
News & Web 25.66 27.54 24.26 29.38
Information Communlty 7.23 7.32 7.46 7.24
Customer service 20.13 11.15 31.35 16.52
Police enforcement 118 457 0.15 0.03
information
Public informatiTransportation information 0.59 0.27 0.53 0.20
on (bus map)
Public advertisement 0.88 0.29 0.16 0.03
N.A. N.A. 141 20.08 4.40 19.65
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e Data traffic in cellular networks
— Dominant TCP
— Popular UDP/RTP streaming

o Content classification

— Language-specific HTTP traffic classification
« Useful for finding user behaviors of using Web services

e Future work
— Supporting several Korean codes
— Automatically building a classification dictionary
— Experiments with various HTTP packet traces
— Extension with other languages



