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DITL 2007

• Day In The Life of The Internet. Okay, two days.

• 48 hour period: Jan 9 00:00:00 to Jan 10 23:59:59 UTC

• Primary focus is DNS and root servers, but other data was

collected as well.

• We have data from C-, F-, K-, and M-roots, which is the

subject of this presentation.

• Data is 740 GB compressed pcap files.

• 10,000,000,000 DNS queries.
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Terminology

• Server: a collection of DNS nameservers operating under the

same IP address.

– c.root-servers.net is a server

• Instance: an anycast instance of a server.

– k-milan is an instance of k.root-servers.net.

Load-balanced nodes are combined into a single instance.

– c-lax1a and c-lax1b are load-balanced members of the c-root LAX
instance.

• Client: an IP address sending DNS queries.
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Merging Pcaps

• First step was to create a single, “merged” pcap stream with

all packets in chronological order.

• Created hour-long chunks for all instances, using tcpdump-

join and tcpdump-split. Keep only data within the 48-hour

DITL period. Queries only.

• Changed pcap timestamps for instances with known clock

skew.

• Rewrote server IP addresses to encode server and instance.

– e.g., 192.5.5.251 becomes 6.0.0.11 to represent the 11th instance of
F-root.

• Merged all hour-long instance files into timestamp-sorted files

with mergecap.
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Analysis Software

• C++ program reads pcap files and keeps various counters.

• Runs at about 40,000 packets/second, or about 80% the

rate of “pcap time.”

– i.e., takes 60 hours to analyze 48 hours of data.

• Needs about 3GB RAM.

• Data goes into Postgres

• SQL SELECT statements and perl scripts produce data for

ploting with ploticus.
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II 1) Average rates of requests.

c−
or

d1
a

c−
jfk

1a
c−

la
x1

a
c−

ia
d1

c
f−

cc
s1

a
f−

da
c1

a
f−

nb
o1

a
f−

bc
n1

a
f−

kh
i1

a
f−

jn
b1

a
f−

ak
l1

a
f−

yo
w

1a
f−

lc
y1

a
f−

dx
b1

a
f−

la
x1

a
f−

sv
o1

a
f−

ez
e1

a
f−

tlv
1a

f−
or

d1
a

f−
cg

k1
a

f−
m

aa
1a

f−
pr

g1
a

f−
lg

a1
a

f−
sc

l1
a

f−
bn

e1
a

f−
se

l1
y

f−
ki

x1
a

f−
yy

z1
b

f−
cd

g1
a

f−
lis

1a
f−

m
ty

1a
f−

m
ad

1a
f−

tp
e1

a
f−

hk
g1

a
f−

gr
u1

a
f−

m
uc

1a
f−

am
s1

a
f−

pe
k1

a
f−

sf
o2

f−
pa

o1
k−

m
os

co
w

k−
m

ila
n

k−
re

yk
ja

vi
k

k−
po

zn
an

k−
ge

ne
va

k−
at

he
ns

k−
bu

da
pe

st
k−

br
is

ba
ne

k−
he

ls
in

ki
k−

de
lh

i
k−

to
ky

o
k−

fr
an

kf
ur

t
k−

m
ia

m
i

k−
am

st
er

da
m

k−
lo

nd
on

m
−

ic
n

m
−

nr
t−

jp
ix

m
−

sf
o

m
−

nr
t−

jp
na

p
m

−
nr

t−
di

xi
e

m
−

cd
g

Q
ue

rie
s 

P
er

 S
ec

on
d

0

1000

2000

3000

4000

5000

6000

7000



II 1) Average rates of requests.
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II 2) The average number of clients per second seen at each instance.
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II 2) The number of clients per second seen at each C−root instance.
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II 2) Zoom in on c−ord1a
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The cause??
Date: Thu, 11 Jan 2007 01:03:47 +0000

From: Paul Vixie <paul@vix.com>

To: wessels@Oarc.isc.org

Subject: oops

#ord1a.c:i386# jobs

[1] + Running ./tcpdump -s 0 -n -w oarc.tcpd. -z gzip

-P 5 host c.root-servers.net

#ord1a.c:i386# kill %1

626638995 packets captured

667208048 packets received by filter

15549 packets dropped by kernel

[1] Done ./tcpdump -s 0 -n -w oarc.tcpd. -z gzip

-P 5 host c.root-servers.net

i had two tcpdumps running on one of the c-root boxes...
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II 2) The number of clients per second seen at each F−root instance.
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II 2) The number of clients per second seen at each K−root instance.
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II. 2) Zoom in on K−amsterdam node
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II 2) The number of clients per second seen at each M−root instance.
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II 3) Topological coverage by ASes.
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II 4) Topological coverage by prefixes.
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III 1) Clients distribution by RIR for each instance
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IV 1) Distribution of users binned by query rate intervals for C−root.
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IV 1) Distribution of users binned by query rate intervals for F−root.
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IV 1) Distribution of users binned by query rate intervals for K−root.
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IV 1) Distribution of users binned by query rate intervals for M−root.
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IV 3) Breakdown by query types
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IV 4) Breakdown by query types for users binned by rate intervals for C−root
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IV 4) Breakdown by query types for users binned by rate intervals for F−root
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IV 4) Breakdown by query types for users binned by rate intervals for K−root
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IV 4) Breakdown by query types for users binned by rate intervals for M−root
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The End


